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THE FLOW OF SMALL ARMS AND EXPLOSIVES TO TERRORIST GROUPS: 
EU CHALLENGES AND REMEDIES 
 
Jonathan Stevenson, Senior Fellow for Counter-terrorism 
International Institute for Strategic Studies 
 
 
 
 
 
OVERVIEW 
 

During most of the Cold War, Europe’s terrorism challenges were largely domestic as 
opposed to international or transnational. Small arms and light weapons (SALW) and high 
explosives, such as Semtex and C-4, composed the arsenals of active and dangerous ideological 
and ethno-nationalist terrorist groups such as the Provisional Irish Republican Army (IRA) in the 
United Kingdom, the Basque separatist Euskadi ta Askatasuna (ETA) in Spain, the left-wing Red 
Brigades in Italy and the Marxist Baader-Meinhof Gang/Red Army Faction in West Germany. The 
weapons and explosives were of roughly equal utility in low intensity, primarily urban campaigns 
in which terrorists kept violence relatively constrained and selective—increasingly targeting 
security forces rather than the general population—with an eye toward forcing political 
compromise. Furthermore, the weapons came primarily from outside Europe. For example, a 
lion’s share of the IRA’s arsenal during the latter part of its campaign came from a shipment from 
Libya in 1983.  
 

The post-Cold War scene was different, the post-September 11 scene more different still. 
The release of former Iron Curtain countries from Soviet control and the shrinkage of their armies 
resulted in a surplus of SALW and explosives, and a flourishing illicit arms market. In the late 
1990s, for instance, both republican and pro-British “loyalist” terrorist groups in Northern Ireland 
obtained significant quantities of small arms from the Czech Republic, Estonia, Slovakia and 
Croatia. At the same time, however, the intensity of the essentially domestic terrorist efforts in 
Europe was waning. The Baader-Meinhof Gang and Red Army Faction had disintegrated by the 
late 1980s. Italian counter-terrorism efforts had virtually neutralized the Red Brigades by the early 
1990s. The IRA and UK government had established a sustainable (albeit very fragile) political 
accommodation. And ETA—though unsatisfied with political developments during a 14-month 
ceasefire in 1998–99—lost popular support and ratcheted down its level of violence. Furthermore, 
the production of SALW became highly decentralized: as of 2004, nearly 1,250 companies 
operating in some 92 countries made weapons, components or ammunition.1 
 

After al-Qaeda’s attacks on the World Trade Center and the Pentagon on 11 September 
2001, it became clear that the United States, by virtue of being the principal Western power, 
Saudi Arabia’s strategic partner and Israel’s main, faced a potentially strategic mass casualty 
terrorist threat from an Islamist terrorist network that had recruited for, planned and staged its 
most audacious and destructive operation from Europe. As US homeland security improved, 
Europe loomed as a more attractive direct target owing to its cultural and political similarities and 
its strategic partnership with the US, as well as its large and substantially disaffected indigenous 
Muslim population and its geographical proximity to the Gulf and North Africa. That potential 
became a stark reality when Islamist terrorists struck Madrid on 11 March 2004, killing 192 
people.  
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With respect to transnational Islamist terrorists, SALW were not the primary concern: 
strafing police or army patrols with machine-guns or crew-served weapons was unlikely to kill a 
sufficient number of people to render such operations attractive to terrorists with apparently more 
apocalyptic mindsets. Osama bin Laden’s public statements and intelligence gleaned from 
Afghanistan following the US-led intervention there demonstrated that these “new” terrorists were 
interested in acquiring or developing weapons of mass destruction (WMD) or at least those of 
mass disruption, such as radiological dispersion devices (“dirty bombs”). Until they could do so, 
conventional explosives emplaced so as to maximize casualties—as in Indonesia (Bali), Iraq, Saudi 
Arabia, Morocco and Turkey as well as Spain—were evidently the weapon of choice. In addition, 
an attempt to down an Israeli jetliner in Mombassa, Kenya in November 2002 revealed the 
inclination of Islamist terrorists to use light weapons with mass-casualty capability, namely man 
portable air defence missiles (MANPADS), also known as surface-to-air missiles (or SAMs).2 Such a 
missile was also fired at a DHL cargo plane departing Baghdad’s airport in November 2004, 
disabling its hydraulic system and forcing it to land. It stands to reason that other light weapons, 
such as rocket-propelled grenades (RPGs)—one of which may have downed a civilian helicopter 
in Iraq—could be of use to terrorists for closer-in targeting of airplanes and helicopters as well as 
ground public transportation vehicles and stationary installations like embassy buildings.3 
 

Thus, the first priority for European national governments and the European Union itself 
would logically be to track and interdict shipments of high explosives and WMD-related material. 
Yet, while most SALW are not of primary interest to terrorists, it would be prudent for counter-
terrorism agencies to focus sharply on small arms suppliers as a means of interdicting MANPADS 
and other light weapons capable of shooting down aircraft or destroying mass transit vehicles. 
Furthermore, al-Qaeda has insinuated itself into terrorist insurgencies operating on Europe’s 
periphery that do heavily employ SALW. The most prominent is the Chechen separatist 
insurgency against Russia, which is also believed to be a source of bomb-making talent to al-
Qaeda and its dispersed Islamist affiliates. Accordingly, tracing arms routes into and out of 
Chechnya (and other areas of armed activity in the region, like Georgia) could have an impact on 
the vitality of an important al-Qaeda affiliate. In addition, there may be limited potential for some 
al-Qaeda-linked Islamist groups to adopt more conventional insurgency tactics for which SALW 
might be appropriate. Such considerations suggest that SALW, from a counter-terrorism point of 
view, merit greater political and administrative attention than they are so far receiving. 
 
 
EU COUNTER-TERRORIST AND RELATED ACTION ON SALW AND EXPLOSIVES 
 

While threat perceptions with respect to terrorist use of WMD are increasing in some 
European countries, the prevailing view is that even transnational Islamist terrorists with non-
negotiable objectives will tend to use (if only by default) conventional explosives aimed at 
maximizing casualties.4 The US-led Cooperative Threat Reduction (CTR) scheme in Russia for 
destroying or otherwise securing nuclear weapons-related material and equipment and re-
employing Russian scientists has been effective, and has been predictably expanded since 
9/11. The EU has also increased its financial commitment to the CTR. But although the US has 
implemented destruction assistance programs with respect to conventional weapons, these do not 
appear comparable in scope to the CTR effort. Before 9/11, certain European governments were 
viewed as notoriously lax on export controls (for example, in the context of the Missile 
Technology Control Regime) in both conventional and unconventional areas. The evident interest 
of Islamist terrorists in WMD, the ongoing or accelerating nature of nuclear weapons programs in 
North Korea and Iran, and the extent of the illicit A.Q. Khan supply network for nuclear 
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technology have focused minds on the unconventional side. At the same time, it may have 
reduced attention to conventional SALW.  
 

While the UN Program of Action on SALW has mobilized European nations to better 
regulate small arms dealers, national response levels have been variable. In 2003, the Council 
adopted a common position mandating that member states introduce national legislation 
regulating arms brokering. The EU has also formally recognized the global nature of the counter-
terrorism challenge presented by the supply of SALW to terrorist groups via illegal arms networks. 
Brussels’ emphasis, however, has not been specifically on terrorism. Rather, it has focused on 
building on the national transparency standards imposed by the UN Register of Conventional 
Arms by establishing a legally binding common instrument that requires marking and tracing of 
weapons to facilitate the identification of manufacturers and serial numbers worldwide and 
effectuates the enforcement of these requirements by national governments.5 Likewise, the EU has 
prided itself in contributing some €52 million to disarmament programs in Cambodia, 
Southeastern Europe and Latin America and disarmament, demobilization and rehabilitation 
(DDR) schemes in East and West Africa, and in encouraging member states to institute end-user 
certification and verification procedures at the regional and sub-regional levels.6 The EU has 
acknowledged that the estimated 100,000 MANPADS in global circulation “are extremely lethal, 
easily concealable and inexpensive” that “have increasingly become a terrorist tool for threatening 
civil aviation.”7 But Brussels has taken no specific operational measures with respect to MANPADS, 
merely supporting the expansion of the UN Register to include them and the regionalization of 
export controls through the Organization for Security and Cooperation in Europe (OSCE) and 
their internationalization through the Group of 8.8 
 

There is, to be sure, a culture of ground-level cooperation among national law enforcement 
agencies founded on the TREVI counter-terrorism arrangement prompted by the heavy terrorist 
activity (domestic and international) in Europe in the 1970s and 1980s. But this de facto 
infrastructure is essentially an array of bilateral relationships and practices—not a multilateral 
network. EU counter-terrorism on an institutional basis has tended to be big on rhetoric and short 
on implementation. Since 9/11, the EU has defined terrorist offenses, expanded its official list of 
proscribed terrorist groups, prohibited the supply of weapons to such groups (including al-Qaeda) 
and instituted a European wide arrest warrant. But the porous nature of intra-EU (i.e., non-
Schengen) borders makes enforcement and intelligence cooperation and the imposition of border 
security politically and operationally more difficult. Thus, enforcement has redounded mainly to 
national authorities. While Europol, the EU’s police organization, does function as a clearinghouse 
for general threat information—including that relating to SALW and explosives and to terrorism—
it nets in only law enforcement agencies and not intelligence services and has not yet developed 
into a mechanism for sharing highly sensitive classified current intelligence. Furthermore, its 
dedicated counter-terrorism resources remain relatively sparse and lightly funded. 

 
Even since 9/11, most European governments have continued to approach terrorism as 

predominantly a risk-management problem to be handled with a threat-based security system, 
whereby specific emergent risks are assessed and minimized. European governments tend to be 
sceptical about both the social and economic cost of vulnerability- or capabilities-based measures 
and their inherent feasibility.9 Accordingly, for the three years following 9/11, Europe’s territorial 
security efforts were largely aspirational, and substantive changes marginal. For any link between 
counter-terrorism and the control of SALW and explosives to be established, such control would 
have to be seen as integral to “homeland” or “territorial” security. Yet this was not among the 
seven areas included in the EU’s post-9/11 counter-terrorism program. Only heightened air 
transport security—in which Europe was already superior to the US—was a direct response to the 
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attacks in New York and Washington. In a June 2002 EU report on its response to September 11, 
territorial security was broached only in the context of emergency preparedness for terrorist 
attacks with WMD, particularly those involving biological weapons.  
 

After the Madrid bombings on 11 March 2004, a more robust approach to EU territorial 
security appeared to take root. During the European Council summit held on 25–26March 2004, 
the heads of government agreed to intensify efforts to share information bilaterally and through 
Europol, to tighten border controls, and to strengthen cooperation with non-EU countries. Javier 
Solana, the Secretary General of the Council, appointed former Dutch Deputy Interior Minister 
Gijs de Vries to fill the new post of Counter-terrorism Coordinator to operate within the 
Secretariat of the Council of Ministers. Subsequently, the development of EU counter-terrorism 
policy became a predominant theme in Council deliberations. At the June 2004 summit, the 
Council enumerated the achievements made in the previous three months—particularly with 
respect to information flow and border controls. It called for more active work to combat terrorist 
financing, to facilitate information exchange between intelligence agencies, and to enhance civil 
protection. And it underlined “the importance of making use of the wide-ranging instruments of 
the European Union in the context of all factors which contribute to terrorism.” Finally, the 
Council announced its intention to review progress twice a year beginning in December 2004. 

 
Over time, however, despite widespread outrage about the bombings, they failed to drive 

security issues—including terrorism—to the top of the popular European political agenda. In April 
2004, de Vries himself also noted that for both political and operational reasons, the EU had only 
a limited capacity to significantly improve European security against terrorism, and that the larger 
share of the burden of doing so remained on national governments. Indeed, de Vries is 
answerable to those national governments by way of the European Council rather than to the 
European Commission. At the OSCE’s Annual Security Review Conference in Vienna on 23-24 
June 2004, de Vries spoke at the session on preventing and combating terrorism. He emphasized 
EU cooperation with the OSCE and other countries and its assistance to third countries in raising 
their counter-terrorism capabilities. Among advances in the EU’s intrinsic capabilities, he stressed 
only progress on border security in terms of heightened use of biometric and air passenger data 
and information sharing on lost and stolen passports. Border security was perhaps the most 
conspicuous problem illuminated by the Madrid attacks, which were undoubtedly rendered 
easier by Spain’s exposure to North Africa and the difficulty of monitoring legal and especially 
illegal immigrants.10  
 

While better border security will perforce discourage the smuggling of SALW and explosives, 
it is not specifically focused on those threats. If one clear substantive effect of the Madrid attacks 
has been increased momentum within the EU to render the European Border Police Agency more 
capable through integrated border management, it is equally clear that the Madrid attacks did not 
prompt a significant intensification of EU level efforts to curtail the flow of SALW and explosives. 
More direct and substantial multilateral measures implicating SALW have originated with the 
United States—mainly in the form of the Container Security Initiative (CSI), under which US 
Customs officials are stationed in European ports pursuant to bilateral agreements to pre-screen 
US-bound cargo. Broad European participation, of course, does reflect European recognition of 
transatlantic security interdependency: the enlisted ports account for over 90% of all maritime 
container traffic from the EU to the US. Furthermore, containers would be a likely mode of 
transport for illicit arms and munitions, including MANPADS, which are only about six feet long 
and weigh roughly 50 pounds. 
 



5 

On balance, the most muscular EU initiative on SALW remains essentially political rather 
than operational, namely, the adoption and implementation of the 1998 EU Code of Conduct on 
Arms Exports. The EU Code reinforces the strictures for avoiding destabilizing accumulations of 
conventional weapons imposed by both the UN Register of Conventional Arms and the 1996 
Wassenaar Agreement on Export Controls for Conventional Arms and Dual-Use Goods and 
Technologies, under which 33 countries (including most EU members) are required to exchange 
confidentially information on their sales of nine categories of conventional weapons, including 
SALW and MANPADS, to non-participating countries. The EU Code establishes a set of criteria for 
granting export licenses for military equipment, a regime for sharing information on licensing 
decisions and data collection and annual reporting requirements applicable to the 25 members of 
the EU. While the Code thus far is not legally binding, compliance by EU member states is 
relatively high. Impetus for instituting the Code came primarily from the potential for rash arms 
exports to fuel state-based insecurity and stability in the Middle East, southeastern Europe and 
Africa rather than terrorism by non-state actors. The eight export guideline criteria set forth in the 
Code as risks to be avoided or minimized accordingly contemplate primarily state misuse of 
imported weapons. The seventh, however, does confront “the risk that the equipment [will] be 
diverted within the buyer country or re-exported under undesirable conditions,” which in turn 
includes “the risk of the arms being re-exported or diverted to terrorist organizations.”11  
 
 
WAYS FORWARD 
 
TIGHTENING THE EU CODE OF CONDUCT ON ARMS EXPORTS  
 

There is no doubt that the transparency and accountability for exporting arms, including 
SALW and military-grade explosives, have increased on account of the EU Code through the 
public reporting system. But there is a considerable discrepancy between the expansive 
information that countries could be urged to report and the relatively limited information that they 
actually do report. Narrowing this discrepancy could have substantial positive impacts on 
European counter-terrorism capabilities. Under the EU Code, EU member states are presently 
asked to specify mainly financial details such as the value of export licenses and actual arms 
exports, which offer scarcely a clue about the specific types of weapons involved or the nature of 
potential ultimate consumers. As the Stockholm International Peace Research Institute (SIPRI) has 
noted, this limitation “illustrates a paradox of EU reporting: the type of information most 
commonly reported is the least relevant for an evaluation of the implementation of the EU Code 
of Conduct.”12  

 
Additional data not now required for collection and exchange by participating states would 

be highly probative in identifying, for counter-terrorist prevention purposes, weapons that would 
be vulnerable to falling into the hands of terrorists or suppliers of terrorists. Such data might 
include descriptions of the weapons and their quantity, the type of end-user, and the final 
destination of any weapons that are to be re-exported, as well as any restrictive contractual 
conditions and the names of producing and supplying companies. Requiring this kind of 
information would limit any inclination on the part of exporting countries to limit their scrutiny to 
the immediate purchaser and look the other way with respect to other users.13  

 
SIPRI notes, perceptively, that while such information, in conjunction with financial terms, 

would be commercially sensitive in revealing unit prices to potential competitors, from a security 
point of view it would be preferable to require equipment details and dispense with financial ones 
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rather than vice versa. Shared information on denials of export licenses and the outcome of 
intergovernmental consultations on undercuts have also provided insufficient detail about the 
specific countries involved. 14  Remedying these shortfalls could effectively red flag possible 
customers for illicit arms and perpetrators or sponsors of terrorist activity. Furthermore, making 
compliance with the EU Code a binding legal obligation rather than just an implied political one 
would render strengthened information requirements much easier to enforce. Detailed 
information on arms transfers should also be made available as currently possible (the present 
two-year lag limits the information’s operational utility) and in a manner (e.g., via the Internet) 
that is easy to access as practicable. 
 
DEMAND-SIDE SOLUTIONS 
 

The EU is and has been engaged in a number of conflict resolution efforts that could both 
improve and detract from the control of conventional arms. Winding down conflict diminishes the 
number of active combatants in a given locale, but incomplete or unsatisfactory redress of 
grievances leaves open the possibility that they may regress into violence. Demand side measures 
like DDR plans for re-employing former combatants—to which the EU and many of its member 
states have made substantial contributions—as well as development programs and security sector 
reform address this problem by helping to ensure that erstwhile fighters, terrorists and criminals do 
not take up arms again.  

 
The proximity of South-Eastern Europe, the Middle East, and the Maghreb to Central and 

Western Europe and the former regions’ socio-religious provenance potentially makes them 
logistically and ideologically expeditious sources of inspiration to terrorists. The EU would 
therefore do well to continue to support DDR in these regions, and, beyond that, to enhance and 
expand such support. In particular, the EU could use its considerable economic influence to urge 
those agencies primarily responsible for administering DDR programs to incorporate aggressive 
arms destruction programs. 
 
SUPPLY-SIDE SOLUTIONS  
 

The weapons used by Palestinian and Chechen militants in currently active conflicts, as well 
as those used in Eurasian “frozen conflicts,” in Europe’s “near abroad” tend to come from non-
European sources. But the infiltration of illicit weapons into the Balkans after the Cold War did 
contribute to conflict there, and they were regarded as a potential “field of jihad” by al-Qaeda 
even if Islamism failed to take firm hold. More broadly, weapons used in conflicts that are winding 
down in Africa—for instance, Sierra Leone and Liberia—could find a ready market among radical 
Muslims in regional locales such as Nigeria or, farther north, in the Maghreb, where they could 
pose a direct threat to Europe. Accordingly, there is consensus among EU member states that 
weapons that are in excess of the current requirements of national armies should be destroyed or 
otherwise decommissioned.  

 
Demand-side programs already mentioned may help, but such programs do not always 

include weapons collection, management and destruction components that keep the weapons 
themselves out of illicit circulation. Nevertheless, some EU member states have also focused on 
that kind of scheme as well. The UK, for instance, provided £7.5 million from programs managed 
by the UN Development Program to collect and destroy weapons in over 25 countries.15 As noted, 
southeastern Europe, the Middle East, and the Maghreb are potentially abundant and sympathetic 
suppliers to terrorists. The EU should continue to support weapons destruction programs in 
southeastern Europe and the Maghreb, and to enhance such support. In addition, it would make 
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sense for both Europol and the EU Counter-terrorism Coordinator to establish formal mechanisms 
for monitoring the progress any out-of-area programs involving weapons (including those the EU 
and members states might not support) that could find their way into terrorist hands so as to flag 
potential sources of illicit supply. 
 
PROACTIVE COUNTER-TERRORISM 
 

Any new EU policy initiative should take on board the fact that bilateral links are the 
thickest in the law enforcement and intelligence arenas. This reality suggests that wholesale EU 
wide solutions, at least in the first instance, may be too ambitious. One approach might be to 
concentrate first on the geographical areas in which small arms traffic and terrorism coalesce to 
the greatest extent. Eastern and South-Eastern Europe are certainly two such areas.  

 
In this vein, the Southeast Europe Cooperative Initiative (SECI) Center for Combating 

Transborder Crime, based in Bucharest, in which 11 countries participate, has paid some 
attention to the problem and made marginal progress. In particular, the SECI Center established in 
early 2003 the Anti-terrorism Task Force (ATTF), which includes three highly relevant projects: the 
Task Force on Trafficking in Small Arms and Light Weapons; the Task Force on Trafficking in 
Weapons of Mass Destruction; and the Task Force on Terrorist Groups. The Islamist terrorist 
attack in Istanbul in November 2003 gave new impetus to the ATTF’s efforts coordinate 
regional counter-terrorism efforts, prompting the ATTF (under Turkish leadership) to compose an 
investigative report on the attack to inform preventive measures at the national and regional levels. 
Further institutionalization of such practices would make sense, as would extending them to other 
areas on Europe’s periphery such as the Middle East and North Africa. Longer term, prescribed 
objectives could include strengthening the capacities of national law enforcement and intelligence 
agencies and that of Europol to identify links between SALW and terrorism. For instance, the 
collection and reporting of data on arms transfers under the EU Code of Conduct, intelligence on 
the interdiction of WMD and related technologies or materials and, for example, information on 
weapons missing from DDR inventories could be more thoroughly integrated with routine 
multilateral and national law enforcement and intelligence activities.  
 
TERRITORIAL SECURITY 
 

Given the political constraints on building supranational power in the EU, Europe may not 
collectively develop the community competence required to impose territorial security.16 Thus, 
say, an emergent MANPADS threat to commercial aviation from terrorists operating within a 
European country will have to be handled primarily by that country’s national civilian security 
authorities and military forces. Indeed, this occurred in February 2003, when over 1,000 soldiers 
were deployed for over a week in west London to help police protect Heathrow International 
Airport on the strength of a civilian intelligence assessment that commercial passenger airliners 
could be the targets of terrorist surface-to-air missile attacks.  

 
The EU is not a United States of Europe, and lacks the supranational power to effect and 

harmonize simultaneous changes in the policies of its constituent national governments. This 
deficit has a greater impact on territorial security than on proactive law enforcement narrowly 
construed. For example, it would be politically difficult for the EU to enact comprehensive 
regulations on port security, terrorism insurance or first-response capacities, as the United States is 
doing, and European governments could not be expected to harmonize multiple laws in these 
areas. In May 2002, the European Commission announced the possibility of a multinational EU 
border patrol that would work with Europol. A promising 15-day trial had been in held in which 
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guards from EU member states had patrolled the borders of France, Italy and Spain, stopping 
4,500 illegal immigrants and arresting 34 alleged drug traffickers. Despite this success, the EU 
interior ministers’ meeting in Luxembourg in the subsequent month resulted in near-paralysis on 
border security and immigration issues.  
 

If 9/11 did not immediately weakened the “political correctness” barriers in Europe to the 
political mainstream’s confronting the need for tighter immigration laws and border security as it 
did in the United States, however, 3/11 may have done so. Before the Madrid bombings, a EU 
wide border patrol, approved in principle at the EU summit in Seville in June 2002, was not 
contemplated as being operational until 2007. In October 2003, however, ministers from France, 
Germany, the UK, Italy and Spain met in the French town of La Baule to discuss expediting more 
effective means of addressing immigration and terrorism challenges. French Interior Minister 
Nicolas Sarkozy proposed the creation of a “European security zone” to insulate Europe against 
illegal immigration via the Mediterranean Sea, to be patrolled by North African as well as EU 
states bordering the sea. The ministers agreed that all common carriers should be required to 
release passenger data, and mooted the possibility of requiring biometric data in Schengen visas. 
Thus, there are some areas in which room for a substantial EU contribution has probably 
expanded on account of Madrid. These include visa monitoring, passenger information and 
container security.17  

 
For EU action on SALW and explosives to become operationally more effective, though, 

border security and proactive counter-terrorism operations—namely, intelligence collection and 
law enforcement—need to be further integrated. Ideally, relevant information routinely gleaned 
by external border guards under the Schengen system should be systematically integrated into a 
EU wide database accessible to EU and other intergovernmental agencies, intelligence and law 
enforcement authorities of member states, and those of EU partners (e.g. the United States).18 
Border-agency identifications of known or suspected arms traffickers or members of armed 
insurgencies, for instance, would be especially useful to intelligence and law enforcement 
agencies in their efforts to stanch the flow of SALW. 
 

The Schengen Information System (SIS), in which most EU members plus Norway and 
Iceland participate, is potentially a useful tool. Each participant is required to issue alerts on illegal 
aliens from outside the EU seeking visas, including authorized documentary, photographic and 
biometric means of identification. The European Automated Fingerprints Identification System, 
known as “Eurodac”, is an element of the system. Designed to monitor and curtail “asylum 
shopping,” the system registers in a central and commonly accessible database in Brussels the 
fingerprints of asylum applicants over the age of 14 and certain other illegal immigrants. The 
system, based on American technology, has impressive technical capabilities: it can run up to 
500,000 fingerprint comparisons per second, with better than 99.9% precision.19  But the 
European Commission required that no information acquired or developed by Eurodac under the 
supervision of immigration authorities be provided to police or intelligence services.20  

 
While the EU has allocated funding for extending the SIS to new members, who are 

required to apply the system, the existing restrictions on access to Eurodac and a general 
reluctance to impose additional biometric requirements circumscribe the security utility of the SIS. 
In early 2005, the European Commission began to consider seriously how Eurodac could be 
responsibly used for counter-terrorism purposes.21 
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ENHANCING EU ACTION TO PREVENT ILLICIT SMALL ARMS TRAFFICKING 
 
Andy McLean, Bernardo Mariani and Alex Vatanka 
Saferworld 
 
 
 
 
 
PROBLEM IDENTIFICATION 
  

Illicit small arms trafficking is undermining the internal security of the European Union 
through fuelling organized crime and the threat of terrorism, and deteriorating the EU’s external 
priorities by exacerbating conflict and underdevelopment in the EU’s neighbourhood and in 
Africa. 

 
In Europe, the end of the Cold War, the making of a Single European Market, the creation 

of the Schengen Zone and the adoption of a single currency by several EU States have resulted in 
fewer barriers to trade. This shift has encouraged illegitimate as well as legitimate economic 
activity and flow of goods. Rising levels of armed crime and illicit arms trafficking have become 
inextricably linked and should be of particular concern to the EU.  

 
Although in comparison to other parts of the world, the demand for weapons in the EU is 

not high, there is a small steady market for weapons sought by criminal groups to facilitate illegal 
activities such as drug trafficking, prostitution, money laundering and extortion. Police forces 
across the EU are discovering larger numbers of firearms in traditional hubs for illicit goods such as 
Amsterdam, and the pattern of seizures across Europe suggests this is a region wide development. 
Also, the EU is increasingly seeing flows of new weapons from Western Balkans to European 
criminal networks. In the meantime, parallel to, and closely associated with illicit arms trafficking 
is the increasing trafficking in drugs, people and other contraband, as organized criminal gangs 
allegedly employ the same routes and partnerships to smuggle various illicit commodities across 
Europe.  

 
The rising trend by organized criminal groups to employ powerful types of firearms 

coincides with a greater inclination by terrorist organizations to seek to accomplish spectacular 
attacks with maximum damage. While amongst terrorists the quest for evermore sophisticated 
weaponry, including weapons of mass destruction (WMD), will continue, SALW and conventional 
explosives, because of their easy availability, low costs and potential to inflict significant human 
and economic costs, remain the weapons of choice and present a more immediate threat. 
Although the main terrorist threat involves mainly Islamic extremists such as members of Al-Qaeda 
and/or its affiliates, EU-based separatist groups—such as the IRA, ETA or the Corsican 
nationalists—could also seek to resume or intensify their campaigns of armed violence. 

 
A whole range of replica, blank firing, air and spray guns, which are imported into the EU 

and are also on sale over the internet, have become a major concern for law enforcement 
agencies across the EU, because they can be easily converted to fire live rounds and used in crime. 
Although the number of such weapons in circulation is unknown and difficult to estimate, a 
significant increase in recent years in the number of criminal offences linked to the use of such 
weapons, as well as a marked increase in police seizures suggest that these weapons have become 
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a significant threat in many EU countries.1 A notable example is the Baikal spray gun, which is 
manufactured in Bulgaria and widely used by criminals across the UK.2 
 
 
PREVENTING ILLICIT SMALL ARMS TRAFFICKING INTO THE EU 
 
SUMMARY OF SOURCES OF WEAPONS COMING INTO THE EU AND SCALE OF THE PROBLEM 
 

A combination of wide availability of weapons, weak arms export controls, unresolved 
border issues and organized criminal activities means that regions bordering the EU in the East 
and South-East maintain a high potential as either source or transit route for the illicit trade and 
trafficking in SALW.  

 
Over the last decade, South-Eastern Europe has suffered successive conflicts, which have 

seriously damaged and reduced administrative and law enforcement control, leading to a steep 
rise in organized crime and the emergence and consolidation of a strong black market and 
networks of trafficking routes across the Balkans. The result has been high levels of SALW 
proliferation across the region and further afield to Western Europe and beyond, including cases 
of weapons trafficking to countries under UN arms embargoes and to terrorist groups. Although 
there have been various efforts to collect SALW following the end of conflicts, SALW proliferation 
and diffusion among the region’s population remain a serious problem. For example, despite 
nearly ten years of weapons collection efforts, at least 200,000 SALW are still unaccounted for 
after the collapse of state authority in Albania in 1997. A recent study undertaken by Saferworld 
on behalf of UNDP estimates that there are more than 900,000 illegal firearms in possession of 
the civilian population in Serbia.3 According to the 2004 European Union Organized Crime 
Report by EUROPOL, “cases of illicit firearms trafficking investigated in the EU continue to show 
the involvement of former Yugoslavian organized criminal groups… Firearms originating from 
Croatia are made in legal and illegal armoury workshops and firearms trafficked from the Balkan 
region are often stolen from military warehouses”.4 

 
In Eastern Europe, factors such as the breakdown of Warsaw Pact military production 

structures, shrinking domestic arms markets and economic hardship have created strong 
incentives to export arms, sometimes to unsafe destinations. The problem is compounded by the 
existence of vast stocks of weapons that are no longer required by the armed forces in the new 
post-Cold War security environment. Ukraine, for example, is struggling to cope with several 
millions surplus SALW and 2.5 million tonnes of ammunition. Across the region, storage of 
weaponry and ammunition in many cases falls below international standards, with the risk that 
weapons and ammunition might enter the black market. The weakness of border and export 
control systems means that SALW and ammunition might plausibly be trafficked, or (illegally) 
exported to sensitive destinations overseas or into the EU. For instance, in Russia, weapons, 
ammunition and explosives leaking out of army and Ministry of the Interior’s storage sites pose a 
major challenge. This is the case even in the North Caucasus, where it is suspected that Russian 
weapons themselves are fuelling the conflict in Chechnya. Even before stockpiles across Eastern 
Europe have been exhausted, modernization programmes and for some countries the 
requirement to achieve NATO compatibility, may create additional surpluses.  
 

Given the scale of proliferation and potential trafficking in SALW in the above-mentioned 
regions, it is not surprising that the UK’s National Criminal Intelligence Service (NCIS) stated in 
2003, “there has been an increase in firearms traced to Central and Eastern European countries”.5 
In April 2005 a US court found a British arms dealer guilty of trying to aid terrorists for selling a 
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shoulder-launched missile to an informant posing as a militant seeking to attack the United States. 
According to the Prosecution, the broker went frequently to Ukraine to buy Russian-made 
missiles.6 In February 2003, UK intelligence services received reliable information that an Algerian 
group linked to Al-Qaeda had smuggled a surface to air missile from Eastern Europe into the UK 
and were planning to use it to bring down a passenger aircraft at Heathrow airport. Back in 2000 
the IRA used an RPG22 rocket to fire at the MI6 building, which was later sourced to Croatia.  
 

These examples illustrate the risk of small arms entering the EU from the region. However, 
intelligence agencies do not have a clear picture of the nature and scope of the problem. By 
definition illicit arms flows are clandestine and difficult to trace, but the lack of research and 
information on this key issue is concerning. 
 
ASSESSMENT OF EXISTING COOPERATION WITH COUNTRIES IN EASTERN 
AND SOUTH-EASTERN EUROPE TO PREVENT ILLICIT TRAFFICKING 
 

On one level, countries in East and South-Eastern Europe are improving their safeguards 
against illegal weapons trafficking. They are adopting more stringent legislation and arms control 
regulations and increasing international cooperation. Romania and Bulgaria are in NATO and on 
the EU accession path, and they are harmonising their arms control legislation. Countries like The 
Former Yugoslav Republic of Macedonia must answer questions on SALW as part of the EU 
accession negotiations, and they continue to have a strong incentive to comply. The challenge 
remains in effective arms control implementation, with many states still struggling to improve law 
enforcement capacity and effectively manage and control goods transiting across borders.7  

 
In South-Eastern Europe, initiatives such as the South-Eastern Europe Cooperative Initiative 

(SECI) Regional Centre for Combating Transborder Crime, which acts as a regional focal point for 
communication and transmission of cross-border crime have contributed to coordinate 
information exchanges on seizures of illicit small arms and light weapons in South-Eastern 
Europe.8  

 
In April 2002, the SECI Centre established a specialized SALW Task Force consisting of a 

network of police and customs officers from the region. The Task Force was mandated to “prevent, 
detect, trace, investigate and suppress illicit trafficking in SALW by establishing direct, sustainable 
and rapid channels of information exchange”. In November 2002, the SECI Centre launched its 
Operation Ploughshares Project with the primary objective of exchanging intelligence and data on 
seizures of illicit SALW. The SECI Centre acted as the Operational Coordination Unit and during 
its six months of activity the project proved to be a successful cooperative venture. By inviting 
participating states to report on seizures of all types of SALW, the SECI Centre was better able to 
define the scope and dynamics of the illicit SALW trafficking in South-Eastern Europe. This also 
led to joint investigations, which were successful in intercepting arms leaving the region for 
Western European states.9 

 
In March 2005, the SECI Centre launched a new information exchange operation 

(Operation Safe Place) to combat the trafficking in SALW in the region. Building on the previous 
data gathering exercise, the new operation aims to increase inter-state cooperation in relation to 
seizures of illicit weapons. The Operation aims specifically to identify groups and individuals 
engaged in the illegal trade, transfer, possession as well as financing for acquisition, of illicit small 
arms and take appropriate action under national law. The resulting analysis will be disseminated 
amongst all countries in the region and details of SALW seizures and trafficking cases from all 
participating states will be stored on a regional database. 
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In Eastern Europe, EU assistance has concentrated on the destruction of surplus SALW and 
in the improvement of stockpile security management. For instance, a team composed of SALW 
experts from the UK, Switzerland and Spain made four visits to Belarus between December 2004 
and March 2005 to evaluate the scope for assistance to Belarus. In Ukraine, Germany and the UK 
are providing assistance to a NATO PfP project led by the US for the destruction of 133,000 
tonnes of conventional munitions and 1.5 million SALW. In February 2005, the UK announced 
£400,000 of funding towards the project.10 

 
EU support and cooperation has played an important role in helping address the problem of 

illicit trafficking from Eastern and South-Eastern Europe. However, much more can and should be 
done. The potential of the EU in this area is significantly under-developed. There is a question 
about the level of political priority that the EU has given to combating illicit small arms trafficking 
in the list of issues that applicant countries need to address. The support that governments in the 
region have received from Member States (on a range of issues from weapons collection to 
intelligence sharing) has often been piecemeal, uncoordinated and insufficient.  
 
RECOMMENDATIONS 
 

A number of short and long-term priority actions by EU governments are required to 
enhance cooperation with countries in Eastern and South-Eastern Europe to prevent and combat 
small arms trafficking.  
 
• Increase the emphasis on combating illicit trafficking in enlargement negotiations. It is 

particularly important that EU governments draw attention to the deleterious impact of illicit 
small arms trafficking in Europe, since many accession states and adjacent states are 
producers and exporters or at least act as a source and transit route for weapons both 
throughout the region and beyond. However, this issue is often not seen as a priority in 
accession talks  

• Enhance export controls in Eastern and South-Eastern Europe. Although Eastern and 
South-Eastern European countries have made significant improvements to their arms export 
control policies in recent years, EU members should increase their work with neighbouring 
countries, especially EU applicant states, to ensure that they have robust export controls 
compatible with EU standards before they are admitted to the EU. In particular, it is 
important to ensure that they are not used as bases by EU companies and nationals to 
circumvent EU export controls. 

• Strengthen and harmonize small arms legislation. There is a need to support legislative 
reform to allow effective harmonization of the laws in the field of justice and home affairs, 
penal codes and judicial procedure of countries in East and South-Eastern Europe, 
especially those expected to join the EU soon. Equally crucial to efforts to combat organized 
crime and illicit arms trafficking, is the full implementation and support of all existing 
international commitments to regional and international initiatives, such as the UN Firearms 
Protocol, the OSCE SALW Document and the Stability Pact for South-Eastern Europe’s 
Regional Implementation Plan for Combating the Proliferation of SALW.  

• Increase and coordinate support for weapons collection and stockpile management. EU 
governments should continue to support initiatives to remove weapons from circulation in 
Eastern and South-Eastern European countries, improve management of government 
stockpiles and help destroy surplus stocks. It is vital that this support is better coordinated 
though as often EU countries are supporting different programmes by different 
implementation agencies both bilaterally and through the UN and NATO in the same 
countries. 
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• Support research to give a clearer picture of the nature and scale of illicit small arms 
trafficking. Measures should be taken to ensure that there are regular, concerted projects 
both to research new developments in illicit arms trafficking, and to review and update law 
enforcement strategies and practices, thus ensuring the identification and adoption of 
appropriate minimum standards and best practices in preventing and combating illicit 
firearms trafficking. With particular regard to arms flows from East and South-Eastern Europe, 
a clear-cut picture on the scope of the problem does not exist. To be able to realistically 
evaluate the situation, EU police and customs agencies and the intelligence services should 
work together with their counterparts in East and South-Eastern Europe to produce specific 
risk assessments for this type of crime, which would trace origins and lines of supply of illicit 
SALW. This will also require the effective use of all existing available institutions, 
mechanisms, networks and resources, including Interpol, Europol, the OSCE, regional and 
bilateral initiatives, etc. 

• Enhance the capacity of law enforcement agencies in the region to tackle the problem. 
A number of measures need to be taken to enhance the capabilities of enforcement 
agencies in East and South-Eastern Europe to ensure that agencies have both the 
specialization and flexibility to combat the new challenges posed by illicit arms trafficking 
effectively. Central to these efforts are sufficient financial resources, training and high-tech 
detection and analysis equipment. A variety of training programmes are essential for 
improving enforcement standards. For example, customs officers should be trained to be 
able to thoroughly check and evaluate documents and carriers’ compliance; recognize 
different classifications of firearms; use high-tech detection equipment; and record and 
retrieve information stored on computerized databases, where the information can be 
analysed by customs and also shared with other relevant state agencies. 

• Strengthen law enforcement cooperation with the SECI Centre. There is a need to 
strengthen cooperation with the SECI Regional Centre in its efforts to develop collaborative 
actions to combat arms trafficking in South-Eastern Europe. As this is the sole regional 
enforcement body in South-Eastern Europe involved in the fight against illicit arms 
trafficking, it is crucial to provide it with adequate resources. In particular, it is important 
that the SECI Centre has the analytical capacity to process the data collected. Currently, the 
Centre does not have any analysts working on firearms trafficking. This is a weakness which 
will need to be addressed if the intelligence regarding firearms is to be followed up in a 
timely and effective manner.  

• Increase cooperation with Russia on illicit trafficking. Russia and the EU have issued 
numerous joint statements highlighting the fact that illicit trafficking in arms and combating 
terrorism are in their common interest. The April 2000 EU-Russia Joint Action to Fight 
Organized Crime contains provisions for combating illicit trafficking in arms that should be 
developed into concrete actions.11 The EU and Russia should therefore use these common 
interests to promote a joint Programme of Action on strengthening information exchanges 
and/or combating trafficking.  

• Support anti-corruption programmes. Law enforcement efforts to efficiently fight illicit 
arms trafficking should be accompanied and supported by measures taken in other areas. In 
particular, further action is required to combat corruption in customs, border and law 
enforcement agencies across Eastern and South-Eastern Europe, as well as in some of the 
new EU members. Greater efforts are still required to change the culture of these 
professions, and to make officers aware that bribes are not a perk of the job, but need to be 
eradicated. Training alone, though, will not solve all these problems. Improved pay levels, 
better working conditions and resources for detecting and prosecuting corruption also need 
to be addressed. 
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• Increase transparency and accountability of agencies combating illicit trafficking. In 
their efforts to combat and prevent organized crime and illicit arms trafficking, and 
particularly in relation to the control of legal activities (such as data retention and protection, 
telecommunications privacy etc.), all states should ensure appropriate transparency and 
clear accountability mechanisms and incorporate appropriate safeguards for civil rights and 
democracy. There is need to ensure adequate and appropriate systems for parliamentary 
oversight, at national and international levels, such as publicly available regular reports on 
policies and practices of national and international enforcement agencies.  

 
 
PREVENTING ILLICIT SMALL ARMS TRAFFICKING WITHIN THE EU 
 
ASSESSMENT OF EXISTING COOPERATION IN JUSTICE AND HOME AFFAIRS 
 

The EU’s enlargement has changed patterns of transnational organized crime. It has on the 
one hand imposed increased risks and costs on organized criminal groups, as well as presenting 
them with opportunities provided by free movement in a common geographical and political 
space. By 2007 the full responsibility for the EU's Eastern and south-eastern external border will 
shift to the new EU entrants. It is at this stage that organized crime groups will have an 
opportunity to exploit any weaknesses in the normative and enforcement frameworks, which 
would allow them to expand their criminal activities.  

 
Although a number of institutions at the national and regional level are addressing various 

aspects of organized crime, police cooperation to combat arms trafficking within the EU has 
tended to be accorded a low priority. Until recently the focus of most police and intelligence 
agencies in terms of illicit trafficking has been on people and drugs with arms coming a poor third. 
This situation has gradually changed over the last two years as the impact of illicit small arms 
trafficking on crime in the EU has increased. 

 
Europol has begun to develop its work in this area. Illicit trafficking in arms, ammunition 

and explosives is mentioned in the Europol Convention as one of the forms of international crime, 
which Europol is mandated to address12. Europol has recently held a meeting focused on 
preparing a feasibility study for establishing an ‘Analytical Work File’ on arms trafficking that will 
enable the storage and analysis of operational data13. However the fact that this has yet to be 
created illustrates the lack of political will and insufficient information that many law enforcement 
agencies currently suffer in this area. 

 
In the run up to the enlargement of the EU in May 2004, significant support was provided 

by the ‘old members’ to the accession states, focussing on exchanging experiences and expertise 
in the fight against organized crime. While such efforts were beneficial, more should have been 
done to develop and implement practical collaborative actions in the fight against arms trafficking.  

 
An increasing problem in recent years has been the growth in trafficking of replica and 

deactivated weapons within the EU. These can often be easily converted into lethal weapons, and 
recent figures released by the Home Office in the UK show that these are the most common 
weapons used in violent crime in the UK. Legislation in most EU Member States has failed to keep 
pace with this trend meaning that in many countries the possession and trade of these weapons is 
still legal. 
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The growth of the European Union not only provides new opportunities for organized crime, 
it also offers EU members a clear prospect to combine the efforts of 25 states in the fight against 
various forms of crime, including arms trafficking. Such opportunity can only be based on effective 
cooperation and information sharing among the various relevant agencies within the EU.  
 
 
RECOMMENDATIONS 
 
• Strengthen law enforcement cooperation within the EU. An approach that can be 

adopted by EU governments is to strengthen bilateral cooperation to allow the police forces 
to better investigate and exchange information on arms trafficking related crimes. Such 
cooperation can provide an effective deterrence to the growth and expansion of trafficking 
activities, and can also help build up multilateral or regional cooperation and additional 
opportunities for more effective and collaborative law enforcement. 

• Enhance the capacity of Europol to combat arms trafficking. As part of its counter 
terrorism and counter proliferation efforts, Europol is also mandated to combat illicit 
trafficking of arms, ammunition and explosives.14 However, Europol’s capacity to contribute 
to combating arms trafficking is seriously hindered by a lack of adequate resources. Europol 
should establish an Anti-Firearms Trafficking Programme to analyse strategic and operational 
information; undertake threat and risk assessments, and support operational investigations 
in the Member States. In order to improve prioritization of intelligence gathering and 
sharing information on weapons trafficking with national law enforcement agencies, the 
Anti-Firearms Trafficking Programme could also be tasked to develop and maintain an EU 
wide firearms database drawing, where appropriate, on the experience of national firearms 
databases. To be more effective in the area of investigating various transnational criminal 
activities, including arms trafficking, the Council act of 28 November 2002, which refers to 
the participation of Europol staff in joint investigation teams, should be expeditiously ratified 
by all EU Member States.15 

• Develop cross-border operations to combat arms trafficking. ‘Operation Arrow’, an 
initiative launched by the Finnish Presidency of the EU in 199916 to control the legal trade 
of firearms in EU Member States and gather criminal intelligence on illicit trafficking, should 
be regarded as a first step towards building up a sufficient intelligence mass to be used for 
operational policing actions.17 Europol should serve as a platform to support similar projects 
in the future, using the experience gained for this first exercise. By gathering information not 
only on weapons seizures, but also on brokers, shippers and others involved in the illicit 
arms trade, regional controls within the EU could be significantly strengthened. 

• Sign and ratify the UN Firearm Protocol. The United Nations Protocol Against the Illicit 
Manufacturing of and Trafficking in Firearms, Their Parts and Components and Ammunition 
has the potential of having a tremendous impact on both the legal and the illicit 
manufacture and trade in firearms and provides new opportunities to EU Member States to 
improve international cooperation, information exchange and transparency in the field of 
firearms. To date, only nine EU Member States have ratified the Protocol, 16 have signed it 
and six have not signed it yet.18 Reviewing the prospects for ratification and implementation 
of the Protocol is of paramount importance by all remaining Member States.  

• Ban the possession, sale, and transfer of replica and deactivated small arms. Given the 
rise in the number of violent crimes committed with these weapons, Member States should 
urgently strengthen their legislation to prohibit them across the Union.  
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PREVENTING ILLICIT SMALL ARMS TRAFFICKING FROM THE EU 
 
ASSESSMENT OF EXISTING INTERGOVERNMENTAL AND INTERAGENCY COOPERATION  
 

At the national level, there is a tendency not to prioritize arms trafficking when dealing with 
organized crime and intelligence regarding firearms often is not followed up as it is only of 
marginal interest to investigators. The challenge of SALW trafficking is exacerbated by the 
relatively low levels of cooperation and information sharing in terms of command, control, 
communications and intelligence not only between countries, but also often at the national level 
between different departments or agencies. There is a clear need for an effective multi-agency 
response to the issue of illicit arms trafficking, based on improved coordination and information 
exchange at the operational level.  

 
The level of illicit small arms trafficking from EU Member States is low. However, there is a 

risk that with an enlarged EU this could increase. Many of the new Member States have not yet 
got sufficient law enforcement capacity or border controls to prevent small arms trafficking. There 
is a risk that organized criminals could use the reduced barriers on trade within the EU to move 
small arms to a country with poor law enforcement capacity and seek to traffic them out of the EU 
from there.  
 
RECOMMENDATIONS 
 
• Establish national coordinating agencies to address illicit arms trafficking. Effective 

coordination should be established among police, customs, border guards and other 
relevant agencies and affected industries, ensuring for example, a close partnership between 
agencies or departments dealing with related aspects of organized crime, notably trafficking 
in drugs, people, illicit arms and other contraband. Measures are also needed to ensure 
effective cooperation with relevant arms companies, dealers and other relevant agents. 

• Develop national firearm databases. A concerted effort should be launched to enhance 
the traceability of firearms and to facilitate this all EU Member States should develop a 
national database on the production, ownership, transfer and use of firearms and associated 
materials.  

• Continue to strengthen the capacity of new EU Member States to combat arms 
trafficking. The old Member States should continue to work with new members to provide 
technical assistance to help enhance their capacity to address arms trafficking and 
strengthen border controls. 

 
 
 
PREVENTING ILLICIT SMALL ARMS TRAFFICKING BY EU COMPANIES 
AND NATIONALS 
 
ASSESSMENT OF EFFECTIVENESS OF EXISTING POLICY INSTRUMENTS AND ENFORCEMENT AGENCIES 
 

EU companies and nationals play a significant role in the brokering and transportation of 
small arms to conflict regions around the world. This illicit trafficking of weapons undermines the 
EU’s international security and development objectives and further action is needed to control the 
actions of EU companies and citizens. 
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On 23 June 2003, the EU adopted a Common Position on the control of arms brokering. 
Under this instrument EU Member States have committed themselves to establish a clear legal 
framework and to take all the necessary measures to control brokering activities taking place 
within their territory. The Position also requires Member States to establish a system for exchange 
of information on brokering activities. The Common Position also recommends, though does not 
oblige, that states establish a register of arms brokers and control brokering activities outside of 
their territory, in other words introducing extraterritorial controls on brokers of their nationality or 
resident in their territory.19 

 
The term arms brokering covers a multitude of activities: from an employee of a major 

international defense company arranging for the transfer of components from one subsidiary to 
another, to a sole trader arranging a shipment of small arms, potentially on the back of forged 
documentation, from a state with minimal export controls to a conflict zone. The challenge to 
licensing authorities is to develop controls which do not place an unreasonable burden upon the 
former, while ensuring adequate and tight controls on the activities of the latter so that illicit 
transfers are ultimately forced out of the brokering process. Those involved in this less acceptable 
end of the market tend to be expert at exploiting differences in national approaches and taking 
advantage of existing national and transnational loopholes to the point where it becomes difficult 
even to identify whose laws have been broken, let alone to arrange a prosecution. 

 
The EU Common Position is therefore of great significance as it recognizes that common 

standards should be created among Member States in order to ensure brokers cannot exploit 
national differences. States now have to ensure the regulation of brokering activities taking place 
from their territory through the provision of written authorization or a licence, while also assessing 
applications for specific brokering transactions against the provisions of the EU Code.20 This 
‘captures core brokering activities’21 and Member States—including those members who joined 
the EU in 2004—will now have to introduce basic brokering controls into their arms control 
system for the first time. (States with existing brokering controls include Austria, Belgium, Estonia, 
Finland, France, Germany, Poland, Sweden The Netherlands and the UK.) Moreover once states 
have controls, legislation will have to be reviewed regularly to ensure that it is in line with the 
requirements contained in the EU Common Position. 

 
The Common Position is a demonstration of the progress that has been made in regulating 

arms brokering from the EU. However there are a number of weaknesses which undermine its 
effectiveness. There is no timeframe within which states should introduce controls on arms 
brokering and therefore no enforcement mechanism in place to ensure adoption. There is no 
requirement for Member States to obtain written authorization from brokers or indeed require 
them to register to act as a broker first. Such screening would enable Member States to deny 
licences to those individuals or entities who do not fulfill certain requirements of trustworthiness 
or credibility.22 It is also disappointing that while the Common Position sets regulations for 
brokering activities taking place within Member States’ territory, states are only encouraged to 
“consider” controlling brokers of the same nationality and/or residents of the country who engage 
in brokering activities outside their territory. As a result, few Member States have introduced 
comprehensive extraterritorial controls, although some including Belgium, Finland and Sweden 
have.23 

 
Finally, the Common Position makes reference to the activities of brokers only and does not 

explicitly address or recognize the need for controls on brokering-related activities—for example 
negotiating logistics, providing transportation, insurance, financing arms transfers and other 
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financial services. As it stands, the Common Position does not recognize these areas of activity 
within its remit, thereby limiting the impact of the instrument to control arms brokering  
 
 
RECOMMENDATIONS 
 
• The Common Position should be amended to incorporate all aspects of the brokering 

process. The definition of brokering must be extended so that brokering-related activities, 
e.g. negotiating logistics, providing transportation, insurance, financing arms transfers and 
other financial services, are recognized as essential components to the brokering process 
and included within the Common Position’s remit. 

• States should require brokers to register and only those with valid registration for 
trading or brokering weapons should be entitled to apply for a brokering licence. Upon 
registration a broker should be made aware of the legal boundaries within which he/she 
must operate and be kept updated thereafter of any new legal requirements. A EU central 
registry should be created to store brokers’ details and any information concerning the 
conduct of registered arms brokers, or of arms brokering by unregistered entities, should be 
shared. 

• States should introduce common extraterritorial controls. A broker can operate from 
virtually anywhere to arrange an arms transfer. Tightening up national brokering legislation 
with regard to the activities of arms brokers in one country and/or in one region simply 
encourages brokers to operate from countries where there is less or no risk of legal 
sanctions. States should therefore introduce common extraterritorial controls, which require 
that their nationals or those resident in their territory obtain a licence to broker arms no 
matter where they carry out their activities. 

• The Common Position must outline a timeframe within which Member States are 
required to adopt the basic requirements of the Position. There should be a monitoring 
mechanism installed to facilitate this transition and ensure both implementation and the 
provision of technical or other support where necessary. 

• EU Member States should systematize information exchanges, stipulated by the 
Common Position, through a central database on brokering. The database should collate 
Member States national registries of arms brokers and ensure that if a broker is removed 
from the list, this is circulated electronically to all member states. The database should also 
include brokering licences granted and denied and details of relevant consultations. 

• EU Member States should consider ways to further promote regional and international 
efforts to establish greater controls on arms brokering. Member States should assist 
countries requesting support for the development of relevant national legislation,24 (see 
brokering recommendation, CFSP section), and should promote the adoption of a legally 
binding global instrument on the control of arms brokering, e.g. through the UN Small Arms 
Process. 

• A registration scheme should be established for transportation agents. To operate 
legally, arms transportation agents should be required to register. Member States should also 
exchange information on suspect air companies and establish ‘black’ and ‘white’ lists to 
ensure that disreputable companies are not being supported by governments in other 
circumstances, for example by being contracted to deliver humanitarian relief.25 
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SUPPORTING ACTION TO PREVENT ILLICIT SMALL ARMS TRAFFICKING 
IN OTHER REGIONS 
 
ASSESSMENT OF EXISTING SUPPORT TO PREVENTING ILLICIT TRAFFICKING IN OTHER REGIONS 
(E.G. DEVELOPMENT AND TECHNICAL ASSISTANCE) 
 

The EU has a significant role to play as a development partner in providing assistance to 
help address illicit trafficking in small arms in other regions. There are significant quantities of arms 
already in circulation in Africa, Asia and Latin America that are recycled from conflict to conflict. 
Building local capacity to combat the availability and misuse of weapons is critical to ensure that 
progress is sustainable. 

 
In 2003, the EU provided roughly EUR52 million to SALW projects in Cambodia, South-

Eastern Europe, and Latin America, as well as in Tanzania, Ivory Coast, Liberia and Sierra Leone. 
These projects related to, inter alia, SALW collection programmes, destruction of excess SALW 
and related ammunition, and the demobilization and reintegration of ex-combatants.26  

 
As EU Member States have themselves admitted, there is an urgent need for a ‘more 

systematic approach to EU assistance in the field of SALW.’27 Priorities include the need for 
targeted action, criteria for the allocation of funds and the need for thorough assessment and 
evaluation. The use of EU assistance to prevent illicit arms trafficking could be enhanced in several 
ways, as presented in the following recommendations:  
 
 
RECOMMENDATIONS 
 
• Support sub-regional organizations to coordinate implementation. The cross-border 

nature of the small arms problem makes sub-regional coordination essential. Agreements on 
small arms control are in place in the Great Lakes region and Horn of Africa (GLr/HoA), as 
well as West and Southern Africa. However implementation has been patchy. Progress on 
tackling small arms in the GLr/HoA has been helped by facilitation by the Nairobi 
Secretariat, the intergovernmental coordinating body to oversee implementation of the 
Nairobi Declaration and Protocol. And the South-Eastern Europe Small Arms Clearing 
House has played a significant role in addressing illicit trafficking in the Balkans. However, 
in other regions such as South Asia, Southern and West Africa, progress has been hindered 
by a lack of coordination from the SAARC, SADC and ECOWAS secretariats.  

• Establish National Focal Points and develop National Action Plans. All governments have 
committed in the UN Programme of Action to establishing inter-departmental committees 
(known as National Commissions or Focal Points) to coordinate action against small arms. A 
number of governments have now done this with good result but many have yet to act. 
Once these committees are established the priority is to assess the small arms problem, 
usually by a SALW survey, and develop a National Strategy or a National Action Plan (NAP) 
to address it. These plans cover a wide range of measures including measures to combat 
illicit trafficking such as strengthening border controls, enhancing legislative control and 
police training. The Governments of Kenya, Namibia, Tanzania and Uganda have all agreed 
NAPs. Many other countries have indicated their interest in developing NAPs, but will 
require external support.  

• Strengthen police and law enforcement capacity. The capacity of governments to combat 
illicit trafficking is weak in many countries. Developing this capacity, ensuring the police are 
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responsive to local needs and building trust between the police and local communities are 
critical factors to address the problem of illicit arms trafficking. The EU could support 
training programmes, encourage cross-border cooperation and second staff to help build 
the capacity of national institutions. 

• Develop monitoring mechanisms for arms embargoes. The UN expert panel report on 
the Somalia arms embargo (2003) suggested the development of cooperation frameworks 
between the Africa Union (AU), the League of Arab States and the UN to guarantee 
assistance be provided in all areas of the enforcement of the embargo, including timely 
sharing of information relating to violations and responses to investigative requests. The UN 
expert panel report on the exploitation of natural resources from the DRC (2003) suggested 
that the UN mission MONUC be given the role of establishing a monitoring mechanism to 
track the embargo imposed on Ituri and Kivus, including giving them the capacity to make 
seizures. The EU and G8 should support future AU missions to carry out similar tasks by 
providing the AU’s burgeoning Peace Support Operations Facility with training on 
monitoring and DDR. The EU should also provide the AU and sub regional bodies with 
financial and technical support so that they strengthen their cooperation with the UN to 
implement arms embargoes.  

• Apply diplomatic pressure to states of concern. A significant part of the problem of arms 
availability in conflict regions is caused by countries with which EU Member States have 
significant diplomatic and development relationships. For example, report from UN Panels 
of Experts on arms trafficking to the DRC have alleged that Uganda and Rwanda have been 
supplying weapons to militia groups. The EU could do more to put diplomatic pressure on 
these countries to cease their role in arms proliferation. And African countries could include 
a government’s record on arms and security issues as a factor to examine in the AU’s new 
peer review process.  

 
 
CONCLUSION 
 

Illicit arms trafficking poses a serious threat to the EU’s security and to its wider international 
objectives. The risk of an increase in illicit arms trafficking into the EU is real, but there is currently 
a vital opportunity for early action to prevent this from escalating. EU nationals and companies are 
playing a damaging role in illicitly trafficking weapons into conflict regions, but the increased focus 
on this trade also provides an opportunity to put comprehensive measures in place to address it. 
Similarly, the increased focus on targeting development assistance to address problems of 
insecurity provides an opportunity for the EU to more effectively work to help address the 
problem of arms trafficking in other regions.  

 
If these opportunities are to be taken, however, illicit arms trafficking has to become a 

higher political priority for EU governments, increased law enforcement capacity needs to be 
devoted to address it, more resources are needed to help address the problem at source in East 
and South-Eastern Europe, and development assistance should be targeted to combat the 
problem in conflict regions. 
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INTRODUCTION1 
 

Reducing the proliferation of small arms and light weapons (SALW) begins with effective 
controls on their transfer. This must be complemented by periodic monitoring of SALW stockpiles, 
as well as their use. To ensure effective SALW controls, weapons must be adequately marked and 
registered and accompanied by physical inspections. The term “tracing” refers to the systematic 
tracking of weapons flows up to their source, through the supply lines, with a view to locating the 
point at which they were diverted into the illicit market.  
 

It must be possible to trace SALW in such a way as to pinpoint the various actors in the 
arms circuit responsible for deviations into the illicit market, should the need arise. Several reports 
by governments, intergovernmental and nongovernmental organizations underscore the 
difficulties encountered in efforts to trace illegal small arms back to their source. The absence of 
appropriate markings prevents the identification of the producer and various intermediaries 
involved in weapons transfers to combatants, criminal networks and other actors who use these 
deadly tools abusively. The various shortcomings in existing systems and the absence of 
harmonized legislation mean that violations cannot be properly sanctioned. It is therefore 
necessary to establish an adequate and universal system to trace SALW. 
 

The objective of this study is to briefly take stock of existing measures to trace SALW and to 
provide some direction as to how an effective system could be put in place that is acceptable to 
EU Member States. 
 

The international community’s preoccupation with the absence of an adequate mechanism 
for tracing small arms2 began in the late 1990s as part of the broader small arms process underway 
within the United Nations (UN) framework.3 Specifically, an Open-Ended Working Group4 was 
established for the purpose of elaborating an international SALW tracing instrument. The Group 
held its third and final session from 6 to17 June 2005 and presented its final report at the Second 
Biennial Meeting of states held in New York in July 2005.5 The report is expected to be adopted 
at the General Assembly in 2005. However, because of the difficulties encountered in 
negotiations during the Group’s three meetings, the final document results in a weak and 
politically restrictive SALW tracing instrument.6 It is devoid of any effective monitoring mechanism 
and excludes ammunition from its scope of coverage. Moreover, existing definitions might give 
rise to different interpretations and further reduce the instrument’s credibility. Furthermore, the 
tracing mechanism is voluntary and bilateral between states, whereas a mandatory, multilateral 
system is needed. 
 

Civil society has been working intensively in parallel with the UN small arms process in 
search of a solution to the problem of illicit SALW trafficking and to the impunity of those 
responsible for this traffic. Specifically, three draft conventions were developed by 
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nongovernmental organizations on small arms traceability7, on arms transfers8, and on brokering9. 
The European Parliament has also adopted resolutions on small arms in which it stated its support 
for the three initiatives.10 The three conventions are so complimentary that it should be possible in 
a middle term to eventually merge them into a single convention. Indeed, the convention on 
brokering is a special case in the treaty on arms transfers, which is especially concerned with 
policy decision by controlling and verifying paperwork. The latter should be complemented by the 
convention on traceability, which seeks to establish physical controls on arms transfers. A recent 
European Parliament resolution on small arms requests the Council to scrutinise “EU actions and 
policy with regard to SALW and further engaging the Council and Member States on their relevant 
policies at regional and international level.”11 The resolution also requests that the Council follow 
closely the process underway within the UN to develop an instrument on SALW traceability, as 
well as preparations for the 2006 UN Review Conference, notably concerning negotiations 
towards developing treaties on brokering and arms transfers. 
 

It seems timely, or perhaps even necessary, for the EU—as a major producer of small 
arms12—to establish its own rules to control the production and transfer of SALW, along with an 
adequate system for verifying weapons stockpiles and use. These would serve to reinforce existing 
measures at the global and national levels, which are currently piecemeal and altogether giving 
rather weak results. 
 
 
INTERNATIONAL AND REGIONAL INITIATIVES TO CONTROL SALW 
 

While it is beyond the scope of this study to enter into the details of all existing initiatives on 
SALW, this section lists those that concern marking and tracing and clarifies their significance for 
the EU.  

 
One of the first international initiatives to deal with the tracing of SALW was the Interpol 

resolution adopted in Dakar, Senegal, which recognised that it is impossible for police services to 
reconstruct firearms circuits.13 At a meeting in New Delhi in 1997, the Interpol General Assembly 
recognised that the fight against the trafficking in SALW required cooperation between Member 
States at all levels, in view of tracing all the possible transactions related to firearms carried out in 
each country.14 However, very few countries have followed up on these recommendations and 
Interpol still lacks a centralized data collection system that could be used to monitor the traffic in 
SALW.  

 
1997 was a year marked by several other important international initiatives, both within the 

UN and at the regional level. These in turn triggered a series of actions aimed at combating the 
uncontrolled proliferation and illicit trafficking in SALW.  
 
 
UNITED NATIONS INITIATIVES 
 

First, several governmental expert groups were established within the UN to examine more 
closely the problems linked to SALW. Second, processes were launched with the purpose of 
establishing international instruments to improve existing controls on transactions and fight against 
illicit transfers and trafficking in SALW. 
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The reports of the governmental expert groups 
 

The first UN Group of Governmental Experts on small arms15 took stock of the problems 
associated with SALW and drew up a series of recommendations in its report. Recommendations 
touching on the issue of marking lay the foundation for the subsequent work on tracing SALW. 
The same report requested that the UN study the problem of ammunition and explosives. This 
was in turn carried out in the framework of a report published in June 1999 by a UN Group of 
Experts on ammunition and explosives.16 The report underlines the fact that ammunition and 
explosives form an integral part of the SALW problematic and sets out a series of 
recommendations to improve controls.  

 
The second UN Group of Governmental Experts on small arms published its report in 

August 1999.17 The report built on previous work and included new recommendations, notably 
on the importance of putting in place a reliable SALW marking and tracing system.  

 
The report of the Group of Governmental Experts on the feasibility of restricting the 

manufacture and trade of SALW to manufacturers and dealers authorised by states18 is mainly 
aimed at SALW brokering activities, but also includes marking and record-keeping. It 
demonstrates clearly and for the first time that inadequate state controls on the licit weapons 
trade favour deviations towards the illicit market. It also notes that these deviations can only be 
limited or eradicated through the strengthening of controls at a global level, and enumerates 
various factors that undermine effective controls of SALW, notably gaps in national legislation. 
Finally, it sets out a series of recommendations on issues related to the manufacture, stockpiling 
and trade in SALW.19 
 
The New York Process 
 

The debates that took place during the UN Conference on Small Arms of July 2001 touched 
on all questions related to the problem of SALW. The Programme of Action (PoA) of the 
Conference considers marking, registration and tracing of SALW at both the national and 
international levels. However, the articles of the PoA on these topics are of a very general nature 
and, while advising states as to actions they should take, refrain from setting out specific 
procedures for doing so.  

 
Moreover, in conformity with section IV, Article 1.c) of the PoA, a Group of Governmental 

Experts submitted a report on the feasibility of an international instrument to identify and trace 
illicit small arms and light weapons.20 The Group concluded that such an instrument is both 
desirable and feasible.  
 
The Vienna Firearms Protocol  
 

The Firearms Protocol was adopted on 31 May 2001 by the UN General Assembly in the 
framework of the Convention against Transnational Organized Crime.21 It was opened for 
signature on 1 July 2001 and the 40th ratification required for its entry into force recently took 
place. Only 52 states have thus far signed the treaty, however, and the instrument is far from 
eliciting unanimous support at the international level. Nonetheless, it is important to underscore 
that this is the first time that states Parties must ensure that the various requirements set out in the 
international instrument are reflected in their national legislation on SALW.  
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Since, as in the case of the Inter-American Convention (see below), the Protocol focuses on 
criminal firearms-related activities, it contains several limitations that will undoubtedly prove 
problematic when it comes to its implementation. For instance, state-to-state transactions in the 
interests of national security are exempt from its scope of application (Article 4). The Protocol’s 
restriction to commercial transactions is a serious drawback in that it overlooks not only state-to-
state transfers but also transfers from states to non-state actors. Moreover, during negotiations, 
several countries expressed their concerns that limiting the scope of the Protocol to illicit transfers 
linked to organized crime would give rise to technical difficulties. They therefore requested a 
broader interpretation of the Protocol.22 Finally, several sections of the Protocol, such as on 
marking and record-keeping, apply only to firearms and not to ammunition. It is clear, however, 
that ammunition, like arms, should be subjected to controls and therefore marked and registered 
in the same manner.  
 
 
EUROPEAN UNION INITIATIVES 
 

The EU has taken several important initiatives on SALW.23 The Council adopted a Joint 
Action on “The EU's contribution to combating the destabilising accumulation and spread of small 
arms and light weapons”24 on 17 December 1998. This Joint Action is binding on all Member 
States. The Council decided to include ammunition in the scope of the Joint Action on 12 July 
2002.25 Article 3.e foresees the establishment of confidence-building measures and measures to 
improve transparency, notably through the creation of regional registers on SALW and the regular 
exchange of information on transfers, production and holdings. The most recent annual report on 
the implementation of the Joint Action particularly emphasises the importance of weapons 
registration and stockpile security.26 

 
However, beyond the above-mentioned resolutions of the European Parliament, no 

initiatives exist on marking, record-keeping and tracing of SALW within the EU. Despite the fact 
that the EU has played a relatively active role in the international negotiations on these issues, it 
has not launched any specific initiatives to date. As explained further below in the section on 
national legislation, few countries have specific SALW tracing systems in place. As a major actor 
both in terms of its position as a world leader in SALW production and its commitments on SALW 
at the international level,27 it is time for the EU to establish a harmonised system for controlling the 
transfer, use and stockpiling of SALW, applicable to all Member States.28  Several binding 
mechanisms already exist on other continents. These are enumerated in the next paragraph. 
Implementing a similar, effective system within the EU would set an important example in terms 
of filling existing gaps at the global level.  
 
 
REGIONAL INITIATIVES 
 

In addition to action at the UN and EU, several regional initiatives merit closer attention, 
and are presented in Box 1. 
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Box 1: Regional Initiatives and their relevance to marking and tracing controls 
 
The Inter-American Convention 
The Organisation of American states (OAS) Convention against the illicit manufacturing of and trafficking
in firearms, ammunition, explosives and other related materials of 13 November 1997 and its
accompanying Model Regulations for the Control of the International Movement of Firearms and
Ammunition of 2 June 1998 was the first legally binding international initiative of its kind, and one that
generated real political will. Article VI of the Convention foresees the appropriate marking of weapons
at the time of manufacture as well as their registration for the purpose of tracing. 
 
The OSCE Document on SALW 
The Organization for Security and Co-operation in Europe (OSCE) adopted on 24 November 2000 a
politically binding document that defines norms, principles and measures related to SALW, and targets
SALW produced and conceived for military use. The document sets out common export criteria and
SALW import, export and transit procedures. Participating states undertake to adopt national control
measures, notably appropriate marking and the keeping of accurate, sustained registers in view of
improving SALW traceability. Moreover, participating states undertake to cooperate and exchange
information on marking systems, among other things, and to establish a list of small arms contact points.
The OSCE Document is politically binding and obliges Member States to reinforce national laws in
order to improve controls on military SALW. 
 
The SADC Protocol 
Another legally binding regional initiative worth noting is the South African Development Community’s
“Protocol on the Control of Firearms, Ammunition and Other Related Materials in the Southern African
Development Community (SADC) Region,” adopted on 14 August 2001. The Protocol has already
entered into force and includes a series of measures aimed at reinforcing national legislation, controls
on SALW possessed by civilians and states, marking and record-keeping (Article 9), information
exchange and transparency.  
 
The Nairobi Protocol 
Within the framework of the Nairobi Declaration, on 21 April 2004, 11 Central and East African states
signed a Protocol for the Prevention, Control and Reduction of Small Arms and Light Weapons in the
Great Lakes Region and the Horn of Africa. Article 7 on marking, tracing and record-keeping, was
inspired in part by the Vienna Protocol. The last Ministerial Conference of the Nairobi Declaration of
21 June 2005 agreed to establish a regional Centre on Small Arms in the Great Lakes Region and Horn
of Africa (RECSA) to facilitate and promote international cooperation to prevent and combat illicit SALW
at the regional level by creating mechanisms for efficient control and management of SALW and survey
the implementation of the Nairobi Protocol and Declaration by states Parties. It is interesting to notice
that in Africa, at the regional level, objectives of initiatives to control SALW circulation are rather
developed, and notably, specialized entities on small arms will centralize controls in collaboration with
the national point of contact on SALW. 
 
The ECOWAS Moratorium 
The West African Moratorium on the import, export, and manufacture of SALW was signed in Abuja,
Nigeria, on 31 October 1998 by the sixteen Member States of the Economic Community of West
African states (ECOWAS). Its scope of application was subsequently broadened to include ammunition
and spare parts for SALW. The moratorium is not a legally binding instrument but is rather an expression
of common political will. As such, its implementation has been less than successful and initiatives are
currently underway to transform it into a regional convention. A new ECOWAS Small Arms Control
Project (ECOSAP) aiming to build capacity to implement the Moratorium is being currently established.
The originality of the convention lies in its proposal for a Moratorium on the import and export of
weapons, and for a centralized implementation mechanism managed by the ECOWAS Executive
Secretariat. If successful, it would be the first time that an international control agency for small arms
transfers would be operational in the field.
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THE UN FIREARMS PROTOCOL 
 

Articles 7 and 8 of the Protocol cover firearms registration and marking, respectively. 
Ammunition is excluded from marking, making it difficult to trace. It is important that the legal 
weapons trade is effectively managed so that illegal activities can be identified. Several other 
provisions that form part of the control measures in the Protocol include: Article 5 on 
criminalization refers to the falsification, obliteration, removal or alteration of markings; Article 10 
sets out import and export licensing requirements in view of preventing diversions towards the 
illicit marking; Article 11 refers to security and preventive measures to render controls more 
effective in preventing diversion to illegal activities. The system proposed in the following 
paragraphs is vital for weapons transfers, since it would allow to check the conformity of 
expedited goods to the delivered licenses. Furthermore, it would permit verification of final use. 
In this sense, an efficient marking, record-keeping and tracing system also covers Article 10 of 
the Protocol and its implementation. Finally, the system would also make it possible to check 
that brokers adhere to registration, licensing and export requirements.  

 
Marking is important because it enables a weapon to be identified in a registry. For this, the 

markings must be legible, visible and comprehensible, which means that it must use alphanumeric 
characters. However, Article 8.1(a) of the Protocol foresees the possibility of combining these with 
geometric symbols that would only be recognizable to the producer country. This complex system 
is used in China and certain former Soviet countries. It is regrettable that the system was accepted, 
and that it has effectively contaminated the international SALW tracing instrument, as it is a 
serious handicap for the tracing mechanism and requires advanced knowledge of these 
confidential symbols. Insofar as possible, the EU should insist that the countries concerned 
exchange information regarding their respective marking systems so that these symbols can be 
recognised. Markings on import that identify the country and year of import are foreseen in Article 
8.1.(b) with a view to rectifying the lack of precision in the various registries. The proof marks29 
could be used to identify the country of manufacture.  

 
As far as records are concerned, the current 10-year timeframe for holding information is 

very short given the longevity of SALW. Information should be retained indefinitely, as is currently 
the case in Italy, for example. Computerization of the registries is an unavoidable necessity in the 
21st century if illicit weapons are to be identified and traced.30 This should include both civilian 
and military weapons. The Protocol leaves it to individual states to organize their own record-
keeping systems. However, in the case of the EU, guiding principles for registration systems should 
be defined in order to harmonise a maximum number of elements. These should include, notably, 
the centralization of data on weapons rather than persons, as is currently the case for vehicle 
registration documents, with a national number like for vehicle license plates. Information entered 
into the registry should concern information regarding the weapon, which would have its own 
individual file, and the registry should follow the weapon, rather than the owner. This would also 
avoid constitutional dilemmas in certain countries that prohibit the centralization of data 
concerning individuals, such as in Switzerland and the United states. In Belgium a new draft law 
on the trade and possession of weapons foresees the application of this system to all weapons 
imported to or produced in Belgium by creating individual files for each weapon in the Central 
Arms Registry.31 In the same context we can cite the system used in the framework of the Inter-
American Convention, SALSA (SALW Administration System), which facilitates the exchange of 
information on transferred weapons through a centralized, electronic system at the regional level. 
This register can be accessed on a case-by-case basis for tracing purposes. Note that this project is 
financed by the EU Working Group on Global Arms Control and Disarmament (CODUN), Great 
Britain and Canada via UNLiREC.32 For inter-state arms transfers, it would also be feasible to use 
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the Southeast Europe Messaging System (SEMS), where messages are automatically translated into 
the language of the user.  
  

As far as Interpol is concerned, the IWETS (International Weapons and Explosives Tracking 
System) system has existed already for some time. However, it focuses only on weapons already 
implicated in criminal activities and therefore includes no preventive action, nor does it cover 
conflict situations. Two years ago Interpol introduced an international firearms tracing system 
(IWetS—‘e’ for electronic and ‘t’ for tracing: e-trace) that is set to be expanded to cover explosives 
in future. It is to serve as a relay system for sending tracing requests to the right place—for 
example to the USA for a weapon originating from the USA. A standard form must be filled out 
and the request is automatically sent to the state that is most likely to be able to respond to it. This 
system could be used for conflict situations. Moreover, it ensures information confidentiality since 
it is not a system that stores data, but that merely involves dispatching it to the right place. 
Nonetheless, we do not think that Interpol could intervene in weapons tracing in conflict 
situations because its activities are centred exclusively on criminal activities. New resources would 
be required to render it capable of working in the context of armed conflict.  
 

As far as the EU is concerned, it would be preferable to give responsibility for centralizing 
data and responding to tracing requests to the European Commission. The creation of a 
specialised European Agency with offices in each Member State would be the only effective 
solution. This obviously does not exclude cooperation with other organizations such as Interpol or 
the UN.  

 
Within the scope of Article 10 of the Protocol it is essential to verify that each firearm is 

listed individually in the transport documents (batch numbers for ammunition) prior to export, as 
well as in import and export or transit licences. This information should be recorded in the 
computerised and centralized system at both the national and regional (EU) levels, as explained 
further below.  

 
To close this chapter we should point out the following issues that will need to be resolved 

in order to effectively implement the Protocol. First, the fact that the principle of free trade is 
enshrined in the first pillar of the EU means that it naturally takes precedence over police 
cooperation in the area of criminality, which corresponds to the third pillar. Second, the CFSP is 
in the second pillar. In other words, the protection of the arms trade and the free circulation of 
weapons take precedence over the establishment of effective systems for controlling the arms 
trade and ensuring public security. 

 
Moreover, international negotiations reveal that certain countries are more inclined to 

protect commercial secrecy than prevent illicit trafficking (for example, China’s introduction of 
geometric marking symbols). Similarly, there is a lack of political will to invest in control systems, 
despite the fact that this costs more in the long run for states in terms of spending on emergency 
assistance, public health and development. The current tendency to respond to problems on a 
piecemeal basis needs to be replaced by a holistic approach. Within the EU, Member States seem 
more prepared to invest in systems elsewhere than in the EU itself. 
 
 
THE EU DRAFT STRATEGY ON SALW 
 

An EU draft strategy to fight against the destabilising accumulation and illicit traffic in SALW 
and ammunition is being currently under examination within the Council Working Group on 
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Global Arms Control and Disarmament. We analysed one of the last versions and have elaborated 
the following considerations.  

 
The contents of this draft strategy is currently relatively weak despite the good intentions 

and ideas on which it rests. In fact, it merely boils down to a simple political declaration of intent. 
Very few actions could be taken on the basis of the document and these could be only very 
limited in nature. The strategy lacks comprehensiveness, the EC contributions are missing as well 
as the budgetary allocation which these can represent. What is necessary is an EU policy on SALW 
to be defined within the framework of the new Stability Instrument for the budgetary period 
2007-2013. The actual annual budget of 2 million euros under CFSP budget is wholly insufficient. 
The Commission has little leeway to act as long as a proper legal and budgetary basis is not 
established for medium to long-term programming, for integrated and specific SALW policies and 
actions. If the EU were to develop a legal basis for SALW actions, it would be possible to devote 
the resources necessary (an estimated 40-50 million euros) to put in place an effective SALW 
strategy.  

 
On the basis of the work being conducted by UNIDIR, the European Commission is 

expected to propose such legislation to the Council that would mandate the former to execute a 
defined SALW policy and to ratify the UN Firearms Protocol, which currently lacks a legal basis. 
Indeed, there is not yet a body to ratify the Protocol in the EU Commission. Notably, the 
implementation of articles 8 and 10 concerning marking and licensing procedures, respectively, 
require this formality.  

 
It is pertinent to briefly examine the draft strategy as it touches on the issue of controlling 

weapons transfers, including marking, record-keeping and tracing.  
 
ESTABLISHMENT OF A SPECIFIC ENTITY FOR SALW WITHIN THE EUROPEAN COMMISSION 
 

Point 5 of the introduction emphasises that the objective is to elaborate a specific strategy 
for controlling the proliferation of SALW, similar to that being developed for weapons of mass 
destruction (WMD). However, it fails to define which institution would be responsible for 
implementing and overseeing such a project. It would be useful to envisage the establishment of a 
specific entity for SALW within the European Commission. This could for instance take the form 
of an agency responsible for the full range of issues related to SALW, and particularly for 
elaborating a system of controls on transfers, use and production (see recommendations section, 
below).  
 
PHYSICAL CONTROLS AS A PREVENTIVE MEASURE 
 

Paragraph 12 of the strategy underlines the significance of SALW proliferation in fuelling 
internal endemic conflicts affecting certain regions of the world—notably in Africa. This is due in 
part to the fact that global politics has until now been largely reactive; that is, it has mainly 
involved reacting to problems as they arise. This is referred to in the draft text as a “reactive logic”. 
Paragraph 13 mentions the need for “preventive action”. Proactive initiatives are rather rare and 
ad hoc, and in any case no preventive inspections are currently carried out. Transfers require 
systematic physical inspections, which are conspicuously absent from current regulations. The 
licensing system that currently exists within the EU, and that is moreover altogether lacking in 
many countries throughout the world, is nothing other than a series of political, ad hoc paper 
controls. Physical verification of the correspondence to the paperwork relating to transfers and use 
once imported is in reality not carried out at present. Furthermore, it is not currently possible to 
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cross-check points of export, transit and import to ensure that no deviations have occurred. Nor 
are inspections carried out on either use or re-export, or on stockpile surveillance. Despite the 
significance of SALW for human security, as reiterated in Paragraph 16 of the draft strategy, which 
stipulates its objectives, national security and commercial security considerations always take 
precedence. For understandable political reasons, states tend to privilege measures that protect 
national and commercial secrecy above all else. Unfortunately, these are often to the detriment of 
human security.  
 

The death and casualty toll attributed to SALW, as well as their negative impact on 
development attest to the need for controls. A strong preventive policy such as that stipulated in 
paragraph 16 of the draft strategy, alongside proactive measures, is needed to control SALW 
transfers. This should involve the inspection and verification of markings and the verification of 
physical correspondence of the goods to accompanying documentation (licenses). These controls 
should be undertaken upon export, transit and import by authorised bodies having specific 
competence in SALW in each country. It should also involve the cross-checking of data. Moreover, 
these controls should be complemented by the periodic inspection of stockpiles and use. To this 
we should add controls on transport, which is of utmost importance in prevention, as well as the 
control of brokers.  

 
All of these controls could be carried out in the framework of marking, record-keeping and 

tracing activities by an agency or other body specialised in SALW within the Commission, with 
branches in each Member State (see recommendations below).  
 
THE PRODUCTION AND SALE OF EQUIPMENT 
 

Exports and surplus weapons within the EU, and notably in the Eastern European Member 
States, are alluded to at several points in the strategy paper. It seems contradictory, therefore, that 
no mention is made of elaborating a new production policy in the EU with a view to equipping 
European forces with SALW. Indeed, a large proportion of European military SALW production is 
exported to third world countries, thereby contributing to SALW proliferation in sensitive and war-
ravaged regions. This is also against the EU policy on development assistance. The EU’s 
production policy needs to be re-evaluated with the aim of serving above all the needs of the EU 
and NATO Member States. It should also encourage the conversion of a significant number of 
small producers—many of which are located in the new Member States of Eastern Europe. The 
latter often do not meet the production levels required to ensure conformity with the high 
standards existing in the EU, and as such they are condemned to disappear or to undertake 
considerable investments. Conforming to marking and stockpile management requirements alone 
would require significant transformations. While it is beyond the scope of the present study to 
enter into the details surrounding this issue, it seems reasonable to suggest that the restructuring of 
the European arms industry and more specifically the production of SALW could conceivably be 
regrouped around a limited number of poles in order to restrict their proliferation to sensitive 
regions.33 It is difficult to envisage stockpile reductions, as suggested in paragraph 15 of the 
strategy’s objectives, without taking into account production.34 Focusing exclusively on surplus 
weapons and their destruction is again reflective of a reactive rather than preventive policy.  
 

As far as equipment used in the manufacture of weapons and ammunition is concerned, 
the EU should adopt a policy of non-export towards sensitive zones. In fact, the optimal solution 
would be to authorise such transfers only to other EU Member States, NATO members and a few 
equivalent countries, as is already the practice in Germany.35 
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THE PLAN OF ACTION AND THE ESTABLISHMENT OF NEW STRUCTURES 
 

Concerning the international level, which is discussed in paragraph 19(a), it remains to be 
seen how the UN international marking and tracing instrument will be implemented. Given the 
anticipated exclusion of ammunition, one option would be to try to introduce an ammunition 
protocol at the 2006 Small Arms Conference, and at a later stage a protocol covering explosives. 
The Plan of Action of the draft strategy underlines the importance of providing training for 
customs and other relevant agencies, particularly in the countries of Eastern Europe. The idea of 
training the entirety of EU customs and related agencies in SALW marking and tracing techniques 
is far too ambitious, in our view. It would be infinitely more efficient to establish agencies 
specialised in SALW. These would oversee imports and exports and would carry out physical 
inspections and verifying paperwork on behalf of customs officials. Moreover, certain number of 
customs houses should be foreseen for SALW imports and exports in a given region. This would 
make it feasible to provide a selected customs officials with a more specific training, a general 
training for all customs officers in a given country being non-realistic.  

 
At the regional level, the establishment of a single specialised agency operating under the 

aegis of the Member States and having offices in each country could ease the concerns raised in 
the paragraphs of the draft strategy dealing with the Action Plan. Generally speaking, such a 
system could serve as an example in discussions with non-EU countries, international and regional 
organizations surrounding the possibility of creating a specialised entity responsible for tracing 
SALW extending beyond the EU to generate an efficient global mechanism.  

 
The centralization of data, physical inspections and tracing, when necessary, should all be 

carried out by the EU agency established within the European Commission. Moreover, all 
necessary information would be exchanged between the agency and the national offices or 
contact points. It could consider Member States’ observations and provide recommendations in 
view of continually improving the system. This agency could also be responsible for verifying 
legitimate defence and security requirements as stipulated in paragraph 19(b).36 Similarly, it could 
undertake to control and verify national inventories and surplus SALW stockpile reductions.  

 
In a similar vein, the policy of prevention should also cover SALW production in order to 

balance supply and demand, notably by focusing in the first instance on the needs of EU Member 
States and common defence requirements.  
 

Point 19(c) foresees the establishment of national registers and the regular exchange of 
information on SALW exports, imports, production and holdings, and on national legislation. This 
can only be made possible through the establishment of a network of specialised agencies 
centralized at the regional level (i.e. the EU and other regional organizations, for example OAS or 
ECOWAS), and later at the global level, if regional efforts could result in a UN initiative similar to 
those established for chemical (OPCW) and nuclear (IAEA) weapons. It is also important to take 
into account Article 11 of the Cotonou Agreement of 2000 on peace-building policies, conflict 
prevention and resolution, which stipulates among other things that particular emphasis should be 
given to “addressing an excessive and uncontrolled spread, illegal trafficking and accumulation of 
SALW” (Article 11.3). 
 

As far as the structures that need to be put in place according to paragraph 19(d) are 
concerned, the agency would need to work in close collaboration with the Council Secretariat 
and in particular the work of the Political and Security Committee (PSC) of the Common Foreign 
and Security Policy.  
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COMBATING SALW PROLIFERATION IN THE CONTEXT OF THE EU’S 
DEVELOPMENT ASSISTANCE AND CONFLICT PREVENTION POLICIES 

 
GENERAL COHERENCE BETWEEN DEVELOPMENT ASSISTANCE 
AND COMBATING THE PROLIFERATION OF SALW  
 

The close links between efforts to combat the spread of SALW and the provision of 
development assistance is now recognised. In Africa in particular, the accumulation and use of 
SALW by non-state actors is one of the main obstacles to development and to the success of 
international cooperation strategies in the region. Likewise, human security is also under threat 
from armed violence. Initiatives to control SALW transfers would therefore positively impact both 
development and human security.  

 
Indeed, it is difficult to ensure sustainable development without ensuring human security, 

and initiatives taken in both areas are naturally complimentary. The key organizations having 
competence in the area of cooperation are aware of this relationship and are considering ways in 
which development strategies could be linked with arms transfer control policies.37 For instance, a 
recent OECD DAC38 initiative underlines the importance of including development aspects in 
SALW reduction programmes in order to improve their effectiveness.39  

 
This issue is particularly significant for the European Union as the main donor of 

development aid in the world. Development cooperation occupies a central place in the 
framework of the EU’s external action, and forms the basis of Europe’s strategy to promote 
democracy, respect for human rights, and political stability abroad. In this regard it is worth 
recalling that since the 1990s the EU has developed an approach that aims to transform aid into a 
conflict prevention and peace-building tool.40 This approach was subsequently endorsed in the 
European Security Strategy (ESS) adopted on 13 December 2003 by the European Council. The 
objective is to integrate measures to address the root causes of conflict into EU cooperation 
programmes.  

 
Aside from these advances in the area of cooperation and conflict prevention, it is worth 

noting that Europe is also one of the main producers and exporters of small arms in the world. 
European decision-makers are therefore faced with fundamentally incoherent policies. The 
strategic and financial importance accorded by the EU to development cooperation and its role in 
conflict prevention should normally lead the European institutions to reinforce their competence 
in the area of arms transfer controls. The EU manages important reconstruction, rehabilitation, 
and demobilisation and reintegration programmes designed for countries emerging from armed 
conflict. Economic and financial aid is also provided to states that have embarked on peace 
building processes in order to reinforce structural stability. In this context, it would make sense to 
accord greater competence to the EU over arms transfers in order to avoid nullifying the effects of 
this aid.  
 

The harmonisation of rules in the area of marking, record-keeping and tracing of SALW and 
the establishment of a European control agency for SALW transfers would go a long way towards 
facilitating the implementation of coherent global strategies vis-à-vis developing countries, while 
avoiding the dramatic contradictions that have often characterised the external action of the 
Member States and the EU itself in the field. The current absence of effective controls on arms 
transfers is such that weapons can theoretically be transferred from a European country to a 
developing country that is the recipient of intense political EU cooperation, for instance in the 
form of reconstruction and post-conflict demobilisation assistance.  
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THE LINK BETWEEN THE RULE OF LAW, SALW AND DEVELOPMENT  
 

In certain regions of the world and especially in Africa where states are often weak, 
unscrupulous private actors can easily acquire weapons, organize militias through the recruitment 
of unemployed youth, and occupy and exploit an expanse of territory until their participation in 
the elaboration of a new government is ensured following the signing of a peace agreement. The 
uncontrolled proliferation of small arms in poor countries is perhaps not the root cause of conflicts, 
but it nonetheless represents the means by which conflicts can so readily erupt. It is especially one 
of the major factors explaining the collapse of state structures in certain countries, such as in the 
Democratic Republic of Congo and in Haiti. It is important to recognise in this context that the 
uncontrolled proliferation of weapons is always accompanied by a parallel diffusion of a culture of 
violence and the arbitrary use of force, which undermines the rule of law and brings to a standstill 
any initiatives to promote economic development.  

 
The link between arms transfer controls and development cooperation is therefore of 

paramount importance in light of the problem of state failure. For this reason, the EU is currently 
making considerable efforts to reinforce the role of the state and the rule of law in its cooperation 
programmes for developing countries. The EU considers that the success of any development 
strategy is conditional upon reinforcing and legitimating state structures, especially in Africa. If 
initiatives aimed at promoting the rule of law are to occupy such an important place in the 
framework of EU development assistance, it is imperative that the role of the EU in controlling 
arms transfers is consolidated. No strategy for reinforcing the state apparatus or avoiding its 
decline can be complete without this essential component.  
 
THE PROBLEM OF INTERNAL EU COHERENCE 
 

Reinforcing the role of the EU in controlling arms transfers does not automatically ensure a 
more coherent EU approach to addressing instability in the South. The diffuse competences and 
diverse procedures that characterise the external politics of the EU, notably between the first two 
pillars, often results in problems of coordination and incoherent implementation of policies. The 
fight against SALW proliferation and its links with cooperation strategies are touched directly by 
this problem. Whereas development cooperation is essentially a first pillar and Commission 
prerogative, certain programmes aimed at reinforcing the rule of law in post-conflict contexts 
belong to the second pillar and the CFSP/ESDP. Concerning small arms, however, the EU 
intervenes essentially via the latter (especially for anything having to do with arms transfer 
controls). Some activities aimed at countering weapons proliferation fall within the framework of 
development cooperation programmes (for instance the Cotonou Agreement, which covers ACP 
countries).  
 

The diversity of competences described above can result in a number of problems. For 
instance, in December 2004 the EU allocated 515,000 euros through the CFSP/EDSP to finance a 
programme to fight against SALW in West Africa41, while the Commission planned to allocate 1.6 
million euros for the same project notably for reinforcement of national commissions, in the 
framework of the European Development Fund foreseen in the Cotonou Agreement. These two 
initiatives were not coordinated and led to several problems, not least of which is a case currently 
before the European Court of Justice involving a conflict over respective competences between 
the EU institutions.  
 

If problems related to the diffusion of competencies within the EU in its action to support 
the rule of law are added to the problems concerning SALW, it is understandable that the EU 
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finds it difficult to elaborate coherent and global strategies vis-à-vis developing and politically 
unstable countries. However, as mentioned several times in the European Security Strategy, there 
is an urgent need to develop global and integrated approaches to today’s security problems. 

 
It therefore appears essential that the reinforcement of EU competencies in the fight against 

SALW proliferation is carried out in parallel with a better clarification of competencies within the 
EU, notably vis-à-vis its development cooperation. 
 
 
EUROPEAN LEGISLATION ON MARKING, REGISTRATION AND TRACING 
 

On the whole, European legislation does not provide specific details on SALW marking, 
record-keeping and tracing. Regulations are not made public and it is difficult to access internal 
regulations, notably those touching on the armed and security forces. Neither is it possible to 
access registries kept by producers and arms dealers and this for commercial reasons. A multitude 
of registration systems exist specific to each country and centralized registries consolidating all 
SALW generally do not exist. The only centralized registries concern individual firearms possession 
and carrying permits. Military weapons are only registered by the armed forces and are generally 
not covered by legislation. Weapons are commonly marked with the manufacturer’s code, year 
and serial number regardless of whether it is required by law. As noted in the previous paragraph, 
Belgium foresees to incorporate a centralized registry for all imported and produced weapons.42 
Germany is one of the most advanced countries as far as marking and record-keeping 
requirements are concerned, notably for military material.  

 
In principle, ammunition is only recorded in the registries held by arms merchants and users, 

and never by the state. The German legislation foresees the marking of ammunition both for 
SALW (for example revolvers and non-automatic rifles) and ammunition used in warfare. 
Ammunition for SALW must be marked at the base of the cartridge with the manufacturer’s 
identification and the calibre type. Ammunition that has been recharged should receive an 
additional marking. The smallest packaging unit should be marked with the manufacturer’s initials, 
batch number, calibre and type of ammunition. The manufacturer can be replaced by the firm 
that commercialises the ammunition.43 Military ammunition is less concerned by the legislation 
and should only be marked so as to identify the manufacturer or importer.44 Packages should be 
marked according to NATO standards. 

 
No tracing mechanism is foreseen in the legislation. The implementation of the new tracing 

instrument would be the first of its kind. However, in the interests of efficiency it would be 
desirable for the EU to establish its own minimum standards for marking, record-keeping and 
tracing within the EU through the passing of legislation and the establishment of structures 
necessary to implement the legislation. The following section develops recommendations aimed at 
putting such a system in place within the EU. 
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Box 2: Example of national legislation: Brazil
 
Following the legislation’s entry into force in December 2004 (Decree n.16 D LOG of 28 December
2004), Brazil’s main manufacturer of ammunition for SALW, the CBC Company, integrated a second
stage of markings in its production line. The main production line assures a production volume of 120
ammunition rounds/minute; this same rhythm is maintained despite the integration of the second stage
of markings, which did not introduce any production delays.  

 
Markings implemented by CBC are carried out in two steps: 
 
• A first marking is stamped onto the base of the cartridge case. This step takes place in the initial

production phase, when the case is manufactured and before the cartridge cap is introduced into
it. In other words, this is the same system used by the other key ammunition producers such as
FN Herstal, for example. This marking involves the use of a mould that is regularly replaced (on
average after 150,000 stampings the mould is sufficiently worn enough to warrant replacement)
and containing a limited series of information (including production year, manufacturer’s identity
and production series number). The consignee is generally not known at this point of the
production process.  

• The second step in the marking procedure takes place just prior to packaging and involves the
use of LASER markings. Information is inscribed in the groove of the case. This includes the
production year, manufacturer, batch number, as well as a unique identifier of ammunition and
the identification of the consignee). This solution offers additional advantages. Firstly, the groove
is the only place on the case that is full (of metal), contrary to the walls where the depth of the
metal is minimal. This allows information to be inscribed in sufficient depth as to avoid the
possibility of its obliteration. Secondly, markings inscribed in the groove are not subject to any
friction when the weapon is fired (there is no friction between the groove and the barrel),
thereby guaranteeing the total conservation of the marked information.  
 

This marking method requires the integration of a LASER head and computer to control the LASER
among the machine tools used in ammunition packaging. Ammunition is marked individually just before
being packed in cases. The cost of integrating this technique (LASER and command software) amounts
to approximately 50,000/60,000 euros (the packaging machine alone without the LASER is sold by EDB,
a Belgian ammunition machine manufacturer, for approximately 175,000 euros). The training required
using the LASER control software normally involves only one day of training (the CBC employees were
trained in Düsseldorf, Germany, where the manufacturer of the LASERS integrated into the EDB
machines is situated). This investment can easily be absorbed by the CBC which produces millions of
ammunition rounds each year. Moreover, the associated depreciation costs are deducted from
company profits in the balance sheet. 

 
According to EDB representatives, the integration of the LASER into the production line did not pose
any serious problem and had no significant effect on production levels. The only difficulty encountered
involved adjusting the packaging machine so that each ammunition round could be correctly positioned
under the LASER head to ensure that the markings were engraved at the correct location; that is in the
case groove. This problem was quickly resolved. 

 
Other ammunition producers have also put in place individual ammunition marking systems using
LASER engraving. They include the Dynamite-Nobel group, which marks ammunition on the interior of
the base of the cartridge case, and the Italian producer Penna Ammunitions. 
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REMARKS ON THE TRANSPORT OF DANGEROUS GOODS45 
 

Ammunition has the specificity of being considered a dangerous good. As such, ammunition 
packaging for the purpose of transport must be authorised by an institution accredited by the 
exporting country as conforming to international regulations governing the transport of dangerous 
goods. These regulations are based on the recommendations of the United Nations committee of 
experts on the transport of dangerous goods.46 The packaging must undergo drop tests and 
stacking tests to ensure that it complies with set criteria. It is then marked with a four-digit United 
Nations number designating the category and type of ammunition it contains. Letters indicating 
the original supplier state and the exporter are added. A certificate of conformity is then delivered 
by the relevant government department in view of export.47 The authorisation of packaging and 
particularly packaging for the transport of dangerous goods is undertaken by accredited organisms 
throughout Europe. In Belgium the authorised agency is the Institut Belge de l’Emballage (IBE). 
Upon export, customs officials verify the conformity of the packaging and their inscriptions.48  
 

Since the system is harmonised, the classification, packing, marking, labelling, display and 
documentation procedures are identical in all countries regardless of the mode of transport. As 
such, the goods and their origin are identifiable throughout the world during transport. However, 
it is important to note that this applies only to packaging and not to the marking or control of 
ammunition itself. It is the packaging that is traced and not its contents. Yet, as this case study 
shows, it is possible to achieve international consensus on regulations of this nature. It is therefore 
feasible to extend the scope of the international regulations on packaging to the marking of SALW, 
ammunition and explosives, with controls carried out by accredited organisms upon shipment. In 
parallel, this information could be centralized in an international registry. For the civilian market 
this could be undertaken by the same network as for the transport of dangerous goods by 
extending the mandate of those accredited organisms to include SALW. As stipulated in the 
recommendations of the UN group of experts (paragraph 7.0.1), the consigner would be 
responsible for marking and labelling each package as well as each weapon, ammunition or 
explosive, in conformity with the regulations.  
 
 
RECOMMENDATIONS FOR AN EFFECTIVE SYSTEM FOR MARKING, 
REGISTRATION AND TRACING SALW AT THE EU LEVEL 
 

The system we propose rests on the use of methods already used in international trade for a 
wide variety of goods. It does not require any particular treatment specific to weapons, though 
they are not exactly a standard form of merchandise. These methods will of course need to be 
adapted to the arms trade, and arms manufacturers, sellers and customers will need to be 
convinced of the merit in adapting the archaic system in which they have the habit of working for 
so long. Perhaps the hardest part lies in convincing certain states reticent to accept any 
international controls whatsoever of the need for strict controls. This is why such a system would 
have more chance of being accepted and implemented within a regional rather than global 
framework in the first instance. The EU could be in a privileged position to establish such an 
effective mechanism assuming there is enough political will on the part of an important number of 
Member States, but also and especially provided the European Commission is given a legal basis 
to ratify and implement international instruments by providing the financial means to do so via the 
Stability Instrument. The fact that the EU is the number one producer of SALW worldwide could 
leave it well placed to impose its system worldwide and improve existing instruments at the global 
level.  
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GROUNDS FOR ACTION 
 

An international SALW tracing instrument has just been finalised within the UN 
framework.49 The document is relatively weak as it excludes ammunition, is legally non-binding, 
and features a follow-up mechanism that is limited to biannual reporting by states. Moreover, the 
tracing system is entirely voluntary rather than obligatory for states, and is practically a bilateral 
system.50 Furthermore, as with the UN Firearms Protocol the text does not include a section 
featuring “best practice” in marking or record-keeping methods, since these are considered 
national prerogatives. EU Member States should therefore foresee practical systems to implement 
the Vienna Protocol and the UN instrument for SALW tracing. The European Commission could 
play a vital role in putting an effective system in place.  
 

The system recommended here, to be effective, must include measures aimed at controlling 
the legal arms circuit in order to prevent deviations towards the illicit market during transfer, but 
also during utilisation. A system covering everything from production to end-use would logically 
cover most aspects of the SALW problem, including certain issues related to brokering and end 
use. It would therefore reinforce Article 10 of the Firearms Protocol. The newly adopted UN 
tracing instrument applies to conflict situations as well as state-to-state transfers (while not 
excluding commercial weapons and criminality). As such, it complements the Vienna Protocol. 
What is lacking most with this instrument is the element of prevention, since it only applies to 
weapons that have already been used to commit a crime and seized in the context of an illicit 
situation. Even if certain tracing investigations eventually give rise to sanctions, the majority of 
diversions will remain unpunished in the absence of preventive measures, as the following case 
study (box 3) demonstrates. 

 
Ideally, a system should be put in place that responds to the problems noted above and 

enables preventive action. For example, taking our case study above, when Jordan has procured 
an end-user certificate from Switzerland, the Swiss authorities should automatically notify the 
supplier state (in this case Belgium) and ask whether the weapons can be re-exported in the scope 
of the contract between Belgium and Jordan? In our case study, however, no exchange of 
information took place between these different states, which is reflective of the majority of cases 
under the existing system.  

 
On the other hand, had a system resting on agencies specialised in SALW existed, either the 

Jordanian or Swiss agency would normally have noticed that the weapons could not be re-
exported to Switzerland, as physical inspections would have revealed that the re-export of Belgian 
P90s had not been authorized without prior notification of Belgium. As it is, we do not know 
which documents the Swiss authorities received in this case.  

 
Moreover, it is obvious that there was no follow-up on their use. Had there been some form 

of follow-up then the first physical inspections would have revealed that the weapons were no 
longer in Jordan, which would have justified the launching of a tracing request before the 
weapons reached the illicit market via the Netherlands. Such a system would make it possible to 
take preventive action at different levels. 

 
Similarly, it is astonishing that the Netherlands authorities did not contact their Belgian 

counterparts during the course of the transaction between the Netherlands and Switzerland, since 
European and Belgian regulations prevent the sale of this type of weapon to civilians, even when 
transformed into semi-automatic guns. Logically, the totality of the guns should have been 
returned to Switzerland because they were in the Netherlands only for transformation. 
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Furthermore, no inspection was made by the authorities of the transformations the guns had 
undergone in the Netherlands. 

 
 

Box 3: Case study—the export of P90 submachine guns from Belgium to Jordan51 
 
In spring 1998, the Government of Jordan ordered 100 P90 submachine guns (including 20 equipped 
with laser scopes) from FN Herstal in Belgium. Officially, they are meant to equip Jordanian Special 
Forces charged with assuring the close protection of the royal family. The 20 laser-equipped guns were 
delivered on 17 June 1998 and the 80 classical guns on 2 August; transport was assured by a Royal 
Jordanian airliner. It subsequently emerged that Jordan did not order the special ammunition required 
for the P90 guns.  
 
Before this order could be delivered, someone close to the Jordanian royal family proposed to deliver 
the P90s to a Swiss arms merchant, M. Thomet, during an arms fair held in Amman in February or 
March 1998. The offer, which stood at US $153,000 including transport, was valid until 1 April 1998, 
and the money needed to be paid to Crown Prince Abdullah Bin Al Hussein. These negotiations were 
led on the Jordanian side by Colonel Mahmoud, commander of the Special Forces. The Swiss firm 
Thomet and Brügger accept the transaction and transfer the funds before the P90 leave Belgian soil.  
 
The P90 guns remain in Jordan for two days before being re-exported to Switzerland and then onwards 
to the Netherlands, where the firm J.F.Y. Postbus 1033 in Maarsen are requested to transform them into 
semi-automatic fire guns so that they may be sold in Switzerland. Thomet and Brügger possess all the 
legal documents required for import, export and private sale.  
 
Once transformed, approximately half of the P90s are delivered to private owners in Switzerland; some 
are furnished to FN competitors, including Heckler & Koch, and others still are delivered to Belgian and 
Finnish gun dealers. About 20 guns remain in the Netherlands as payment for the transformations noted 
above.  
 
In September 1999, four of these “Jordanian” submachine guns are discovered in weapons caches 
belonging to M. KOK, a drugs and arms trafficker imprisoned in the Netherlands. Others are reportedly 
used in armed hold-ups in France and in Belgium.  
 
A preliminary investigation launched by the office of the public prosecutor in Liege (Belgium) in which 
Belgian police officers were sent on several occasions to Switzerland and the Netherlands never made it 
to court as the prosecutor’s office concluded that “no fault was found to have been committed on 
Belgian soil”.  
 
Despite Jordan’s non-respect of the end-user certificate, Belgium continues to deliver weapons to 
Jordan.52 They reveal a number of loopholes in the existing European arms exports system—a system 
that purports to be among the most advanced in the world. 

 
 
A system of specialised agencies would never have allowed the weapons to be transferred 

between the Netherlands and Switzerland, since the agency officials, unlike customs officers, 
would have had sufficient technical competence to understand that the transaction was irregular, 
despite appearing normal on paper. Moreover, as the system would be centralized (in our 
example within the European Commission) and the exchange of information obligatory between 
neighbouring countries, end-user and supplier state, there would be no cracks in the system for 
the weapons to slip through. At several levels, therefore, it would have been possible to stop this 
non-compliant transaction and sanction those responsible. Under the current system, even once a 
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transaction has been determined to be non-compliant, as the legal loopholes in the existing 
system make it almost impossible to punish those responsible.  

 
It is important therefore to consider all practical aspects of weapons transfers in view of 

correctly implementing Article 10 of the Vienna Protocol. This means ensuring that the physical 
transaction conforms to the documents, with physical inspections resting on marking, record-
keeping and tracing requirements.  
 
RECOMMENDATIONS FOR AN APPROPRIATE MARKING SYSTEM53 
 

Markings must be unique to each weapon and permit the weapon to be identified easily. 
They must also be reliable and inexpensive54. The following markings should be applied: 
 
A) Classical marking: comprised of a unique serial number identifying the manufacturer and 

year of manufacture.55 Information concerning the purchaser’s identity and the country of 
destination should also be included if known at the time of manufacture. Classical markings 
should be expressed alphanumerically, be legible to the naked eye and should be featured 
on a maximum number of main parts of the weapon, and at the very least on the 
component part designated by the manufacturer as essential56 as well as on one other 
important part of the weapon; 

B) Security marking (or secondary marking): this contains the same information as the classical 
marking but is applied to component parts of the weapon that are difficult to manipulate 
after the weapon’s manufacture, and the falsification of which would render the weapon 
unusable. Security markings should not be applied in lieu of classical markings, but are to 
be used in addition to classical markings in the event that they are rendered illegible. 

C) Import marking: if the importing country and year of import are unknown at time of 
manufacture, these markings must be effectuated by an organism accredited in the 
importing country (such as the Banc d’Epreuves in Belgium).  

D) Technical committee: each Member State should establish a nationally accredited 
technical committee comprised of independent experts to determine, for each type of 
weapon, the manner in which markings must be effectuated (i.e. ideal placement, depth, 
technique to be used)57. A certificate of conformity should be delivered to this effect by the 
national authorities for each type of weapon manufactured on the territory of a EU Member 
State.  

E) Concerning ammunition: in this case a unique batch number replaces the serial number, 
whereas all other clauses continue to apply.  

F) Packaging: the packaging of small arms and light weapons and ammunition should be 
visibly marked. These should include the same information as the markings of the contents 
and, additionally, should comprise information concerning the recipient and the destination 
country, as well as the type of weapon or ammunition contained in the package58. 

G) Implementation deadline for existing weapons: deadlines should be defined, for example 
7 years for existing stocks held by armed and security forces, and 3 years for commercial 
weapons and ammunition.  

H) Explosives: industrial explosives used as individual weapons and that can be marked 
individually should be included in the system. In this case, a batch number replaces the 
serial number, whereas all other clauses continue to apply.  
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RECOMMENDATIONS FOR AN APPROPRIATE REGISTRATION SYSTEM59 
 

The feasibility of tracing a weapon depends also on the way in which the transactions that 
the weapons in question underwent were recorded. Information relating to SALW ownership and 
transfers would be recorded in a national register, as follows:  
 
A) Each Member State should maintain a computerised and centralised national registry in 

which all SALW are registered regardless of who the owner is or the nature of the 
transaction;60 

B) At a minimum, the following information should be included in the national registry: 
1. Product description (type or model, calibre) and quantity (in the case of a batch); 
2. Contents of markings; 
3. Name and location of former and new owners and, if possible, successive owners; 
4. Date first entered into the registry; 
5. Information concerning each transaction, including: 

i. Name and address of the consigner, the eventual middleman, consignee and end-
user as indicated on the end-user certificate; 

ii. the exit points (location and country), eventual transit points, and the destination, as 
well as customs references and departure, transit and final delivery dates; 

iii. export, transit, and import licences (quantities and batches correspond to the 
licence, as well as the validity of the licence); 

iv. complete information concerning transport and the transport company/companies; 
v. control organism(s) (upon departure, transit point, and arrival); 
vi. the nature of the transaction (commercial or non-commercial, private or public, 

transformation, repair); 
vii. insurance firm(s) and/or financial organization(s) involved in the transaction, where 

relevant61. 
 
C) Data are maintained in the registry until such time as the weapons, ammunition or 

explosives are classified as antique portable firearms or their replicas, at which point the 
data shall be archived. Antique portable firearms shall in no case include weapons 
manufactured after 1899, however.62 

D) Data concerning destroyed weapons shall also be archived. 
E) Registries maintained by manufacturers and vendors must be computerized, and all data 

entered in these registries must be transmitted to the national registry every three months. 
Furthermore, the data must be kept indefinitely. The registries of manufacturers and 
vendors shall be centralized with the national registry in countries where this is feasible. 

F) The national registry should be operational in each Member State no later than two years 
after the publication of the EC Directive. 

G) Existing SALW must be registered according to the terms stipulated in the above provisions 
no later than one year after the establishment of the national registry.63 

H) In the event that the constitution of a State Party prohibits the centralization of data of the 
type foreseen in the present provisions, the national agency specialised in SALW (see 
definition below)64 shall be responsible for collecting and exchanging all information 
necessary for the tracing operation. 

I) Every three months the national agencies shall transmit all data collected to the International 
Control Agency (see definition below). 
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RECOMMENDATIONS FOR AN ADEQUATE TRACING SYSTEM65 
 
A) States parties shall ensure the exchange of data regarding illicit SALW through the national 

agencies, and this without restriction. 
B) In the case of other SALW, Member States shall exchange the following data66 on a regular 

basis67 and insofar as possible: 
1. on manufacture (the marking system and techniques used, authorized manufacturers); 
2. on transfers (exports to and imports from all other states, transits, available information 

concerning national legislation, existing controls, authorized vendors and intermediaries); 
3. on existing stockpiles (management, inventory, security, surplus, losses, theft, 

destruction); 
4. on seized SALW, as well as trafficking in illicit SALW (condemnation of implicated 

persons or legal entities, sanctions, destruction and destruction methods, neutralisation). 
 
RECOMMENDATIONS FOR THE ESTABLISHMENT OF AN INTERNATIONAL CONTROL AGENCY 
FOR SALW WITHIN THE EU 
 
A) The Member States establish an International Control Agency (ICA) for SALW based in the 

European Commission for the purpose of implementing the provisions of international 
instruments to control SALW68.  

B) The ICA shall verify SALW transfers and use in the least intrusive manner possible, 
consistent with the timely and efficient accomplishment of its objectives. It shall only 
request information and data necessary to carry out the responsibilities conferred on it by 
the Member States. It shall take all precautions necessary to protect confidentiality of 
information concerning civil and military activities and facilities brought to its attention in 
the scope of its activities. 

C) The ICA shall comprise an Executive Council and Technical Secretariat and shall work 
under the general supervision of the European Commission. 

D) The EU Commission shall consider proposals by the Technical Secretariat for Directives 
relating to marking techniques, and incorporate them into EC legislation as necessary. 
Directives shall be implemented by Member States within a maximum period of 24 months, 
with a view to their application by the national technical committees outlined in the chapter 
on SALW marking. 

E) The Executive Council shall be comprised of a representative from each Member State. It 
shall establish its internal rules and elect a President from among its members. It shall 
supervise the activities of the Technical Secretariat and appoint its Director-General. 

F) Any Member State as well as the Technical Secretariat’s Director-General may refer 
situations in which there are legitimate doubts or concerns, or cases involving non-
compliance with the relevant Directives, to the Executive Council.  

G) The Technical Secretariat is responsible for SALW tracing operations. To this end, it shall: 
1. elaborate draft Directives pertaining to marking techniques; 
2. permanently centralise all data transferred to it by the national agencies relating to the 

production, stockpiling and transfer of SALW. Data and information collected by the 
Technical Secretariat may not be transferred to a Member State unless in response to a 
duly motivated request formulated by the authorities of the Member State concerned, 
within the framework of an official investigation into the production and/or transfer of 
SALW that contravene the relevant Directives69 ; 

3. provide technical assistance to Member States in implementing the Directives and carry 
out technical evaluations on their behalf; 
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4. may decide to carry out investigations into the manufacture and/or transfer of SALW. 
Investigations aim to verify the correct implementation of the Directives in a specific 
case and to determine responsibilities incurred in this context. The Technical 
Secretariat may question states, companies and individuals in the course of an 
investigation. Agents of the Technical Secretariat may, if required for the purposes of 
the investigation, enter the territory of a Member State. The Technical Secretariat may 
inspect SALW production and stockpile sites, with the assistance of the national agency. 
The national agency may request the assistance of public security forces should it prove 
necessary for the purposes of the investigation. The Executive Council shall present the 
investigation results to the European Commission which shall take appropriate 
measures, as necessary, in conformity with EC and international law. 

H) The Technical Secretariat shall include administrative and technical personnel as required to 
carry out its duties, under the authority of the Director-General. 

I) The Director-General is responsible for appointing members of staff and for the organization 
and functioning of the Technical Secretariat. He/she reports these matters to the Executive 
Council.  

J) The main consideration in the employment of the staff and in the determination of the 
conditions of service shall be the necessity of securing the highest standards of efficiency, 
competence and integrity. Only Member State nationals may be appointed to the post of 
Director-General or employed as inspectors, associates, managers or administrative staff. 
Subject to this limitation, recruitment shall be carried out on as wide a geographical basis as 
possible. The number of staff shall be kept to a minimum necessary for the ICA to 
effectively fulfil its responsibilities. 

K) In the performance of their duties, the Director-General, inspectors and the other staff 
members of the Technical Secretariat shall not seek or receive instructions from any 
Government, nor from any other source external to the ICA. They shall refrain from any 
action that might reflect on their positions as European civil servants. Each Member State 
shall respect the exclusively international character of the responsibilities of the Director-
General, inspectors and other staff members and shall not seek to influence them in the 
performance of their duties. 

L) The ICA shall have international legal status. It shall enjoy, on the territory and in any other 
place under the jurisdiction or control of a Member State, such legal capacity and such 
privileges and immunities as are necessary for the exercise of its functions. 

M) Member State representatives as well as their substitutes and advisers, the Director-General 
and staff of the Technical Secretariat shall enjoy such privileges and immunities as are 
necessary in the independent exercise of their functions in connection with the ICA. 

 
OTHER LEGISLATIVE RECOMMENDATIONS 
 
A) Inspections:70 

1. Inspections shall be undertaken upon expedition, at the eventual transit points and 
upon reception of SALW, by means of the national agencies or organisms authorized 
by them to this effect. Each Member State shall oversee inspections carried out on its 
territory. Inspections shall involve the verification of documents relevant to each 
transaction, the markings on weapons involved in the transaction, and the conformity 
of the weapons and their mode of transportation to the details cited in the documents. 

2. Data collected in the course of an inspection shall be cross-checked by the national 
agencies concerned, with a view to preventing any deviations of SALW to unregulated 
markets. 
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3. States Parties shall ensure that stockpiles of SALW situated on their territory are subject 
to appropriate inspection and inventory measures. 71  These operations shall be 
undertaken by the national agency concerned or by organisms authorized by them to 
this effect. 

B) Confidentiality: Each Member State shall guarantee the confidentiality of, and comply with 
any restrictions on the use of information received from another state, in conformity with 
the Directives, if so requested by the state providing the information. This includes 
proprietary information pertaining to commercial transactions. If such confidentiality cannot 
be assured, the Member State that provided the information shall be notified prior to its 
disclosure. 

C) Legislative provisions: Member States commit to take legislative and administrative 
measures, within one year of the entry into force of the SALW Directives, necessary to: 

 
1. Render illegal SALW that have not been marked and registered according to the 

provisions of the Directives, and prohibit the transfer, stockpiling or manufacture within 
their territory of SALW that have not been marked in accordance with the provisions of 
the Directives;  

2. Render punishable by law72 the manufacture, transfer, acquisition, sale, transport and 
possession of non-compliant SALW, as well as the falsification, removal or alteration of 
markings that these weapons must exhibit in conformity with the Directives; 

3. Prohibit transport companies, insurance companies and financial institutions from 
carrying out or underwriting transactions involving SALW unless these are accompanied 
by documentation conforming to existing laws and conventions applying to such 
transactions; 

4. Render obligatory the registration with the national authorities of all manufacturers, 
vendors and brokers engaged in the production of or trading in SALW;73 

5. Regulate the transport of SALW such that authorization can only be granted to 
transport companies specially authorized to transport arms.74 

 
 
CONCLUDING REMARKS 
 

For comments on the recommendations, we invite the reader to consult the chapters 
“Grounds for Action” and “Overview of the Articles” of the Draft Convention on Marking, 
Registration and Tracing of SALW,75 produced by GRIP. Section 6 of this study was largely inspired 
by the Draft Convention, with modifications reflecting the specificities of the EU framework.  

 
We cannot stress enough the importance of regulating the SALW circuit from production to 

final use, with both political (on paper, licences, etc) and physical controls (verification that the 
SALW conform to documentation). The latter should also serve to verify SALW inventories and 
use. Indeed, it is no secret that problems associated with weapons deviations in general start with 
the first delivery, where existing controls stop after the verification of licences and end-user 
certificates.  
 
THE IMPORTANCE OF TRANSPORT 
 

Additionally, it is important to stress the issue of transport as it is a key parameter in SALW 
deviations during transfers. Not only should transport only be carried out by authorised agents, 
but also itineraries should be determined in advance and communicated to the authorities in 
exporting, importing and transit countries to enable them to take the necessary measures to 
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effectively control transfers. This would also permit the control of brokered transactions as they 
would be part of the same system. Moreover, as transport companies would be officially 
authorised, they would be expected to know all the legislative provisions covering SALW and 
should be responsible for transport goods only in the context of transactions that conform to the 
legislation. 

 
One form of intrinsic control would be to require transport companies, insurance 

companies and financial organisms to transport or cover transactions involving SALW only upon 
presentation of the necessary documents confirming the conformity of the transaction with the 
existing laws and conventions. 

 
Another solution to avoid potential deviations towards the illicit market during transport or 

through the transit country would be to impose the CIF (Cost, Insurance, Freight) sales method, 
which requires that shipping costs, insurance and freight charges are included in the price.76 The 
seller would therefore retain ownership and responsibility for the goods until their delivery in due 
form to the buyer, under the surveillance of the importing country authorities and of its point of 
contact.  

 
Many ports throughout the world already carry out specific verification of container 

contents by scanning them, with a view to preventing terrorist acts. The European Commission, 
through its Joint Research Centre (JRC), has developed technology to identify and trace containers 
transporting dangerous goods through the use of an integrated system. This could be applied to 
the transport of SALW and to other modes of transport by land and air. JRC has also developed 
marking techniques using transponders and ultrasound to mark and trace weapons.77 
 
IS THE ESTABLISHMENT OF SURVEILLANCE AGENCIES JUSTIFIED? 
 

To conclude, we wish to point out that the establishment of national agencies (or point of 
contact), as specialized units on SALW, are justified on the basis that such a system already exists 
for verification purposes via control organizations such as the Geneva-based SGS (Société 
Générale de Surveillance), Lloyds or COTECNA.78 

 
These institutions have offices or representatives in most countries throughout the world 

and carry out qualitative and quantitative controls for all kinds of products in order to reassure 
both clients and producers of the conformity of the goods and to verify the legitimacy of any 
complaint that may arise. SGS also traces the good use of credits and donations made by states to 
other states and organizations. It has worked on behalf of the EU since the 1990s to uncover the 
embezzlement of significant aid allocations to Russia (with sums totalling hundreds of millions of 
euros). Tracing operations can go all the way back to the original sale, and according to a SGS 
representative, the success rate of tracing is greater than 99%. It is therefore reasonable to 
envisage the European Commission collaborating with these organisms in carrying out physical 
controls on behalf of the national agencies, in exchange for a modest commission.79 In any case, 
the exporting or importing clients should remunerate the national agencies for the controls carried 
out. All the arms producers we have interviewed to date confirmed that they already work with 
these control organisms at the specific request of certain clients. The control organisms involved in 
the transport of dangerous goods or else the firearms proof houses (Banc d’Epreuves) could also be 
used for this purpose. 
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assigned to the ICA. 
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71  See Section IV, Art. B.1.i-ix of the OSCE Document, op. cit. 
72  Sanctions shall be defined in the relevant legislation of each Member State, or by the Commission. 

However, a certain degree of harmonisation at the EU level is preferable. 
73  In conformity with the existing EU Common Position and those possibly to come in view of regulating 

brokering activities. 
74  The purpose is to prevent the use of occasional transporters in deviating SALW towards the illicit 

market. 
75  Op. cit. 
76  For example, European sugar exporters must present to the relevant authorities the maritime bill of 

lading and the inward manifest stamped by the port authorities in the country of destination in order 
to receive EU subsidies (which are incidentally as important as the price of sugar on the international 
market). Under these conditions sellers can only sell under CIF (cost, insurance, freight) terms to 
ensure that the product has actually been imported by the consignee. 

77  Ibid. 
78  See the GRIP Note d’analyse on physical inspections carried out by COTECNA, 

http://www.grip.org/bdg/g4545.htm. 
79  These commissions could equal few 100 euros, but ceilings could be envisaged in the case of a 

contract. For more on this topic, see the GRIP Report on the Draft Convention, op. cit. 
 


