Tanya Ogilvie-White

At the start of the Fortieth Association of Southeast Asian Nations (ASEAN)
Ministers Meeting, which was held in Manila in July 2007, the Philippine
Foreign Affairs Secretary Alberto Romulo declared that the issue of
nuclear non-proliferation would figure prominently on the agenda of the
Ministers Meeting and the Fourteenth ASEAN Regional Forum.! Noting
that the Philippines was a member of the UN Security Council when
Resolution 1540 was originally adopted, he explained that participants
attending the Ministers Meeting and forum meetings would adopt an ASEAN
Regional Forum Statement on the Implementation of UN Security Council
Resolution 1540 “in order to ensure that weapons of mass destruction do
not spread, and that non-state actors are denied access to [them]”.? At
the same press conference Romulo announced that he would be chairing
a special Ministerial Meeting of the Southwest Pacific Dialogue, bringing
together members of the Southeast Asia Nuclear-Weapon-Free Zone Treaty
(Indonesia, the Philippines) and the South Pacific Nuclear Free Zone Treaty
(Australia, New Zealand, Papua New Guinea) to discuss non-proliferation
and disarmament priorities. These public announcements may signal a
new prioritization of non-proliferation issues in South-East Asia and a break
with past attempts to downplay sensitive issues that have traditionally been
divisive in the region. They may also signal a greater sense of ownership
among ASEAN members regarding regional proliferation and terrorism
threats, which until now have tended to be dismissed or characterized as a
strategic obsession of the West.

While these developments are positive their significance should not be
overstated. Despite the leadership role that is being played by the Philippines
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in ASEAN, the ASEAN Regional Forum and even in the Asia—Pacific Economic
Cooperation (APEC) Counter-Terrorism Task Force, attitudes to the non-
proliferation regime in general and to 1540 in particular vary enormously in
South-East Asia and the level of implementation of the relevant obligations,
though improving, is still low. This problem of uneven compliance and
varying degrees of acceptance is also evident in the South-West Pacific,
where there has been a high level of “buy in” to 1540 obligations on the part
of Australia, New Zealand and to a lesser extent Papua New Cuinea, and
minimal buy in by the rest of the Island Pacific. In both regions low levels of
technological development and poor capacity are partly responsible for this
inconsistent record, but negative political perceptions of a US-dominated
counter-terrorism agenda and resentment over “one size fits all” approaches
to international security also play an important role and are much more
difficult to overcome than the practical hurdles.

This chapter examines these problems, beginning with an assessment of the
current state of Resolution 1540 implementation in South-East Asia and the
South Pacific. The first section includes an analysis of political attitudes to
the resolution in the two regions, an examination of the level of compliance
with its various provisions and an assessment of ongoing capacity-building
needs. The second part of the chapter explores the coordinating role that
regional organizations—primarily the ASEAN Regional Forum and the
Pacific Islands Forum—and bilateral assistance initiatives have played in
facilitating implementation of 1540 and outlines some recommendations
that could increase the effectiveness of these efforts.

In an ideal world there would be no weak links in the implementation of
1540 anywhere—all gaps in the counter-terrorism regime would be closed,
from the isolated micro-states of the South Pacific to the interconnected
states of mainland South-East Asia. Pursuit of this ideal is likely to remain
the focus of the 1540 Committee and donor states because it is well known
that terrorist networks seek to exploit loopholes, wherever those may
be. However in assessing the level of 1540 implementation in different
regions it is important to bear in mind the relative risks associated with
non-compliance. South-East Asia for example is considered high risk due
to the following factors: the expansion of nuclear energy and research,



the production and storage of hazardous chemicals, the location of busy
transhipment points and the existence of known terrorist organizations
based in the region. In contrast although serious risks are associated with
the production and use of sensitive weapons of mass destruction (WMD)
materials in Australia and Papua New Guinea’s neighbour, Indonesia, none
are produced in the Island Pacific, few transit through the region (with the
exception of foreign-owned ships carrying nuclear waste) and radioactive
materials are used only minimally in the health and industrial sectors. Thus
while the exceptionally low level of implementation of 1540 in the South
Pacific is a concern, the inconsistent record of implementation in South-
East Asia presents a more serious threat to international security. Table 1
illustrates this point by identifying the known WMD risks in both regions.?

Table 1. Regional WMD risk assessment

Country Nuclear  Biological Chemical Transit  Terrorism
Australia . . . o

Indonesia . . o
Malaysia . o .
Myanmar .

Philippines . o o
Singapore . o

Thailand . . . o

Viet Nam o o .

Source: Peter Crail, “Implementing UN Security Council Resolution 1540:
A Risk-Based Approach”, Nonproliferation Review, vol. 13, no. 2, 2006,
pp. 366—7.

Resolution 1540 has had a poor reception in South-East Asia where
attitudes can be influenced by a suspicion of global instruments that are
highly formalized, legalistic and intrusive in nature. ASEAN members are
much more comfortable with the locally bred, informal political culture
that underpins their own institutional frameworks, favouring the principle
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of quiet consultation, known as musyawarah,® as the basis of settling
differences between neighbours. Largely reflecting this informal, consultative
approach all instruments of ASEAN and the ASEAN Regional Forum work
on a voluntary basis—there are no institutionalized enforcement structures,
verification mechanisms or official sanctions for uncooperative behaviour.
Given this political culture it is not surprising to find a certain level of
resistance in the region to Security Council resolutions such as 1540 that
impose formal, legislative obligations on all states.” Despite the efforts of the
1540 Committee to reassure states that its job is not to monitor compliance
and that the resolution deliberately does not specify enforcement measures,
ASEAN members remain suspicious because the Security Council invoked
Chapter VII to legislate on a functional, rather than state-specific, threat.

In addition to this general reluctance to the formal instruments of global
governance, states in South-East Asia resent what they regard as the heavy-
handed imposition of “one size fits all” Western security agendas on the
developing nations of the South without any thought for the specific
security needs of different regions.® Most view catastrophic terrorism as a
remote threat and believe global attention should focus on more immediate
priorities. Conscious of the fact that 1540 drew much of its inspiration from
a series of Group of Eight- and US-led initiatives, a number of states in
the region suspect that the 1540 assistance clause was inserted so that the
United States could dictate to others on the implementation of new and
burdensome non-proliferation and counter-terrorism obligations.” This
perception has undermined the legitimacy of Resolution 1540, along with
the widespread belief in South-East Asia and elsewhere that an exaggerated
non-state WMD threat is being used by the nuclear weapons states to
distract attention from their failure to comply with their disarmament
commitments under the Treaty on the Non-Proliferation of Nuclear
Weapons (NPT).? Inevitably this resentment over what is seen as a West-
centric agenda has led to some reluctance among South-East Asian states
to prioritize the implementation of 1540 and to a determination to ensure
that counter-terrorism obligations are not separated from—or pursued at
the expense of—disarmament commitments and development needs. The
text of the UN Global Counter-Terrorism Strategy is significant in this regard
in that it includes very little discussion of WMD threats and emphasizes the
importance of adopting a balanced approach to counter-terrorism.?

Although negative attitudes to 1540 in South-East Asia have slowed the
implementation process, progress is nonetheless occurring thanks in part to



the efforts of the 1540 Committee and its Expert Group, which has attempted
to downplay the Chapter VII origins of the resolution and focus instead on
building trust through a process of regional and subregional consultation.
This has helped alleviate some of the political tensions outlined above but
it has not removed them altogether. The result is a somewhat mixed record
of implementation in the region: a certain amount of delay combined with
genuine capacity constraints and a desire not to be seen to be deliberately
shirking global counter-terrorism obligations.

The region’s record on fulfilling the 1540 reporting requirements illustrates
this ambivalence. On one hand it is positive that all 10 members of ASEAN
have submitted national reports to the 1540 Committee. Although most
of these were late and some were superficial in nature (in common with
ASEAN reports to the Resolution 1373 Counter-Terrorism Committee) this
demonstrates a mutual desire not to be seen to be violating international
norms. Moreover none of the reports contained the political rhetoric that
often dominates ASEAN statements in international non-proliferation and
disarmament forums—rather, the individual ASEAN country reports were
business-like and straightforward reviews of domestic efforts to introduce
non-proliferation regulations. On the other hand responses to the requests by
the 1540 Committee for additional information have been less forthcoming.
As Table 2 shows, so far only Indonesia, the Philippines, Singapore and
Viet Nam have submitted further information on their efforts to implement
national WMD controls, which is just one sign of low prioritization of the
WMD counter-terrorism agenda among some ASEAN members.

There are other indications of inconsistent implementation of
Resolution 1540 in South-East Asia such as the poor record on meeting
the obligations set out in operative paragraph 8, which requires all states to
promote the universal adoption and full implementation of the multilateral
WMD treaties and conventions.'” Most ASEAN states had already signed the
NPT, the Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on Their Destruction (CWC)
and the Convention on the Prohibition of the Development, Production
and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on
Their Destruction (BTWC) before Resolution 1540 was passed and little
progress has been made since that time in achieving full ratification (see
Chapter Annex A). The exceptions to this include Cambodia’s accession
to the CWC in 2005 and to the Convention on the Physical Protection
of Nuclear Material (CPPNM) in 2006; the signing of the International
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Atomic Energy Agency (IAEA) Additional Protocol by Malaysia, Singapore
and Thailand in 2005 and the 2007 announcement by Viet Nam that it
intends to follow suit; and the signing of the International Convention for
the Suppression of Acts of Nuclear Terrorism by Malaysia, the Philippines
and Thailand.

Table 2. Regional status of 1540 reporting

Country Date(s) submitted
Brunei 30 December 2004
Cambodia 12 March 2005
Indonesia 28 October 2004

22 November 2005

Lao People’s Democratic Republic 3 May 2005
Malaysia 26 October 2004
Myanmar 6 April 2005
Philippines 28 October 2004
28 October 2005
Singapore 21 October 2004
28 August 2005
Thailand 5 November 2004
Viet Nam 26 October 2004

12 December 2005

Source: 1540 committee website, <www.un.org/sc/1540/nationalreports.
shtml>.

Information regarding the national implementation of WMD accounting
and control in South-East Asian states is difficult to obtain—a situation that
is exacerbated by the lack of detail in most of the relevant 1540 reports
and the failure of six states in the region to respond to requests by the
1540 Committee for further submissions on their ongoing efforts to adopt
and apply new counter-terrorism mechanisms. The information that is made
available through the organizations involved in monitoring activities suggests
that while progress is being made the pace of implementation is slow. The
exception appears to be in the area of chemical weapons controls, which



have been developing at a faster rate than other WMD control systems—
an important development given the existence of quantities of hazardous
chemicals in the region. Clear evidence of this momentum can be found in
the 2006 Organization for the Prohibition of Chemical Weapons (OPCW)
report, which states that national protection programmes have recently
been introduced in Indonesia (May 2005), Malaysia (September 2005),
Cambodia (April 2006), and Viet Nam (July 2006)."" This is a significant
improvement on the regional situation before Resolution 1540 was
passed, when only the Philippines and Singapore had introduced national
protection programmes. However the news is not universally positive as
there are problems concerning the national capacity of most of these states
to operate the protection programmes that have been set up with the help
of OPCW technical expertise. There is also some concern over the failure
of Myanmar and Thailand to declare the status of their national controls
(which is required under Article 10 of the CWC) and over the nature of
the declarations submitted by Brunei and the Lao People’s Democratic
Republic, both of which have minimal national CWC controls in place apart
from the inspection of imported chemical precursors and limited licensing
procedures.'?

While implementation in the realm of chemical weapons controls is
inconsistent but encouraging overall, the same cannot be said for biological
weapons controls, which range from weak to non-existent in South-
East Asia. Information available through the 1540 reports and updates,
and subsequently via INTERPOL's Bioterrorism Unit, indicates that very
few concrete legislative steps have been taken to introduce bioterrorism
regulations. The countries that have been transparent about this gap in
their WMD controls—Cambodia, Indonesia, Malaysia, the Philippines
and Thailand—have admitted that the only relevant domestic regulations
that they have in place pre-date Resolution 1540." For example the
only biosecurity legislation that Malaysia has in place appears to be the
Poisons Act of 1952, the Prevention and Control of Infectious Disease Act
of 1988 and the Occupational Safety and Health Act of 1994, none of
which specifically address the threat of bioterrorism." In recognition of the
inadequacy of this legislation Malaysia is in the process of “studying the need
to draft a specific law to implement more effectively the [BTWC]”."® This
low level of implementation is a common problem throughout South-East
Asia as highlighted by the 1540 Committee requests for ongoing updates on
steps being taken to address this serious gap. It is noteworthy that neither
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Indonesia nor the Philippines listed any concrete progress in this area in
their updated submissions to the 1540 Committee in 2005."°

With regard to controls over nuclear and radiological materials there is an
outstanding issue concerning the implementation of nuclear safeguards in
the region as Brunei, Cambodia, the Lao People’s Democratic Republic,
Myanmar and Singapore all have Small Quantities Protocols (SQPs) in
place and are therefore not required to share information on their nuclear
material to the IAEA as long as quantities remain below certain limits."” This
is of particular concern because few states with SQPs have a State System
of Accounting for and Control of Nuclear Material (SSAC) even though they
are required to have such under their SQP arrangements and now also
under their Resolution 1540 obligations.'® At the time of writing Singapore
is the only South-East Asian state with an SQP that has signed the Additional
Protocol, which automatically obliges it to comply with the modified SQP
that was introduced in September 2005, including submitting an initial
report on its nuclear material, allowing IAEA inspections and introducing
an SSAC." It is also significant that of the five states in question only
Cambodia has signed the CPPNM, which at least commits it to introduce
domestic legislation to protect nuclear material on its territory. On a more
positive note Indonesia and the Philippines have been improving their
SSACs through cooperation with IAEA and US initiatives. These controls
will need to be strengthened as Indonesia embarks on its nuclear energy
programme and will also pose a challenge for Thailand and Viet Nam as
they follow suit.

Weak export controls continue to be a serious problem in South-East
Asia—a region of major transhipment and assembly points for critical
strategic dual-use goods and technologies.?® The main reason for the low
level of implementation is that ASEAN members regard export controls
with suspicion, viewing them as barriers to economic development at best,
and at worst as part of a deliberate strategy of technology denial on the
part of the developed world.?" Part of the reasoning behind 1540 is that it
should help ease concerns over inequitable export control regimes, raise
awareness that domestic exports controls need not undermine economic
productivity and build consensus on the universal requirement to apply
domestic controls on the trade in and movement of sensitive technologies.*?
However developments since 2004 show that attitudes are slow to change.
With the notable exception of Singapore, South-East Asia’s export control
systems remain unsophisticated and weak.?*> Brunei for example has sent



representatives to regional workshops but has not taken domestic measures
to strengthen or clarify its export control system. This might not appear to
be too serious a problem given that the sultanate has little in the way of
WMD dual-use or WMD-related trade but the development of an indigenous
petrochemical industry is raising concerns. Likewise in Myanmar, though
it has sent officials to export control workshops, problems of domestic
corruption and political apathy have meant that apparent enthusiasm to
cooperate at the regional level has not been mirrored by parallel efforts
at the national level. This could represent a potential proliferation risk
given that Myanmar is suspected by some of having an illicit chemical
weapons programme and may aspire to an indigenous nuclear weapons
programme.?* Some of the most worrying gaps however are present in
some of South-East Asia’s most technologically advanced states—Indonesia,
Malaysia and Thailand. Although Indonesia has been cooperating with the
United States and the IAEA to secure nuclear and radiological materials
within its borders, export controls remain underdeveloped with insufficient
legislation covering chemical and biological dual-use items.?* Thailand has
established a legal framework for export control legislation but its system
also remains underdeveloped despite a growing chemical sector and
industries with nuclear and missile dual-use potential.?®

Some good news to emerge from the region on the issue of export controls
comes from the Philippines, which with the help of the IAEA, INTERPOL
and the OPCW s in the process of establishing a comprehensive export
control regime.?” Although the Philippines has a series of export controls
in place to deal with nuclear materials and chemical substances, little
inter-agency coordination has existed until now and the area of biological
weapons controls has been neglected entirely. This is likely to change as a
major initiative, launched by the Office of the President and coordinated
through the Office of the United Nations in the Philippines and the Special
Envoy on Transnational Crime, has been working to identify the gaps in the
Philippines’ export controls system and to set up a new regime that meets
international export control standards codified by the Nuclear Suppliers
Group, the Wassenaar Arrangement, the Australia Group and the Missile
Technology Control Regime. Training and seminars have already taken
place in the Philippines to ensure that the human resources required for the
implementation and enforcement of the proposed policies and regulations
are available once they are introduced.
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Given time, incentives and encouragement, and if current international and
regional capacity-building efforts continue, the indications are that export
control systems will grow and be consolidated in most of South-East Asia.
Where the Lao People’s Democratic Republic, Malaysia and Myanmar are
concerned however the gaps in the system may be more difficult to close.
In Malaysia, where only minor, primarily legislative changes have been
introduced, the problem appears to be one of ideology. Despite revelations
that a Malaysian firm manufactured some of Libya’s nuclear equipment,
and regardless of US efforts to persuade Malaysia to adopt more stringent
export controls, its export controls remain some of the most basic in the
region.?® In its report to the 1540 Committee Malaysia admitted that its trade
regulations were driven by economic rather than security considerations
and explained that it was not a lack of capacity that was hindering the
development of a more comprehensive export control system,?? implying
that its reasons are ideological rather than practical. Overcoming this kind
of deliberate resistance, which stems from a long-held hostility to export
controls, is likely to be difficult.

In addition to political resistance, poor capacity has been a significant
problem in South-East Asia, hampering the implementation of UN counter-
terrorism measures. This was clear in the national reports submitted to
the 1540 Committee, all of which contained requests for assistance with
the exception of Malaysia’s. Most of these requests have since been taken
up, some via bilateral programmes but more through UN agency activities,
which are viewed in a more positive light than national donor assistance
efforts. For example the current multi-agency development of the Philippines
comprehensive export control system is taking place as a direct result of the
assistance request in the Philippines’ original report to the 1540 Committee
in 2004.3° Cambodia specifically requested assistance from the Director-
General of the OPCW to help Cambodian legislators “collect laws for
establishing national authority, roles and duties [of the national authority]
for chemical weapons” and help train Cambodian officials to build
a database of hazardous chemicals and help monitor their use.’' Since
then Cambodia with the assistance of the OPCW has set up a national
protection programme. These types of UN agency-led capacity-building
efforts are welcomed by most states in the region, particularly where their
unique domestic conditions are seen to be taken into account by those
providing the assistance. Capacity-building efforts based on creating model
legislation and model action plans—along the lines of those promoted by
the APEC Counter-Terrorism Task Force—are less well received and have



lower levels of buy in, partly because they are seen as heavy-handed and
insensitive to local needs.*?

Since there have been so few responses to 1540 Committee requests for
further information it is difficult to keep track of current assistance needs
in the region. However a fair amount can be gleaned from the speeches
and presentations delivered at regional workshops and meetings, especially
initiatives that take place at the Track Il level such as the Council for Security
Cooperation in the Asia Pacific (CSCAP). Overall the greatest needs are in
drafting legislation, developing and enforcing export controls and creating
bioterrorism controls.?* The following specific capacity-building needs have
been highlighted in recent months:

* Cambodia has requested assistance from relevant agencies to help
it develop human resources and other skills and provide equipment
for the National Authority to combat the spread of WMD;*

* the Philippines has requested ongoing assistance to help transform
its “clutter of laws and regulations”* into a harmonized export
controls regime;3¢

* Viet Nam needs help in building its human-resources capacity
in the areas of customs and policing and requires additional
technical equipment to assist with implementing export controls;*”
Malaysia needs assistance in the area of drafting counter-terrorism
legislation, implementing container and border security measures
and establishing a biosecurity framework; it needs help in drafting
WMD control lists and identifying dual-use items;*

* Brunei has requested assistance to enhance its biosecurity measures
and its airport and port security, especially in the area of human
resources development;* and Thailand has requested help in
collecting and analysing counter-terrorism intelligence.*°

The level of 1540 implementation in the South Pacific is lower than in
South-East Asia. This is not surprising given the serious capacity-building
needs of the small states and micro-states that populate the region and
the attitude of the majority of Pacific Island Countries (PICs) to the threat
of global terrorism—and especially to WMD terrorism—which is one of
scepticism.*! Most of these countries have not been involved in any way with
the conflicts and enmities that have fuelled global terrorism and thus do not
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view terrorism as a major concern for Oceania. Some of the reasons for this
low threat perception derive from their small populations and geographical
remoteness. Furthermore due to the low level of development and lack
of infrastructure the Pacific islands appear unattractive as both targets
and havens for terrorists. In terms of WMD threats the situation appears
even more benign as no nuclear, chemical or biological programmes or
stockpiles exist in the region and there are longstanding legal frameworks in
place to minimize and control proliferation risks. Chief among these are the
1985 South Pacific Nuclear Free Zone Treaty (Treaty of Rarotonga), which
commits signatories not to develop nuclear weapons, and the 1995 Waigani
Convention,*? which bans the importation of hazardous and radioactive
waste into Forum Island Countries** and controls the transboundary
movement and management of these materials in the Pacific. The only
perceived WMD threats within the region stem from the Papua New
Guinea border with Indonesia; the transit of foreign ships carrying nuclear
waste through Pacific waters, which some believe could be vulnerable to
hijacking by terrorists; and the presence of radioactive contaminants in the
Marshall Islands resulting from US nuclear weapons tests there.**

More recently the scepticism created by low regional threat perceptions has
been accompanied by stronger feelings of resentment triggered by suspicions
that the global counter-terrorism agenda was put together without serious
regard for the circumstances of small island states and yet binds every
UN Member State to new burdensome obligations. Pacific island leaders
have expressed their frustration that the new resolutions—devised by the
Security Council, which represents roughly 8% of the total membership of
the United Nations—follow neither a consent-based, consensus-based nor
community-based principle, but rather are an example of “rule by the few”.
The belief that the large amount of Security Council legislation that followed
the terrorist attacks of 2001 was based on emotion and heat of the moment
decisions rather than careful consideration has added to this frustration and
led to a certain detachment from the global counter-terrorism agenda.*

Viewed in the context of small island state security priorities in the South
Pacific this feeling of detachment is understandable. Only Papua New
Guinea is seriously concerned about the regional impact of global terrorism
due to its border with Indonesia.*® All other PICs are preoccupied by what
have been termed “fish and rice issues”—the provision of basic health and
education services, the prevention of civil unrest and the management of
environment and resource needs.*” The challenge of providing these basic



services dominates the daily agenda of most of these countries, absorbing
most if not all of their administrative and financial capabilities. In April 2006
this situation was clearly explained to Ambassador Ellen Margrethe Lgj, then
head of the Counter-Terrorism Committee, in a meeting of the Pacific Islands
Forum Working Group on Counter Terrorism (WGCT). Ambassador Lgj had
been specifically invited by the forum in order to apprise her of the serious
hurdles confronting PICs in meeting their counter-terrorism obligations
given the scale and nature of their development and resources.*®

Adherence to international agreements by PICs is considered poor in
general and compliance with 1540 is no exception.*? The problem is that
while it is relatively straightforward to accede to legally binding agreements
and to issue verbal commitments in support of them, when it comes to
implementation and enforcement, low prioritization, high implementation
costs, lack of coordination and poor law enforcement capacity combine to
limit compliance.”® Where Resolution 1540 is concerned these problems
are especially apparent: the resolution’s Chapter VIl mandate and reporting
requirements ensure that non-compliant states in the subregion are more
easily identified. Nearly three years after the resolution’s first reporting
deadline expired and a year since the resolution’s original provisions were
reaffirmed in Resolution 1673, half of the states in the Island Pacific had
not submitted their first 1540 report. Table 3 shows the status of reporting
in the region at the time of writing. To some extent this poor performance
can be attributed to the burden placed on small states by their reporting
obligations, but this is not the full story. For the past two years New Zealand
and to a lesser extent Australia have offered assistance to PICs to help them
meet their reporting obligations, removing some of the practical obstacles
to submission. Despite this only Kiribati, the Marshall Islands, Samoa, the
Solomon Islands, Tonga, Tuvalu and Vanuatu have accepted the offer and
subsequently submitted reports. As discussed below the 1540 Committee,
regional organizations and donor states have attempted to create a greater
sense of urgency among PICs by stressing the long-term costs of non-
compliance, including possible negative consequences for tourism, but the
problems of poor capacity and low prioritization remain.

These problems have affected other aspects of 1540 compliance, a fact that
would not be immediately obvious given the impressive list of South Pacific
signatories to the various WMD treaties and associated non-proliferation
mechanisms. PICs have made efforts to accede to the array of international
non-proliferation and disarmament agreements but these have not been
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accompanied by parallel efforts to ensure high levels of implementation
(see Chapter Annex B).

Table 3. Regional status of 1540 reporting

Country Date(s) submitted
Australia 28 October 2004
Cook Islands

Fiji

Kiribati 20 September 2005
Marshall Islands 23 November 2003
Micronesia

Nauru

New Zealand 28 October 2004
Malaysia 26 October 2004
Niue

Palau

Papua New Guinea

Samoa 13 April 2006
Solomon Islands

Tonga 5 April 2006
Tuvalu 13 March 2007
Vanuatu 22 February 2007
Viet Nam 26 October 2004

12 December 2005

Source: 1540 committee website, <www.un.org/sc/1540/nationalreports.
shtml>.

For example although all PICs are members of the CWC none have
achieved a minimal level of compliance with their obligations under
the convention. According to the 2006 draft report of the OPCW on
CWC implementation only Fiji (October 2006), Nauru (September 2006),
the Solomon Islands (October 2006) and Vanuatu (August 2006) have



fulfilled the Article 10(4) requirement to submit information on their
national protection programmes.®! Perhaps even more significant is the fact
that the four submissions that have been forthcoming indicate that none
of the states in question have national protection programmes in place.
In contrast Australia has submitted comprehensive annual reports since
September 1999 as has New Zealand since May 2005 and both countries
are known to fulfil the national protection programme requirements.>>

The need to improve the level of 1540 and CWC compliance in the South
Pacific is recognized by the OPCW, INTERPOL and donor states, all of
which are currently providing technical assistance to help the PICs meet the
relevant obligations.>® These assistance efforts are ongoing and are detailed
in some of the 1540 reports. Kiribati and Vanuatu for example, with the
help of the OPCW, are in the process of drafting the necessary legislation to
allow them to meet the legislative requirements.”* This followed a visit from
OPCW representatives to the 2006 meeting of the Forum Regional Security
Committee in Suva, Fiji, where the technical challenges of meeting 1540
and CWC requirements were discussed. In a more recent initiative the
OPCW organized in August 2007 a dedicated subregional legal workshop
in the South Pacific to provide practical assistance in drafting national
legislation to help implement the CWC.>

While CWC implementation in the Island Pacific is poor, compliance
with the BTWC and biosecurity elements of 1540 is almost nonexistent.
Among PICs only Fiji, Palau, Papua New Guinea, the Solomon Islands,
Tonga and Vanuatu are members of the BTWC. Of the total of 23 non-
signatory states currently preventing the universality of the convention,
eight are in the South Pacific.*® Among the six PICs that are signatories, only
Fiji and the Solomon Islands have provided information on their national
implementation of biosecurity legislation and both submissions reveal an
insufficient level of regulation of toxins and pathogens.>” Reports submitted
to the 1540 Committee tell the same story: of the seven submissions from
PICs most appear to have modified their criminal offences legislation to cover
the supply of chemical or biological weapons to terrorists or criminal gangs
but none have legislation (either new or amended) specifically regulating
the manufacture, acquisition, possession, development, transportation,
transfer or use of biological or chemical weapons, their delivery systems or
related components.
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Again there is an acute awareness of this gap in implementation among
representatives of the 1540 Committee and relevant agencies along with
an acknowledgement of the extreme complexity and difficulty of drafting
the legislative frameworks required to comply with 1540 bioterrorism
provisions.>® As the organization tasked with building capacity in this area,
INTERPOL's bioterrorism unit has convened information seminars in the
Asia—Pacific region with the intention of raising awareness of the threat,
developing police training programmes, strengthening efforts to enforce
existing legislation, promoting the development of new legislation and
encouraging cooperation in this challenging area. However to date all
of the Asia—Pacific regional seminars have been held in South or South-
East Asia with representatives from the South Pacific needing to travel to
Jakarta, Manila, Singapore or Colombo in order to participate. At the time
of writing no dedicated subregional biosecurity workshop has been held for
PICs despite their obvious need for capacity building and assistance. On a
more positive note a group operating under the auspices of the Secretariat
of the Pacific Community is currently working on a Model Bio-Security Act
(discussed in Section 3.2), which it is hoped will be adopted by PICs when
it is released in late 2007. But whether or not they will actually choose
to adopt this legislation is unclear at present, partly due to concerns over
whether a “one size fits all” approach is even workable in the subregional
context.>

Most PICs consider themselves to be model members of the nuclear non-
proliferation regime, due in part to their membership of the Treaty of
Rarotonga with its strong compliance procedures.®® However the nuclear
non-proliferation commitments under the treaty, to which most PICs are
signatories, refer explicitly to state-based proliferation and do not extend
to the activities of non-state actors. The only exception to this relates to the
issue of dumping radioactive waste and materials at sea or anywhere in the
nuclear free zone, which is prohibited to “anyone”.®! The fact that 1540
obliges states to introduce operational and legislative measures to cover all
aspects of the nuclear threat is well understood by PICs but a combination
of low threat perception and the technical hurdles associated with
fulfilling 1540 obligations are hampering progress. At present the available
submissions to the 1540 Committee indicate that most PICs have SQPs in
place and few have implemented the necessary nuclear controls. This is
a concern given that low-level radiological threats do exist in the region
as they do everywhere around the world where radioactive materials are
used in medicine, industry, agriculture or research. In the case of the South



Pacific their use is not extensive but sealed sources are used in industrial
radiography, smoke detectors and irradiation.®?

The low prioritization of nuclear and radiological terrorism threats among
PICs is also evident from the regional status of the UN counter-terrorism
conventions, most notably the CPPNM, which has been open for signature
since March 1980, and the more recent International Convention for the
Suppression of Acts of Nuclear Terrorism.®® Chapter Annex B illustrates this
point very clearly with only the Marshall Islands, Nauru and Tonga currently
having acceded to the former and only Kiribati and Palau having signed
the latter. This represents a significantly reduced level of support relative to
the status of the other 11 UN counter-terrorism conventions in the South
Pacific.

By any objective assessment there is an overwhelming gap between the
requirements set out in 1540 and the legal, political, technical and financial
capacity of most PICs to comply with them. They have small administrations
that are already struggling to cope with the “fish and rice” issues—efforts
to comply with 1540 are placing further pressure on domestic systems and
limited resources. States that have submitted reports to the 1540 Committee
have partly been motivated to do so by the opportunity that the reporting
requirement provides in terms of raising international awareness of their
major assistance needs. The list below highlights some of the key areas
where PIC officials have identified the need for assistance from relevant
agencies and donor states:

* Vanuatu has requested help in creating advanced operational
capability within its police and border security agencies and help
assessing the viability of adopting national control lists;®*

* with only 10 lawyers to handle all legal matters Kiribati “welcomes
any offer to assist in identifying and remedying deficiencies in its
existing legislation so that it may meet its obligations”; itis particularly
interested in receiving technical assistance to identify deficiencies
in its legislative obligations associated with CWC membership
and assistance to help review and strengthen its existing domestic
controls to prevent the proliferation of WMD, especially in relation
to border security;®

e Tuvalu has asked for help to develop legislative frameworks or
supporting operational mechanisms to regulate the physical
protection of nuclear, chemical or biological weapons, their
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means of delivery and related components, and for controlling the
movement of these weapons, their means of delivery and related
components;* and

* the Marshall Islands has requested technical assistance to complete
a review of its current national legislation in order to determine
what further steps are needed to ensure full implementation of
1540 and the WMD treaties.*”

Other PICs have been less forthcoming about their technical assistance
needs. Clearly the more specific a request for technical assistance the more
helpful it is to the states, agencies and organizations involved in providing
assistance. However a reasonable knowledge of the resolution and its
requirements is necessary on the part of the requesting state in order to
provide this type of information and certain reports, such as that submitted
by Tonga in April 2006, demonstrate a gap in this basic knowledge—the
report states that “it will advise in due course the specific area for which
additional support is required”.®® The assistance requests provided in
Samoa’s report are similarly vague and general, covering “any technical

assistance that is available”.%?

Although it has not yet submitted a report to the 1540 Committee Palau
has been frank and open about the extent of its capacity-building needs. In
2006 for example, during discussions on the UN Global Counter-Terrorism
Strategy, Ambassador Beck of Palau explained that while help in creating
legislative frameworks is a useful first step it is meaningless unless states have
the capacity to train officials in the skills necessary to monitor compliance and
enforce legislation.”® Furthermore he explained that although the provision
of technical assistance from relevant agencies, such as the OPCW, IAEA or
INTERPOL, is useful for many states, PICs are not always in a position to
benefit from this expertise due to the financial burden that membership
of such organizations entails. He gave the example of Palau’s wish to join
INTERPOL, its inability to do so due to the prohibitive costs involved, and
the need for a trust fund to be created to allow small developing states to
join this and other specialist agencies.”’



In theory the benefits of using regional security architectures to facilitate
the implementation of Security Council resolutions are immense: local
knowledge, sensitivity to cultural particularities and a greater awareness
of regional priorities and concerns should provide regional organizations
with an advantage over global bodies. Certain material advantages are also
evident: burden sharing, the pooling of resources and associated efficiency
gains all act as strong incentives for states to cooperate at the regional level
to reduce the costs of implementing global obligations.

In practice however regional organizations take time to adjust to new
tasks—Ilearning can be slow and there can be many false starts, particularly
where the tasks are difficult and compromise state sovereignty.”? One of
the problems is that new agendas tend to create or reinforce hierarchies
among regional security organizations, often with the stronger, Western-
based organizations taking the lead and others following at different speeds,
sometimes leading to frustration and resentment. This has been a problem
in the Asia—Pacific where formal regional security institutions have been
exceptionally slow to emerge and where the regional organizations that
do exist tend to suffer from internal divisions, a lack of coordination and
concrete action, and a reluctance to address hard security issues such as
WMD proliferation. To an extent the diplomatic traditions of South-East
Asia and the South Pacific have contributed to this situation by placing
informal dialogue above more concrete forms of cooperation. Although
this has played an important role in fostering trust and confidence it has
sometimes left a gap between words and deeds.

The next part of the chapter identifies some of these problems as well as
highlighting areas where regional organizations such as the ASEAN Regional
Forum and Pacific Islands Forum have helped facilitate implementation of
1540. It also identifies some of the bilateral and other subregional initiatives
that have been underway in the Asia—Pacific. The latter have played an
important role in ensuring that results-based—rather than process-based—
initiatives are launched and urgent capacity-building needs are met. In
addition to possessing the relevant skills and knowledge associated with
implementing WMD controls at the national level, states that engage in
bilateral and subregional outreach activities can help create momentum
and foster a greater sense of urgency. In South-East Asia Australia and
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Japan are leading the most significant initiatives of this kind, whereas in the
South Pacific New Zealand is leading the field. The key point about these
activities as far as 1540 implementation is concerned is that their goals
are limited and focused and thus more likely to be achieved. However as
this part of the chapter explains the rush to assist has not always been well
coordinated, leading to some inappropriate training, duplication of effort
and wasted opportunities.

Concrete actions towards the prevention of WMD terrorism were initially
slow to emerge under the ASEAN Regional Forum with the statements
emerging from the annual meetings after September 2001 seemingly rather
vague and more concerned with the status quo rather than adopting new
initiatives.”> As time progressed Regional Forum reports and documents
revealed an increasing awareness of the need to cooperate at regional and
international levels in order to deal with the threat of WMD terrorism,
but while general consensus statements seemed to represent a step in the
right direction they were not being backed with practical steps to prevent
and detect the theft and misuse of sensitive materials and thus appeared
increasingly hollow. In response officials in the West began to refer to a
condition they called “meeting fatigue”—frustration from the perception
that dialogue was being used as a cover for inaction in the realm of
proactive counter-terrorism cooperation. These comments echoed long-
established criticisms of the ASEAN Regional Forum based on the limitations
imposed upon it by its founding principles—particularly the principles of
consensus and non-interference. These principles, combined with low
institutionalization and non-binding decisions, have ensured that the
organization has been viewed by many as a talking-shop for diplomats and
other government officials rather than a genuine regional security actor.

Despite this slow start and growing frustration in some quarters
Resolution 1540 may provide the Regional Forum with an opportunity to
prove that it has a meaningful role to play in promoting regional security
cooperation, even in the realm of hard security. The first signs that this might
happen can be traced back to the ASEAN Regional Forum Statement on
Non-Proliferation, which was issued at the Eleventh ASEAN Regional Forum
held in Jakarta on 2 July 2004 just a few months after Resolution 1540 was
passed.”* The statement explicitly stressed the need for Regional Forum
member states to adhere to and implement each of the operative paragraphs



outlined in 1540 and emphasized the importance that they strengthen their
national legislation regarding WMD, including regardingiillicit trafficking and
export controls. It also urged participants to enhance their levels of regional
cooperation among each other and with the IAEA and OPCW. Beyond
reinforcing the obligations outlined in 1540 the statement included more
specific measures to increase regional assistance and strengthen WMD
mechanisms, including a pledge to maximize the provision of technical
expertise among Regional Forum participants; a decision to encourage
the Regional Forum Chair to explore with the ASEAN Secretariat, or if
established an ASEAN Regional Forum Unit, whether it would be willing to
record requests for assistance; and a political commitment from participants
to work towards following the IAEA Code of Conduct on the Safety and
Security of Radioactive Sources.”

Since these issues were raised in Jakarta the ASEAN Regional Forum has taken
some significant steps to facilitate counter-terrorism cooperation, playing
a coordinating role for the region. Much of this work has been achieved
with the help of the Regional Forum’s official Track II diplomacy body,
CSCAP, which through a series of seminars and workshops has been raising
awareness of the need for concerted national implementation efforts and
practical cooperation to fulfil Resolution 1540 provisions. At the suggestion
of the CSCAP WMD Study Group for example the ASEAN Regional
Forum held a workshop on the implementation of Resolution 1540 in San
Francisco in February 2007, which was attended by officials from most
ASEAN states and relevant UN agencies, and was characterized by a frank
exchange of information on implementation efforts, capacity needs and
assistance offers.”® Subsequently at the Fourteenth ASEAN Regional Forum,
which was held in Manila in July-August 2007, Regional Forum members
discussed the possibility of creating a new regional body specifically to
address disarmament and non-proliferation issues and to coordinate
regional WMD initiatives.”” At the same meeting ministers adopted a
formal statement supporting national implementation of Resolution 1540,
which was attached as an annex to the chairman'’s statement.”® Although
concerns over West-dominated counter-terrorism and non-proliferation
agendas continue to be expressed in Regional Forum meetings and Track Il
seminars, these recent developments do signal a greater willingness among
some ASEAN members to prioritize WMD issues and to acknowledge that
Resolution 1540 addresses a genuine and serious global threat.
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There are a number of important concrete steps that the ASEAN Regional
Forum could now take to help consolidate and expand its regional
coordination role. Some relatively small steps would have a significant
benefit, such as the adoption of the Export Controls Guidelines, which have
been developed by the CSCAP Export Controls Expert Group, as a regional
standard for all Regional Forum members. A longer-term, more challenging
initiative would involve setting up a Regional Forum oversight body to chart
and coordinate 1540 initiatives in the region—a system of keeping track of
capacity-building needs, assistance offers, ongoing assistance programmes
and available expertise. This body could serve as the main contact point for
the 1540 Committee and the relevant UN agencies, helpingto provide timely
and accurate information, prevent unnecessary duplication of assistance
activities and ensure that the complex array of 1540 requirements are
met. A similar body already exists in the South Pacific and makes a major
contribution to coordinating South Pacific counter-terrorism activities. It is
unlikely that such a concrete role is currently envisaged for the new non-
proliferation body discussed at the last ASEAN Regional Forum in Manila
in July 2007 as it would currently be viewed as impinging on domestic
jurisdiction, but it would be beneficial if it could move in this direction.”®

While most ASEAN members have accepted the evolving counter-terrorism
role of the ASEAN Regional Forum, as long as it is achieved without sacrificing
other regional priorities, the same cannot be said for ASEAN attitudes to
the APEC foray into the hard security realm. Reports indicate significant
division within ASEAN over this issue: whereas the Philippines, Singapore
and Thailand have welcomed US-led initiatives within this context, officials
from Indonesia, Malaysia and Viet Nam have openly expressed reservations,
arguing that they do not wish to be associated with the US “war on terror”,
which is widely regarded among their populations with deep suspicion and
scepticism. Such reservations go even deeper than the stated concern over
the US foreign and security policy agenda, to a longer-term preoccupation
with the issue of cultural pluralism. While APEC has traditionally operated on
the basis of “non-binding commitments, open dialogue, and equal respect
for the views of all participating economies”®*—which sits comfortably
within the Asian diplomatic tradition—some ASEAN members are worried
that the West-centric counter-terrorism agenda is forcing institutional
change within APEC in favour of a more legalistic, formal framework.

Recent developments suggest that some of these concerns are not without
foundation as there have been moves among some Western APEC members



to introduce stronger, more formal mechanisms, particularly with respect
to the institution’s evolving security role. More specifically this relates
to the work of the Counter-Terrorism Task Force (CTTF), which senior
APEC officials agreed to establish during the October 2002 Economic
Leaders Meeting in Los Cabos, Mexico.?! Unlike parallel regional security
institutions, which have issued numerous consensus statements in favour
of concrete counter-terrorism cooperation but have achieved little in the
way of actual deliverables, from its inception the goal of the CTTF was
to serve as an action-oriented security actor drawing APEC members into
an ever-deeper series of counter-terrorism commitments. Similar to the
agenda of the UN Counter-Terrorism Committee, states are required to
provide written reports (known as Counter Terrorism Action Plans) to the
CTTF, outlining the counter-terrorism measures that they have undertaken,
including in the area of WMD proliferation. Similar to the national reports
to the 1540 Committee these action plans are functional documents that
are cross-analysed and used for monitoring and assessment purposes.®?
This exercise is somewhat at odds with the informal dialogue mechanisms
that have previously dominated APEC interactions in the economic realm
and, although Western states have made much effort to emphasize that the
work of the CTTF is based on the objective of achieving secure conditions
for the facilitation of trade and commerce in the Asia—Pacific, not all
APEC members are convinced by such assurances and some are obstructing
APEC’s work in this area.??

The most comprehensive bilateral assistance efforts currently underway
in South-East Asia have been launched and overseen by Australia, Japan
and the United States. The most successful of these are practical, action-
oriented initiatives that take place at the ministerial or senior level and
which focus on specific threats such as bioterrorism or specific functions
such as policing. Ongoing successful initiatives include:

* the Bali Counter-Terrorism Process, coordinated by Australia and
Indonesia, focusing on counter-terrorism collaboration in the area
of law enforcement and legal frameworks;%*

* the BTWC Regional Workshops, also hosted by Australia and
Indonesia, focusing on developing a range of implementation tools
to help states fulfil their obligations under the BTWC;® and

* the Asian Senior-level Talks on Non-Proliferation, hosted by
Japan, which focus on strengthening the nuclear non-proliferation
regime.%
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A number of national initiatives aimed at capacity-building via bilateral
engagement have also been constructive—particularly the bilateral technical
assistance programmes launched by Australia and the United States. These
inter-agency programmes tailor bilateral assistance to local needs. Targeted
assistance programmes are also being pursued via a trilateral initiative led by
Australia, Japan and the United States, which provides counter-proliferation
and safeguards training to individual South-East Asian states. The good
news is that examples of these types of initiatives are multiplying and that
they are building capacity and expertise in the region. The bad news is that
participation in them is inconsistent and coordination among them is poor.
For these reasons it would be far preferable if technical assistance in South-
East Asia could be coordinated through the ASEAN Regional Forum, which
could help prevent duplication of effort, identify areas of greatest need and
ensure a maximum return on available resources. However it is unclear at
this stage whether the political will exists among ASEAN members for the
organization to take on this role as there remain significant doubts as to the
legitimacy of 1540 in some quarters.

The lack of regional coordination of bilateral assistance initiatives has
resulted in missed opportunities to maximize their impact. For example
resources have sometimes been “thrown at a problem” rather than being
carefully tailored to meet particular needs. This has been particularly evident
with training seminars, during which differences in knowledge and capacity
levels have not always been acknowledged by the experts providing the
training.%” Thus although a state may be fulfilling its obligation to engage in
outreach activities by providing the workshops the actual impact of these
efforts is limited because the training provided is not meaningful for some
of the officials attending the meetings. The importance of the context of
assistance provision is only now being fully grasped with the realization that
resources have been wasted on the part of donor and recipient states. Japan
for example has literally held hundreds of workshops and training seminars
since 2004 to facilitate the implementation of 1540, covering everything
from aviation security to export controls to law enforcement cooperation.®®
These meetings have been attended by officials from all across the region
but, while officials from the most advanced states in South-East Asia have
been able to implement the training they have received, officials from states
with the greatest capacity needs have not due to a lack of resources. The fact
that the quality of training is more important than the quantity is now being
recognized by Japan, which has begun to engage in follow-up activities
and has launched a new assistance programme aimed at providing the



technical equipment that will ensure that its training programmes achieve
more concrete results.?’

In the South Pacific the primary regional organization tasked with facilitating
counter-terrorism cooperation is the Pacific Islands Forum (PIF), which
plays a major coordination role for the region.”” However the PIF is not
without its difficulties in the realm of security cooperation. As the current
Secretary General Greg Urwin has noted, the historical circumstances of the
formation of this political body are significant, influencing the style and type
of security cooperation that is achievable under its direction.”" It grew at a
time when island entities across the Pacific were making their preparations
for independence and when these emerging nations were frustrated with
the existing regional organization the South Pacific Commission. From
its very beginnings, the PIF’s members looked upon the organization not
only as a means of promoting functional regional cooperation but also as
a vehicle for the joint expression of their newly won national sovereignty.
This has led them to place a premium on the principle of non-interference
in each other’s affairs and has restricted any deep institutionalization, such
as in the realm of defence cooperation.

With regard to counter-terrorism cooperation the reluctance of most of the
PICs to acknowledge terrorism as a genuine regional threat requiring urgent
action, combined with their determination to guard the sovereign rights so
recently acquired, has limited the level of security cooperation. Although
the number of regional security agencies acting under the PIF’s purview
has been rapidly expanding and the proliferation of PIF declarations, treaty
frameworks and far-sighted regional policy agendas give the impression of
ambitious security cooperation in the Island Pacific and even a significant
trend towards deep security institutionalization, there is a gap between the
growth of a sophisticated security architecture and the willingness among
some PIF members to utilize it.*? Part of this is due to the perception among
many in the Island Pacific that regional security institutionalization is a
form of twenty-first century neocolonialism led by Australia, the region’s
most powerful actor. They are wary of regional initiatives that erode their
independence and that are regarded as being part of an agenda that does
not serve their own national priorities and goals.” This has led to attempts
to reform the Pacific Regional Institutional Framework in an effort to ensure
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that it reflects the local needs of PICs, but the reality is that a national-
regional disconnect still exists and suspicions remain.*

Despite these reservations there have been some significant achievements
in regional counter-terrorism cooperation and assistance, including in the
area of 1540 implementation, many of which have been conducted under
the auspices of the PIE. A key development has been the creation of the
WGCT, which was proposed by New Zealand to report on progress within
the region with regard to counter-terrorism cooperation and to discuss
important trends and issues. The group, which includes delegates from
the Forum Island Countries, representatives from the PIF Secretariat, the
Secretariat of Pacific Communities, the Oceania Customs Organisation and
the Pacific Islands Chiefs of Police, meets in advance of the Forum Regional
Security Committee meetings and has become an important forum for
information exchange, including on 1540 obligations and implementation.
At the first meeting of the WGCT in June 2005 a proposal to create and
continuously update a matrix showing the region’s progress in fulfilling its
counter-terrorism obligations was accepted. The idea is to use the matrix
to record implementation and technical assistance needs. At the same
meeting the issue of bioterrorism was addressed by the Fijian Commissioner
of Police, who provided an account of a recent INTERPOL conference on
bioterrorism and set out a number of steps that PICs should take to cope
with outbreaks of disease.”

Two vyears after its launch the WGCT appears to be moving beyond its
original mandate, acting not only in a monitoring and facilitating capacity
with regard to the implementation of UN counter-terrorism resolutions but
also as a regional point of contact for the UN Counter-Terrorism Committee
and relevant agencies. For example at the July 2007 meeting of the WCCT,
representatives from the Counter-Terrorism Executive Directorate and
the 1540 Committee briefed PIF members on their activities and on the
costs of failing to comply with international counter-terrorism obligations.
Committee officials also listened to the technical assistance needs of
PIF members via bilateral discussions on the sidelines of the meeting and
through attendance of the workshops.”® The previous year the meeting
of the WGCT had been attended by representatives from the OPCW,
encouraging PICs to take advantage of the organization’s offers to assist
them in drafting legislation to help them meet their CWC obligations and
to hold discussions on a dedicated OPCW workshop, which was later held
in Palau in August 2007.%



A number of regional agencies that operate within the purview of the PIF
play a significant role in operational capacity building in the region. For
example the Pacific Transnational Crime Coordination Centre in Suva
provides an important intelligence coordination role that is very relevant
to the implementation of 1540 in the South Pacific. If any suspicious goods
are located by customs officials during routine searches of cargo in the
region, PICs are supposed to immediately notify the centre. Through this
regional intelligence agency PICs are able to gain access to regional and
international intelligence networks, including the Customs Asia Pacific
Enforcement Reporting System—a secure US-based website that provides
sensitive customs-related information to members.?®

Another regional organization, the Secretariat of the Pacific
Community (SPC), is also playing an important role in capacity building
in the South Pacific, particularly in relation to biosecurity. One of the
oldest regional organizations in the world, the SPC functions as a non-
political, technical assistance and research body, working with donor
states and other regional and international organizations to provide
advice to its 22 island members.”” The SPC mandate allows it to work
on a variety of governance issues that concern its member countries,
adapting as necessary to meet evolving regional needs. With regard to
1540 implementation its most significant work is being carried out by the
Suva-based Biosecurity and Trade Support group, which has taken on the
task of providing biosecurity advice to PICs, offering technical assistance
to encourage the development of border security systems, legislative
frameworks and safety and emergency response procedures.'% At present
the group is working with INTERPOL and other relevant agencies and
organizations in the drafting of a Model Bio-security Act, which it is hoped
will be adopted by PICs in order to close the serious gap in biosecurity
legislation in the South Pacific. The key question is whether the PICs will
take the advice of the Biosecurity and Trade Support group and adopt
this model legislation when it has been completed or whether it will be
viewed as an unnecessary burden, at risk of disrupting national trade and
development goals. The prospects of “take up” should be reasonably
good however given that this legislative instrument is being developed by
a group of experts who possess local knowledge of the environment and
trade dynamics of the South Pacific and is being tailored to ensure that it
works in harmony with existing systems. The current situation, as noted in
a number of PIC reports to the 1540 Committee, is that SPC members are
“observing” the work of the Biosecurity and Trade Support group and are
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withholding judgement on whether or not they will adopt and implement
the finished legislation.'""

The most significant bilateral assistance efforts in the South Pacific are being
led by New Zealand, which places a high priority on helping states fulfil
their global counter-terrorism obligations. Officials from New Zealand, as
well as Greg Urwin, consistently stress the need to close any weak links
in the global counter-terrorism effort—including in areas where there
is no obvious or immediate threat, such as in the South Pacific. While
acknowledging that the risk of direct terrorist attack in the region is relatively
low, officials regularly point out that distance is no guarantee of immunity
and that counter-terrorism commitments are global obligations that cannot
be shirked.'” New Zealand’s counter-terrorism ambassador, Dell Higgie,
has been particularly outspoken in this regard, urging leaders of PICs to
take into account the comprehensive nature of global security dynamics,
including the linkages between terrorism, crime and civil unrest. By taking
the difficult steps to implement their counter-terrorism obligations, she and
others have argued, PICs will be working to build more secure societies that
are more prosperous and less vulnerable to a whole range of threats.'®?

It may seem surprising to some that, despite its small size and relatively
limited resources in Organisation for Economic Co-operation and
Development terms, New Zealand—rather than Australia—has been taking
the lead in counter-terrorism capacity building in the South Pacific. This is
partly a result of practical considerations: Australia’s proximity to South-East
Asia and the reality of known terrorist threats emanating from that region
have led Canberra to focus more of its assistance activities on its northern
neighbours. But there are other reasons why Wellington has taken a leading
role in the Island Pacific that have more to do with PIC perceptions of
the regional powers than operational factors: for example, New Zealand is
often regarded as being more sensitive to the needs of small island states
and thus a more trusted partner.

This trust is founded on New Zealand’s balanced approach to counter-
terrorism cooperation and especially on its efforts to articulate and promote
the genuine capacity needs of small island states at the international level.
A significant number of New Zealand’s counter-terrorism initiatives and
proposals originate from its desire to encourage greater international
awareness of the resource and technical capacity challenges facing the
region and of the need to bear these in mind when discussing international



counter-terrorism obligations. Such initiatives include New Zealand’s
suggestion that the Counter-Terrorism Committee could make a concession
on national reporting requirements in order to allow the PIF to submit
regional reports; the establishment of the Pacific Roundtable on Counter-
Terrorism to discuss the resource constraints faced by PICs and the ways in
which these might be addressed;'®* and the establishment of a PIF Expert
Working Group to draft model counter-terrorism legislation for PICs.'%
When New Zealand’s request for a regional reporting concession was
rejected by the UN Security Council, Wellington responded by offering
reporting assistance on an individual basis to every PIC—a service that has
been applauded by the 1540 Committee and has helped seven PICs to
fulfil their reporting obligations under 1540.

Most of New Zealand’s assistance and capacity-building work is conducted
through the PIF but an awareness of the urgent needs of PICs and the
difficulty of meeting these through slow-moving regional organizations has
led New Zealand to set up the Pacific Security Fund to provide one-off
contingency assistance. Through this fund New Zealand provides advice,
training and technical support in the areas of aviation security, port and
shipping security, customs processes, immigration and legislative drafting."*
Examples of projects that have been funded over the past few years include
the provision of x-ray machines for scanning luggage at airports in the Cook
Islands, Fiji, Niue, Samoa, Tonga and Vanuatu; training assistance for officials
from Pacific countries on the new International Ship and Port Facility Security
Code, covering security at port facilities and the new US requirements on
container shipping security; programmes to educate Pacific island officials
on biosecurity requirements; and consultation services for those tasked
with drafting national counter-terrorism legislation. Although a relatively
small resource pool (with an annual budget of NZD 3 million), the key
point about this fund is that it provides targeted, practical assistance and
meets needs that are sometimes of a very basic nature and thus overlooked
by countries that are not familiar with the challenges facing small island
states. One example of this kind of assistance is the provision through the
Pacific Security Fund of computer equipment and services to Tuvalu, which
when installed in late 2007 will allow real-time electronic access to customs
and other intelligence information for the first time. Until now Tuvalu has
had to rely on the Pacific Transnational Crime Coordination Centre to
download relevant intelligence information and to fax it through to their
officials—a situation that reflects the very basic capacity-building needs of
many PICs.'”
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The most serious problem affecting the implementation of 1540 in South-
East Asia and the Pacific relates to its perceived lack of legitimacy among
many states. In South-East Asia questions over legitimacy stem primarily from
the origins of the resolution and its apparent connection to the US “war on
terror” and the belief that the counter-terrorism agendas of Western states
represent a double standard, expecting developing states to comply with
stringent non-proliferation obligations while the nuclear weapons states give
inadequate attention to their own disarmament commitments. Among the
island states of the South Pacific legitimacy questions focus mainly on the
nature of the counter-terrorism resolutions, which have imposed universal
standards of compliance on all states without due regard for the special
priorities and circumstances facing the micro-states of the region. In both
cases these unresolved issues have bred resentment, creating an ambivalent
attitude toward 1540 and a reluctance to prioritize its implementation.
They have also created suspicions surrounding the assistance clause and
the provision of donor assistance, which is regarded by some states as an
underhanded extension of Western dominance, giving false legitimacy
to the non-proliferation initiatives and projects of the United States and
others.'%®

The consultative approach of the 1540 Committee and the expert group
and the efforts to work with regional organizations has helped to assuage
some of these concerns but sensitivities remain. For this reason any efforts
to develop a more formal monitoring role for the 1540 Committee or to
adopt a more forceful approach in response to non-compliance would
likely back-fire in South-East Asia and the South Pacific. In both regions
cooperation with the 1540 Committee is dependent on careful persuasion
and would be enhanced by incentivizing states to fulfil their obligations
rather than by creating more intrusive monitoring systems.'” With this
in mind any positive linkages between non-proliferation instruments,
such as export controls, and economic development should be explored
and highlighted by the 1540 Committee in order to remove some of the
negative associations. And rather than being undertaken at the global level,
any formal monitoring should be carried out by agencies working under
the auspices of regional organizations, which are more sensitive to local
conditions.



A number of additional measures could help facilitate implementation of
1540in South-East Asia and the South Pacific. Longer-term recommendations
could include efforts to foster discussion within ASEAN of a new regional
security concept. This could help detach UN resolutions such as 1540
from any perceived connections with the “war on terror” and the negative
associations of that campaign for domestic audiences across the region.
It would also help shift security debates away from China’s advocacy of
its own “New Security Concept” and from unpopular suggestions that
the Asia—Pacific should adopt European Union approaches to security
cooperation.'"” Developing a security concept that is particular to the region,
that is co-owned by all regional players (rather than being associated with
any one of them) and that addresses the causes of multiple transnational
security threats, as well as the challenges of dealing with them, could help
create a stronger security culture that is freed from current resentments.

Short- and medium-term recommendations for the implementation of 1540
in South-East Asia and the South Pacific focus primarily on developinga more
coherent subregional approach to capacity building. To date most bilateral,
subregional and regional assistance efforts have been uncoordinated and
haphazard, with too little evaluation of their effectiveness and virtually no
follow-up. This has led to wasted opportunities, duplication of effort and
a poor match between the assistance provided and the capacity needs of
recipient states. One way to overcome this problem would be to set up
dedicated subregional “1540 oversight bodies” to coordinate and direct
capacity building and to liaise with relevant international organizations,
UN agencies, bilateral initiatives and donor states. But despite the practical
advantages of this type of mechanism resistance to their establishment
could be quite strong in both South-East Asia and the Island Pacific due
to the widespread conviction that resources should be directed to urgent
development and human security priorities rather than to reducing the
remote—or exaggerated—threat of WMD terrorism. Given this situation a
more realistic option could be to make more use of existing bodies within
the two subregions to help develop capacity.

In the Island Pacific there is potential to expand and enhance the work of
the WCCT, which operates under the auspices of the PIF. This body already
plays an important role in identifying and addressing the capacity needs of
member states and in monitoring the implementation of Resolution 1540
but there are ways in which its effectiveness and efficiency could be
improved. For example more regular meetings of this body, which currently
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meets twice a year, would increase the pace of 1540 implementation among
island states, particularly if those meetings included tailored seminars on
the technical aspects of introducing WMD controls and were attended by
experts with knowledge of local industry, agriculture and commerce. The
creation of a registry of expertise in the region would help assist this process
as would a regularly updated compendium (both electronic and hardcopy)
of relevant documentation relating to the meetings, which would help
officials keep track of developments.

In South-East Asia there could be some potential to expand the work of
the ASEAN Regional Forum Intersessional Meeting on Counter-Terrorism
and Transnational Crime (ISM-CTTC) to include a more specific focus on
the implementation of 1540 or to assign this work to the new body on
WMD counter-proliferation, which is currently under discussion within the
ASEAN Regional Forum. The problem here however is that both bodies—
the existing ISM-CTTC and the proposed body on counter-proliferation—
are seen to have US origins and may thus encounter some resistance
based on opposition to the “war on terror” and on perceived double-
standards in arms control and non-proliferation in general. In light of these
sensitivities it may be more productive to promote the implementation
of some 1540 obligations via subregional bodies that have little or no
US connection, such as the Southeast Asia Nuclear-Weapon-Free Zone
Commission and Executive Committee, which are supposed to oversee
implementation of the Bangkok Treaty. Significantly, Articles 4, 5 and 6 of
the treaty call for the implementation of strict nuclear security and safety
measures by all member states—obligations that have significant cross-
over with Resolution 1540 and are central to the Plan of Action for the
implementation of the treaty, which was adopted in Manila in August 2007 .
In the same vein the Southwest Pacific Dialogue (the forum for discussion
between members of the Bangkok and Rarotonga Treaties) could address
nuclear security as well as disarmament issues when it meets on the sidelines
of the ASEAN Regional Forum.

The following recommendations could also assist in capacity-building:

* Channel indirect assistance through international agencies and
trusted donor states that have the greatest local knowledge of



capacity needs; in some cases this may be more effective and
efficient than direct bilateral assistance efforts;

provide ongoing legal drafting assistance to states, including tailoring
model legislation to local requirements;

assess the equipment needs of recipient states and ensure that
training matches local needs;

engage in follow-up activities to assess the effectiveness of assistance
programmes and tailor future programmes accordingly;

fund and make use of Track Il diplomacy initiatives, such as CSCAP,
as a means of acquiring information on specific capacity-building
needs in South-East Asia and the South Pacific; and

fund PIC membership of relevant agencies, such as INTERPOL, in
order to improve intelligence sharing in the South Pacific.

Consider establishing a dedicated entity within ASEAN to
liaise with the 1540 Committee and oversee and coordinate
1540 implementation in South-East Asia;

consider setting up a working group on counter-terrorism, similar
to the one that operates under the auspices of the PIF, to set goals
and agree priorities;

in the event of delayed creation or complete rejection of the above
bodies, address key WMD security issues via existing ASEAN bodies,
such as the Southeast Asia Nuclear-Weapon-Free Zone Commission
and Executive Committee;

construct an ASEAN website to identify gaps and keep track of all
cooperative WMD-related counter-terrorism initiatives taking place
across the region; this could include a regional experts register;
and

adopt the export controls template being developed by the CSCAP
Export Controls Experts Group; this would create a peer review
tool to assist in capacity building and monitoring and to encourage
best practice in the area of export controls.”

Create a PIF website, including an experts register, to keep track of
donor assistance and 1540-related activities in the South Pacific;
and
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* convene annual 1540 workshops, to include participants from
government, industry, donor states, the 1540 Committee and
UN agencies (that is, formalize and specialize the current
dialogue that occurs on the sidelines of the PIF Regional Security
Committee).



Key for status
(Dates are included where significant changes have occurred since
Resolution 1540 was passed.)

A
ASQP
BA

R

S

SQP

acceded

amended Small Quantities Protocol
board approval

ratified

signed

Small Quantities Protocol

Key for instruments

AP
BTWC
CPPNM
CSA
CTBT
CcwC
JC

NPT
NTC

NWFZ

IAEA Additional Protocol

Biological and Toxin Weapons Convention

Convention on the Physical Protection of Nuclear Materials

Comprehensive Safeguards Agreement

Comprehensive Nuclear-Test-Ban Treaty

Chemical Weapons Convention

Joint Convention on the Safety of Spent Fuel Management and
on the Safety of Radioactive Waste

Nuclear Non-Proliferation Treaty

International Convention for the Suppression of Acts of Nuclear
Terrorism

Southeast Asia Nuclear-Weapons-Free Zone Treaty
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Key for status
(Dates are included where significant changes have occurred since
Resolution 1540 was passed.)

A
ASQP
D

R

S

SQP
*

acceded

amended Small Quantities Protocol
deposited

ratified

signed

Small Quantities Protocol

state covered under New Zealand legislation

Key for instruments

AP
BTWC
CPPNM
CSA
CTBT
CcwC
NPT
NTC

NWFZ

IAEA Additional Protocol

Biological and Toxin Weapons Convention

Convention on the Physical Protection of Nuclear Materials

Comprehensive Safeguards Agreement

Comprehensive Nuclear-Test-Ban Treaty

Chemical Weapons Convention

Nuclear Non-Proliferation Treaty

International Convention for the Suppression of Acts of Nuclear
Terrorism

Southeast Asia Nuclear-Weapons-Free Zone Treaty
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