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Foreword

Early in the 1990s the Argentine Republic launched an aggressive anti-
proliferation policy, at both national and international level. By way of
summary, it is worth noting that during the past few years, the country ratified
the Treaty of Tlatelolco, the NPT (Non-Proliferation Treaty) and the Chemical
Weapons Convention, and joined the MTCR (Missile Technology Control
Regime), the Australia Group, the Nuclear Suppliers Group and more recently,
the Wassenaer Group.

The Argentine position can be summarized by stating that from having
been a country accused of contributing to the proliferation of weapons of mass
destruction, we have become a reliable country, which has given us access to
the expertise and importation of technology which was previously forbidden to
us.

The political commitments which our country made at international level
led to a rethink of the role played by Intelligence, faced with the phenomenon
of the proliferation of weapons of mass destruction and the illegal sale of
conventional weapons.

Currently, the Secretariat for which I am responsible, through the “Science,
Technology and Proliferation” section of the Foreign Intelligence Directorate,
is charged with monitoring all aspects of proliferation. This office provides
support for the members of the “National Commission for Sensitive Exports
and Military Equipment”.

It should be noted that SIDE is not part of this Commission and under
current Argentine legislation its task is to “warn” the Executive Power and the
above-mentioned Commission about any person, entity, event and/or process
which might actually or potentially violate the current legislative framework on
anti-proliferation.

In this context, the Secretariat for which I am responsible takes the view
that the systematic accumulation of data and its assessment according to
Intelligence criteria is the best strategy for preventing proliferation.

Hence the importance of this seminar, jointly organized with the United
Nations Institute for Disarmament Research (UNIDIR), a body which considers
this problem to be of major importance and which organized a similar meeting
last year in Rio de Janeiro, in conjunction with the Brazilian Intelligence
Service, an occasion on which our Secretariat presented a paper on the “Role
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of the Intelligence Services in the Enforcement of National Anti-Proliferation
Legislation”.

The Buenos Aires seminar proved fruitful for us all; all the participants
came away from the meeting with a deeper understanding of the different
aspects of the phenomenon of proliferation. They were also able to exchange
views with colleagues working to counter this element of international
instability which is undermining international security.

It is only by working together and exchanging information that it will be
possible to combat the activities which threaten peace, such as the proliferation
of weapons of mass destruction and conventional weapons. I am inviting you
to join this fight. Our security and that of the entire international community is
at stake.

Buenos Aires, April 1997

Dr Hugo Alfredo Anzorreguy
Secretary for State Intelligence (SIDE)
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Preface

Illicit trafficking in small arms and sensitive technologies is not a new
phenomenon in itself, but has acquired new dimensions and urgency with the
end of the cold war.

Small arms, in many regions of the world, are the weapons which cause the
largest numbers of casualties and human suffering. As factors of instability,
they are also obstacles to development in its economic, social and political
aspects. The widespread use of small arms has become a characteristic feature
of the mostly internal wars waged in the 1990s. Stemming the illicit possession
and traffic of such weapons is a particularly arduous task, especially in regions
where international borders are difficult to control effectively. In such cases, the
supply of relatively inexpensive small arms follows the ebb and flow of conflict
and evades national control. Countries where wars are or have been fought are
plagued by large amounts of uncontrolled weapons held by fighters, ex-
combatants and civilians. Arms dealers operating in illicit markets to provide
weapons to individuals, warring factions or criminal groups, constitute a key
challenge for future controls. The role of intelligence services, border controls
and other uniformed forces is crucial in this respect. 

Weapons of mass destruction (WMD) and sensitive technologies have long
been a focus of various international control regimes. But some of the
technologies for nuclear weapons, chemical agents or ballistic missiles for
example, have become “old technology” rather than “high technology”. As
such, they are increasingly prone to illicit acquisition. In addition, the recent
speed of the information revolution has resulted in more recent knowledge and
its technological applications being much more accessible than in the past. 

Since the 1990s, the acquisition of weapons of mass destruction and their
associated technologies by non-State actors has become a growing source of
concern. With the sarin attack on the Tokyo subway, the use of chemical
warfare agents by a terrorist group against a civilian population has become
reality rather than a nightmare scenario. Attempts to engage in the illicit traffic
of nuclear materials have also increased spectacularly, and the small size of the
equipment needed to produce and store biological warfare agents makes them
a priority focus for future control arrangements. 

The threat posed by the illicit possession and dissemination of both small
arms and sensitive technologies is in essence a shared and global threat. No
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State, no city, no population can consider itself immune to the consequences of
a breach of control anywhere else in the world. As such, it is a problem which
necessarily calls for the rigorous adaptation and implementation of national
controls, as well as for close, purposeful and effective international cooperation.

It is in this spirit that the April 1997 Buenos Aires seminar on Illicit Traffic
in Small Arms and Sensitive Technologies was designed to promote open and
constructive debates on issues in which all participants had clear and common
interests. 

Geneva, April 1997  

Dr Christophe Carle
Deputy Director
UNIDIR
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1  The Report of the United Nations Panel of Government Experts on Small Arms defines
the terms small arms and light weapons as ranging “from clubs, knives and machetes to those
weapons just below those covered by the United Nations Register of Conventional Arms ...” It
broadly describes small arms as those weapons designed for personal use and light weapons as
those designed for use by several persons serving as a crew. The Panel thus defined and
addressed the following as small arms: revolvers and self-loading pistols; rifles and carbines;
sub-machine-guns; assault rifles; and light machine guns. It dealt with the following as light
weapons: heavy machine guns; hand-held under-barrel and mounted grenade launchers; portable
anti-aircraft guns; portable anti-tank guns, recoilless rifles; portable launchers of anti-aircraft
missile systems; mortars of calibres of less than 100 mm. (See pp. 24-26 of the Report, A/52/298,
27 August 1997.) Other sources do not distinguish these two categories of weapons but combine
most of the items in their respective lists under the term firearms. See, for example, article 1,
paragraph 3 in the OAS Inter-American Convention Against the Illicit Manufacturing of and
Trafficking in Firearms, Ammunition, Explosives, and Other Related Materials, Organization of
American States (OAS), GT/CIFTA-10/97, 4 September 1997, where firearms are defined as
“[a]ny barrelled weapon which will or is designed to or may be readily converted to expel a
bullet or projectile by the action of an explosive”, excepting antique firearms, or “[a]ny other
weapon or destructive device such as any explosive, incendiary or gas bomb, grenade, rocket,
rocket launcher, missile, missile system, or mine”.

1

The Need to Reinforce Efforts to Fight Against Illicit
Trafficking: An Introduction

Péricles Gasparini Alves and Daiana Belinda Cipollone

There are strong reasons for arguing that the issues of illicit trafficking in
small arms and sensitive technologies can be addressed as a single problem,
even though, at first glance, both encompass a wide range of subjects with
sharp differences. For example, while illegal trafficking in small arms covers
mostly hand/shoulder-carried arms and a handful of other light weapons,1

illegal trafficking in sensitive technologies involves a quite different category
of products such as nuclear material, chemical and biological substances, their
related technologies and delivery vehicles.

Both of these illegal trades, however, are often linked to drug smuggling,
terrorist activities, guerrilla warfare and organized crime, as well as other types
of low intensity conflict. In some cases, illicit trafficking in drugs and small
arms is a precursor to trafficking in sensitive technologies, creating a spiral of
corruption and other felonies of national and international proportions.
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Illicit trafficking therefore affects both the stability of States and the safety
of their populations. There are no national or regional boundaries hindering this
type of traffic: the problem is truly global with multifaceted ramifications.
Curbing its development and proliferation requires a better assessment of the
phenomenon and a new way of looking at problems and identifying solutions.
In a world of growing interdependence, the greatest challenge today seems to
be that of making bold decisions establishing new priorities and agreeing to
start innovative cooperative ventures, while changing old ways of thinking and
working.

This attitude constitutes a particular vision, which is an integral part of the
quest for a new world order: seeking structural changes to the fabric of
international security alone will not be enough to reach this goal; one must also
dare to undertake profound transformations of fundamental values. Coping with
the issue of illicit trafficking from a new perspective is therefore the sine qua
non for success in this fight both on a national and an international level.

1.  Understanding the Problem

There is a real need today to address the issue of illicit trafficking in small
arms and sensitive technologies from a variety of angles, taking into
consideration their interrelationship and implications for other areas of social
and State security. It is important that an effort be made to assess the illicit
trafficking problem in different regions of the world. This has been the
challenge that the United Nations Institute for Disarmament Research
(UNIDIR) has faced over the last several years. In an attempt to clarify the
problem of illicit trafficking, it has organized different meetings and supported
the publication of books describing, for example, what are small arms, what
constitutes their illicit trafficking, and the kind of conflicts in which these
weapons are being used.

In addition, though it is a fact that some manufacturers and dealers have
been involved in illegal transactions, the role of manufacturers and dealers in
illegal trafficking in small arms is rarely addressed. The debate promoted by
UNIDIR helps to fill that gap.

There is also a need to understand illicit trafficking better because it is
generally carried out in secret. What are the schemes used to transfer weapons,
substances and technologies? What factors influence manufacturers and dealers
to engage in illicit trafficking? What are the different interrelationships between
arms manufacturers and traffickers? How and why is it so difficult to control
illicit trafficking in a changing supply and demand environment?
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Illegal trafficking in nuclear/radioactive substances has been a subject of
growing concern since the late 1980s. In common with other problems
involving the smuggling of illegal substances and equipment, curbing this type
of trafficking is as much a problem of controlling national supplies of
nuclear/radioactive material, as it is a matter of coordination of knowledge and
information on an international level.

While law enforcement, intelligence services and related institutions
constitute the first counter-trafficking obstacles within national boundaries,
several organizations such as the International Criminal Police Organization
(INTERPOL), the International Atomic Energy Agency (IAEA), the World
Customs Organization (WCO), and others are also sensitive to the issue. As in
the case of small arms and drugs, it is well known that efforts are being made
to ferret out the specific sources of supply and the flow of demand of material
related to the production of weapons of mass destruction. Efforts are also being
made in many countries to improve the physical safety of installations which
contain sensitive material and substances or where their transport takes place.
Yet what other kinds of cooperative measures exist on the national and
international levels? Are those cooperation efforts sufficient? Is there room for
improving individual and/or collective actions?

Of all categories of weapons of mass destruction, biological agents are the
only ones that do not have an internationally binding verification component
that would monitor non-production and therefore make clandestine proliferation
more difficult. This is even more important given the unfolding developments
in biotechnology, where a variety of old and new agents can bring to light new
means of, and access to, biological warfare in the future. Curbing access to
those agents continues to be a formidable task with which the international
community has yet to come to grips.

The discussion promoted by UNIDIR also addresses the role of terrorism
in illicit trafficking. How and when did drug cartels start supporting terrorist
groups? Are present trends in such support the same today as in the 1970s and
1980s? Are there similarities in such trends from country to country or region
to region? How can national counter-terrorist measures cope with increasingly
rich and heavily armed groups? How could human and material resources be
better managed to respond more appropriately to the mounting requirements of
law enforcement and to strengthen information-gathering institutions?
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2  See for example, “Report of the Panel of Governmental Experts on Small Arms”,
op. cit.; Inter-American Convention Against the Illicit Manufacturing of and Trafficking in
Firearms, Ammunition, Explosives, and Other Related Materials, op. cit.; “Agenda Item 7-State
Security-Measures to Stop the Trade and Illicit Transfer of Small Arms”, First General Meeting
between CARICOM and United Nations Secretariats and Related Agencies, CAR/UN 97/1/9,
New York, 27-28 May 1997; “Ministerial Consultation on a Proposed Moratorium on Export,
Import, and Manufacturing of Light Weapons in West Africa”, Bamako, Mali, 26 March 1997;
“Firearm Regulation for the Purpose of Crime Prevention and Public Health and Safety”,
Economic and Social Council (ECOSOC) resolution, 1997/98, 28 April-9 May 1997; “Model
Regulations for the Control of the International Movement of Firearms, Their Arts, and
Components and Ammunition,” Interamerican Drug Abuse Control Commission,
OAE/Ser.L/XIV.2.22, CICAD/doc.905/97 Separata, 5 November 1997, Lima, Peru; “Small
Arms”, General and Complete Disarmament, Official Records of the United Nations General
Assembly, (A/52/38J), 9 December 1997; “EU Programme for Preventing and Combating Illicit
Trafficking in Conventional Arms”, annex, DG E-CFSP IV.

2.  Combatting Illicit Trafficking: Looking Ahead

The UNIDIR initiative is also stimulating thoughts on how institutions and
Governments can be better prepared to counter illicit trafficking. There is a
quest to highlight perspectives for new and improved synergies and
international cooperation. In the area of small arms, for example, intensive
efforts are under way at global and regional levels to reach agreement on
curbing illicit trafficking in certain categories of small arms, ammunitions, and
explosives.2 Yet, given the nature and status of the problem today, any such
agreement would not have great practical effect if the responsible authorities are
not given adequate means to enforce the law; not only on the national level, but
also as regards region-wide strategies of surveillance, tracking and intervention.

Moreover, it is not easy to organize multilateral action; the motivations and
the manner whereby cooperation could be fostered depend on whether one is
dealing with small arms, drugs or sensitive technologies. For example, co-
operative efforts in the field of sensitive technologies must be seen against the
background of the growing difficulties in controlling the export of such
technologies while not hampering present or future development opportunities.

An additional obstacle is that, at the national level, few countries have a
coherent legal regime that can make provision for preventive deterrent
initiatives, law enforcement and punitive actions in all areas of illegal
trafficking.

At international level, the development of ad hoc arrangements and
regimes prevails today over global agreements controlling the transfer of certain
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sensitive technologies and goods. It is true, though, in spite of the absence of
a solid legal regime, that parties to those arrangements are undertaking joint
efforts to coordinate national policies and to promote transparency in transfers
of technologies and goods. However, none of these arrangements or regimes
have multilateral verification systems. Nor do they provide for national control
schemes.

Controls are expected to be carried out by regular national entities that are
in charge of implementing national legislation. In some countries, these national
entities have traditionally worked separately and do not necessarily share their
work in great detail, e.g. police forces and intelligence services. In some
instances, this state of affairs can create a gap in the relationship between
institutions and ultimately this benefits those involved in illegal trafficking.
Therefore:

the international community must agree on a new agenda to combat
illicit trafficking.

Having acknowledged this basic premise, one should question how the
strengthening of international cooperation can contribute to the creation of a
new agenda to combat illicit trafficking. Should there be a call for new tactical
and strategic approaches? Is there a need to have more encompassing
multilateral actions? The answer to both of these questions is “yes”. What is
needed today is an increase in the level of cooperation between and among
those institutions and communities that could together, more effectively than
alone, take action to combat illicit trafficking, be it in small arms, substances
related to the production of weapons of mass destruction, or terrorism.

There have been calls, for instance, to stimulate cooperation among
intelligence services on a worldwide basis and between intelligence services
and armed forces, organizations such as INTERPOL and the diplomatic
community. It is evident that there is a need to structure the flow of information
and action/reaction capabilities of legal authorities in a more fluent and
comprehensive manner.

Strengthening the tools to combat illicit trafficking also requires
improvement in the technical resources available to law enforcement agencies
and information centres. Better telecommunications, integrated databases, and
other systems which accelerate action/reaction capability must therefore be
considered. These should include improved day/night, over-the-horizon
tracking capabilities. New concepts of small satellites with sharper ground
resolution on their radar, infrared and visible band levels are coming onto the
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commercial market at affordable prices. Policy makers and scientists alike are
increasingly exploring the extent to which satellite technologies can assist in the
detection, identification and tracking of illicit trafficking, particularly through
multilateral actions.

It is apparent from discussions in different quarters that any code of
conduct or agreement aimed at the curbing of illicit trafficking in small arms
will have to address present problems, but some thought will also have to be
given to ways to cope with past transfers. There is a great need for cooperation
in this area, especially to identify transportation routes, stockpiles and related
activities. How can the collection of illicit small arms in many countries be
stimulated? What new concept such as gun-buy-back can obtain consensus
regionally, if not globally? In the area of sensitive technologies, there is much
room for cooperation in terms of the transparency of transfers, which could lead
to greater degrees of predictability of clandestine and other illicit events. How
much transparency is necessary and what form cooperation could take are still
not clear and much work needs to be done to reach a consensus.

In conclusion, there is a real need to put together those institutions that
have practical experience in dealing with both the legal and the illicit traffic in
weapons, substances and technologies, to draw up a plan of action and a
forward-looking agenda for cooperation. This has been the fundamental reason
for the joint effort undertaken by the State Intelligence Secretariat of the
Republic of Argentina (SIDE) and UNIDIR in organizing the April 1997
Buenos Aires Conference on the Illicit Traffic in Small Arms and Sensitive
Technologies. The final recommendations, which came out of the debate during
that conference, provide what could be considered as the first step towards
achieving that goal. In addition, this book also contains reports of the
presentations and discussions in the different working groups of the conference.
They are the evidence of lively discussions and provide additional colour to the
arguments made in the written presentations that follow.
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Part One

Prominent Issues in
Illicit Arms Trafficking
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Chapter 1

Illicit Trafficking in Small Arms:
Some Issues and Aspects
Jasjit Singh

One of the most profound phenomena of the nuclear age has been to shift
armed conflict progressively from the regular to the irregular, from the
traditional military-to-military war to unconventional means and methods that
include terrorism. In Clausewitzean terms, it is irregular war and non-traditional
application of armed force that have now become an instrument of policy, with
small arms as the tools for “extension of politics by other means”. The very
nature of the application of armed force has been changing, limited at one level
by the risk of nuclear exchange, and near total and indiscriminate use of armed
violence at another. Two centuries of doctrinal and operational concepts have
led to legitimization of targeting non-combatants to the extent that society itself
has become inclusive to war. This has reversed the classical ratio of dominant
military to civil casualties in wars. At the same time, advances in technology
have made light, man-portable “small arms” and weapons increasingly lethal
and expanded their envelope of effective employment. 

The issues impacting on international security have undergone profound
changes although the accepted paradigm has yet to adjust to these changes.
Traditional State monopoly of instruments of violence, for example, has eroded
in recent decades, mostly due to actions of the State itself. The very framework
of concepts has to be redefined so that peace, rather than only security, is
treated as the goal. Only a comprehensive approach that focuses on peace in an
integrated manner can meet the existing and emerging challenges where small
arms play a crucial role. In the absence of an integrated approach that seeks
peace at global, regional, national and societal levels, we will be forced to
continue with only fire-fighting operations.
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1  Preface to Jane’s Infantry Weapons 1992-93, p. 182.

A.  Illicit Transfer of Small Arms

There are two central and basic questions that must be addressed before
an attempt is made to identify the prominent issues concerning illicit transfers
of small arms: the first is a clear understanding of what would constitute
“illicit” transfers; and the second is what weapons are to be included in the
classification of “small arms”.

1.  Small Arms

There is no universally accepted definition of small arms. Even where
some sort of understanding exists, we find that it has been undergoing changes
throughout decades. Small arms were generally understood to include personal
weapons of troops and limited to 12.7 mm and less calibre even during the
Second World War. This traditionally covered man-portable weapons like
rifles, pistols, light machine-guns, and, in some cases, grenades, etc. As
weapons became lighter and more effective, the classification seems to have
expanded to include an ever-increasing number and type of weapons. For
example, it is believed that by 1983, NATO had enlarged the original Second
World War definition to describe small arms as “all crew-portable direct fire
weapons of a calibre less than 50 mm and will include a secondary capability
to defeat light armour and helicopters”.1 Such a broad classification would
include weapons such as automatic assault rifles (like the AK-series
Kalashnikovs, the US M-16, the Israeli Uzi, etc.), rocket-propelled grenade
launchers (like the Russian RPG), machine- and sub-machine-guns, shoulder-
fired surface-to-air-missiles (SAMs, like the Stinger, Blowpipe, SAM-7 and its
Chinese variant, etc.), and so on. Personal weapons like pistols and revolvers
below .38 calibre, sporting rifles and guns (like the 12 bore) below the semi-
automatic category would be included, although they represent a different
dimension of capabilities. 

Many other weapons, which are man-portable and capable of inflicting
severe casualties and destruction, must also be taken into consideration; for
example, land mines (especially the anti-personnel variety, of which over 110
million are estimated to have already been spread worldwide, and which have
tremendous human costs on innocents and non-combatants). To this must be
added a range of other light weapons including high explosives (like RDX),
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2  War here is defined as a continuing armed conflict resulting in more than 1,000 deaths.
The definition of war and armed conflict has been further refined by Peter Wallensteen and
Margareta Sollenberg (“After the Cold War: Emerging Patterns of Conflict 1989-94”, Journal
of Peace Research, Vol. 32, No. 3, 1995, pp. 345-360) to classify armed conflict as a contested
incompatibility which concerns government and/or territory, where the use of armed force
between two parties results in (i) a minor conflict with at least 25 battle-related deaths during the
year, but with 1,000 or less deaths overall; or (ii) a medium armed conflict which results in at
least 25 battle-related deaths per year with over 1,000 cumulative total deaths; and (iii) a war is
defined as an armed conflict with over 1,000 battle-related deaths per year.

3  Peter Wallensteen and Margareta Sollenberg, “The End of International War? Armed
Conflict 1989-95”, Journal of Peace Research, Vol. 33, No. 3, 1996, pp. 353-370.

indigenous explosive devices, etc., which are increasingly used in irregular
conflicts. It is necessary, therefore, to evolve a commonly accepted definition
of light weapons (which should include small arms). 

2.  Illicit Transfers

For an objective study and analysis of the problem of illicit transfers, it
is necessary that a universally accepted definition and classification of small
arms and light weapons are adopted at an early date. It is also obvious that such
weaponry is standard equipment of military (besides paramilitary, and in many
cases, even of armed police) forces worldwide. Since the right to self-defence
has been accepted and adopted even in the United Nations Charter, it is to be
expected that States will continue to acquire and transfer small arms to other
States, and this will continue to be considered a legitimate process and activity.
State-to-State transfers, therefore, will continue to be considered legitimate,
except where the recipient State is under an international (United Nations-
sanctioned) embargo. As long as such transfers and acquisitions remain
restricted to the use of military and other armed forces of the State, the risks
emanating from them will remain limited to the traditional ones related to inter-
State conflict and war.

B.  Transmutation of Conflict

Because of the increasing costs and limitations of regular war, armed
conflict has been sliding down the conflict ladder.2 More and more armed
conflict has been taking place at the lower end of the spectrum of war (outlined
in Table 1.1). This is borne out by empirical evidence related to wars and armed
conflict. By one account, there were 96 armed conflicts during 1989-1995.3



Curbing Illicit Trafficking in Small Arms and Sensitive Technologies12

Practically all of them, especially since 1992, were intra-State conflicts and
wars. In reality, an external factor has been almost invariably present in such
conflicts; and this normally takes the form of transfers of small arms and light
weapons.

Table 1.1: Spectrum of War, Armed Conflict and Use of Force

Level/Type of War Nature of War

Nuclear war Inter-State, highly organized, indiscriminate mass
destruction with nuclear weapons, major high technology
weapons as delivery systems.

Conventional (unlimited)
war

Highly organized, inter-State, military-to-military,
mostly fought with major weapons as well as small arms.
Total in nature including targeting civil society.

Conventional (limited)
war

Limited inter-State military-to-military, controlled
engagement and escalation, minimal collateral civil
targeting, fought with major conventional weapons and
small arms.

Unconventional war Irregular war and armed conflict: non-State vs.:
State/sub-State/non-State. Dispersed, society as the
battlefield; small arms as the primary instruments of war-
fighting, limited military involvement, mostly in
response to the war. Variations include:
Proxy wars
– Civil wars, indigenous as well as externally supported
– Insurgencies, indigenous as well as externally

supported
Militancy
– Terrorism—transnational and national;

political/ideological, narcotics/crime related.

Force without war Stand-off (long-range) use of destructive force.

Threat of use of force Standing forces

All wars, except nuclear war, employ small arms extensively, although
major weapons tend to dominate the conventional war scenario. This
complicates the small arms landscape in that such weapons are standard
equipment of national (legitimate) military (and even armed police) forces.
Since wars at the lower end of the conflict spectrum employ mostly small arms



The Case of Small Arms 13

and light weapons, this shift also implies, among other things, that small arms
and light weapons have been playing an increasing role in conflicts across the
world. All wars/armed conflicts in the world during the past ten years, with the
exception of the 1990-1991 Gulf War, have essentially been fought with small
arms. While the risk of organized war has been perceptibly reduced overall, the
threat of externally sponsored or supported armed conflict linked to societal
dissent has increased.

It is important not to treat so-called intra-State conflict and civil wars as
purely internal phenomena. In overwhelming cases, the weapons to fight such
conflicts come from outside, either because of ideological or other reasons. In
many cases, armed conflict has resulted from separatist movements and
struggles. Conflicts in Sri Lanka, the former Yugoslavia, Chechnya, the
Kurdish conflict, India (Punjab till 1992, and Jammu and Kashmir till 1996),
Myanmar, etc., are examples of such conflicts. Like other conflicts, these have
been prosecuted with small arms. In fact, political dissent rapidly assumes
violent shape because of easy availability of lethal small arms. Arms have been
transferred to the fighting groups (many trained abroad), by non-State as well
as Governments in other countries. Such supplies invariably constitute illicit
transfers even though they may seek to be justified on grounds of supporting
political/ideological goals of ethnic and religious groups or separatist
movements.

C.  Transfer and Proliferation of Small Arms

There is a tendency to treat the transfer of small arms in a manner similar
to the transfer of major weapon systems. While certain amounts of weapons are
spread as a result of the profit motive and other considerations by sub-State
actors, the State is the supplier or facilitator in the spread of small arms in the
overwhelming majority of cases across the world. The primary incentive of
States for promoting proliferation emanates from ideological and/or perceived
national interests and goals. In some cases, of course, the supply of arms is
perceived to be necessary to promote freedom struggles. This was a major
reason for supply and acquisition of arms in many of the freedom movements
leading to decolonization. But ideology has not operated only in support of
freedom struggles. The export of revolution, for example, went beyond the
question of mere political freedom to defining the nature of the political system.
In other cases, ideology, especially the variety that is based on ethnicity and/or
religion, has been the driving force of external support for separatist



Curbing Illicit Trafficking in Small Arms and Sensitive Technologies14

4  For a detailed account of the arms supply pipeline, see M. Yousaf and M. Adkin, The
Bear Trap: Afghanistan’s Untold Story, Leo Cooper, London, 1992, ch. 6; and John G. Merriam,
“Arms Shipment to the Afghan Resistance”, in Grant M. Farr and John G. Merriam, Afghan
Resistance, Westview Press, Boulder, 1987, pp. 71-102.

movements. The supply of small arms in such cases has introduced armed
violence in some situations. This in turn has fuelled more proliferation, if not
quantitatively, certainly qualitatively. Ideology has also been employed in
providing legitimacy to transnational criminal activities like narcotics
trafficking. 

There are a number of aspects to illicit transfers and the spread of small
arms that deserve attention:

1. Cold War Legacy. The risk of armed conflict escalating into nuclear
exchange-limited wars of the Cold War and proxy wars, became
instruments of policy. The super-Powers (and their allies) supplied small
arms and light weapons as a tool for supporting/pursuing armed conflict
in search of their national strategic interests.4 The bulk of the
proliferation of small arms in the world at present has originated from the
legacies and strategies of the Cold War. This debris of the Cold War has
been further diffused as a result of regional Powers and sub-State and
non-State actors pursuing their own political and ideological agendas.
Attention to illicit transfers must, therefore, address not only transfers by
States to non-State actors, but also those by sub-State and non-State
actors and entities to non-State actors.

2. Cascading. While States have played a direct and indirect role in
promoting the proliferation of small arms and light weapons, their further
diffusion has also resulted significantly from the cascading phenomenon,
both among other States as well as within the State itself. In most cases,
the initial supplies have been controlled or funnelled through State
(mostly intelligence) agencies. But since the primary goal of such
supplies has been to arm non-State actors and groups, the process does
not remain confined within the original framework, and thus a
“boomerang” effect is witnessed. The diffusion of weapons in Pakistan’s
society following transfers to non-State actors by State agencies, is one
of the many examples.
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5  For example, over 92,000 licences for arms were issued in Karachi alone (which
reportedly had more than 100,000 Kalashnikovs outside State control) as part of the Pakistan
Government’s policy of “liberalizing” availability of small arms to the public. See Dawn
(Karachi), 31 March 1996.

6  For one view of religious motivation for armed violence see Bruce Hoffman, “Holy
Terror: The Implications of Terrorism Motivated by a Religious Imperative”, RAND Paper
P-7834, RAND, Santa Monica, 1993.

7  For a detailed account of the linkage, see Tara Kartha, “Southern Asia: Narcotics and
Weapons Linkage”, in Jasjit Singh (ed.), Light Weapons and International Security, Pugwash,
IDSA and BASIC, New Delhi, 1995, pp. 63-86.

3. Loose National Controls. A large amount of illicit traffic and spread of
small arms is made possible by loose national controls over such
weapons.5 In fact, there is gross variation in the legislation on the subject
varying from the belief that no controls should apply (as in the United
States) to Japan (where no weapon is allowed). Loose controls in the
territories of the former Soviet Union are a special area of concern.

4. Retrenchment of Military Power. Availability, traffic, and proliferation
of small arms have also received a boost from the effects of retrenchment
of military power. A substantive draw down of military power has taken
place since the Cold War started to wind down in the late 1980s, later
coming to an end. Global military strength has been reduced by over 4
million during the past ten years rendering large quantities of small arms
surplus. The processes of disarmament and demobilization, wherever
they have taken place, have increased the potential for proliferation,
especially where controls have been lax or incentives for proliferation
been high. 

5. Transnational Ethnic and Ideological (including religious) factors, in
conjunction with the communications revolution in all its facets,
providing support for internal conflicts, raise the demand for small arms,
including by sub-State and non-State actors. This is particularly acute in
some aspects.6

6. Narcotics Linkage. Drug trafficking is another aspect which is inevitably
linked to the spread of small arms in the producing countries and transit
territories.7 Transnational criminal activity, especially narcotics
trafficking, is a major factor sustaining illicit transfers of small arms
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8  For a regional case-study see Tara Kartha, op. cit., note 4.
9  See Jasjit Singh, “Evolving Approaches to Control the Spread of Small, Light and Similar

Weapons”, paper presented at an international seminar on Conventional Weapons Transfers after
the Cold War, organized by the Japan Institute for International Relations, Tokyo, 21-22
December 1995.

around the world.8 The focus on drug trafficking so far has been confined
to tackling it as a social problem because of the direct impact on society
and its physical and psychological health. Attention has also been paid
to the factor of drug money laundering. But the relationship between
drug trafficking/money laundering with the illicit transfers and spread of
small arms and their financing, needs greater attention.

7. Commercial Motive. The profit motive, especially since the linkage with
narcotics trafficking provides very high dividends, is an important factor
promoting illicit traffic in small arms. The manufacturing of such
weapons outside State control has increased and will pose serious
challenges in the future.

D.  Controlling Illicit Transfers and Spread

Given the extent and nature of illicit transfers of small arms that have
already taken place, and the diffusion of these arms to actors and entities
outside State control and society in general, instituting controls to regulate such
transfers and diffusions will be a Herculean task. On the other hand, the risk to
civil society and to the stability of States, particularly democratic polities, is
likely to keep increasing. Fortunately, the international community is
increasingly conscious of the problem. But one of the greatest hurdles that it
will have to face in controlling illicit transfers is to get States to accept a
uniform code that will ensure that Governments and their agencies do not
pursue such transfers in the future, and cooperate in relation to measures
regarding past transfers. This, of course, is easier said than done. Measures will
need to be instituted in an integrated manner at national, regional, and
international (global) levels since they cannot be addressed piecemeal or at any
single level. Broad possible measures have been examined and proposed by the
author elsewhere, and are not intended to be duplicated here again.9

The key to control lies in enhancing transparency and accountability
regarding such transfers and further diffusion. Production and supply of small
arms need to be made completely transparent while strong norms like end-use
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certification need to be established to ensure that diversion and diffusion are
restricted. There is normally notable hesitance in enhancing transparency of
military postures because of national security concerns. But such concerns
regarding small arms should be minimal because the scale of equipment and
increased transparency will not really affect national security adversely. A
system of verification concerning end-use will also be necessary. Covert and
illicit arms transfers pose special problems in this regard. While international
cooperation and more responsible national policies are perhaps the only
solution to ensure that States strictly observe elimination of illicit transfers, for
the future it would be necessary to evolve identification systems (material
signature etc.) of weapons manufactured so that when illicit arms are recovered,
it should be possible to trace the manufacturers and, possibly, the suppliers. 

Prioritization of which weapons to focus on first will be necessary so that
the more destabilizing weapons are controlled earlier. For example, control of
automatic weapons and sophisticated weapons like shoulder fired surface-to-air
missiles, denotes the type of weaponry which requires institution of control
earlier than, say, home-made shotguns. Shoulder fired surface-to-air missiles
like the Stinger and SAM-7, etc. have been used by militant non-State actors to
shoot down over 325 aircraft in the past 15 years. It is sobering to recall that
there have been a large number of strikes on civil aircraft with shoulder fired
surface-to-air missiles, while hundreds of such weapons are loose in society and
moving around the world without governmental control. The process requires
a universally accepted definition of small arms and light weapons. The United
Nations Experts Panel is expected to come up with some agreed definitions. But
this, at best, can only represent preliminary steps. More work will also have to
be undertaken to institute universally acceptable norms of what constitutes
illicit transfers.

National control measures will also need to be strengthened. These would
include, (i) improved border surveillance and control, (ii) stricter gun control
legislation and its effective implementation, and (iii) strong and effective
measures against illegal possession and traffic in small arms (especially
automatic and semi-automatic weapons). National measures will need an
increasing degree of harmonization at the regional as well as global levels.
Above all, the central driving factor to stop the already high risk of stability to
States and civil society will have to be built on increasing awareness and
consciousness of the problem and the possible solutions. This should logically
lead to strong norms and inhibitions at the societal, national, and international
levels against the spread of small arms and light weapons.
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Chapter 2

Weapons of Mass Destruction:
Problems of Illicit Trafficking
Alfredo Luzuriaga

In 1989, when taking part in a conference similar to the present one, I
listened to a succession of speakers who without exception cited Argentina and
Brazil as examples of Latin American countries sharing in weapons
proliferation. The situation has radically changed today, as proved by the fact
that we have met here to discuss how to contend with it. 

So what has changed since then, apart from the part played by Argentina?
In fact, there has been a series of very positive events and processes in this
period, such as:

C The adoption of international, multilateral, regional and national
measures which, in the shape of treaties, conventions, control systems
and the setting-up of judicial and institutional structures, enable the
trading in sensitive technologies to be controlled;

C As a result of these measures, international cooperation has been stepped
up enormously; this has been translated into a lasting doctrinal approach
conducive to creating an awareness of preventive action in the face of the
problem of proliferation of weapons of mass destruction (WMD); and

C The exchange of information between specialized organizations in
different countries, which has facilitated not only improvements in
policies and legislation but also progress in the following-up and
investigation of cases of illegal trading in controlled materials or
technologies.

When these facts are put together and added to a very rapidly changing
and untidy international situation, they have brought about a small decrease in
the list of countries with a potential for weapons proliferation.
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Nevertheless, and in spite of this positive balance, new realities and
situations have arisen which in fact demonstrate that not only does the danger
exist but new challenges and difficulties have to be confronted.

For example, at the time of the conference that I mentioned earlier, the
optimism created by the breaking-up of the USSR and by the strategic arms
limitation treaties that had been signed never called into question the Russian
capability for controlling their inventories of nuclear weapons.

The dismantling of nuclear warheads in a sense brings out from their silos
a large quantity of highly-enriched plutonium or uranium that represents a
threat as long as it is not reprocessed. These materials are guarded by State
organizations that lack a proper structure and that are staffed by very lowly paid
personnel of low morale. This has led one expert to observe that the head of a
missile is ironically one of the least dangerous places for the custody of
plutonium.

Further evidence that the danger has not passed is the number of detected
instances of attempts to trade illegally in special nuclear materials, which has
shown a consistent increase. Up until 1991 all attempts at sale were fraudulent.
Between then and 1994, real nuclear material in small quantities began to
appear on the black market. Although most cases were still fraudulent, offers
of around one kilogram were picked up after 1994.

The illegal trade in controlled materials not only creates a market-place
but also establishes the pattern of the networks. As in any clandestine activity,
it is generally carried out by fringe agents with a greater or lesser degree of
organization. At the top of this ladder is what has come to be called organized
crime. Those in possession of any radioactive material may, for example, try to
carry out all manner of blackmail, extortion or attacks against Governments,
companies or individuals. Here lies another danger that did not make itself
known hitherto.

Perhaps even more dangerous is the area of proliferation of chemical and
biological weapons. Their lower cost and the greater accessibility of the raw
materials to manufacture them make them more tempting in the eyes of
countries or groups that long to possess great destructive power at a low price.
Their high lethality and diversity in use perhaps put them for now at the top of
the list of these dreadful nightmares.

While there exist nations with ambitions to own weapons of mass
destruction, the demand for the materials and technology needed to produce
them will continue. This demand stimulates offers and thus the black market
will go on. As it carries on in conditions of tight surveillance, so it will become
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more sophisticated and this in turn will require the national and international
controls to be improved.

I must mention here a new potential purchaser—international terrorism.
Given the irrationality typical of its actions, this is even more dangerous than
a sovereign State.

In the case of Latin America, which does not generally produce the
essential ingredients for the manufacture of weapons of mass destruction, the
risk lies in “triangulation”, the process pertaining to acquisition by countries
with a potential for weapons proliferation.

The know-how to facilitate the adoption of measures aimed at avoiding
proliferation is available in a wide-ranging bibliography; the challenge is to
bring it into practice by employing legal and administrative tools that enable the
illegal trade in sensitive materials to be detected and interrupted.
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Chapter 3

Illicit Trafficking in Delivery System
Technologies and Components: An Assessment
Genaro Mario Sciola

A.  Introduction

By way of introducing this subject, it is appropriate to present some of
the conclusions of the UNIDIR meeting held in Río de Janeiro in October 1997,
which dealt with aspects of dual-use technologies relating mainly to sensitive
material used in launchers and missiles as well as in civil and military satellites.

As a corollary to the conclusions on this aspect, it was considered that,
through the advances being made in technology, communications, remote
sensing and computer science, the grey area in which the technologies for
peaceful and military uses overlap was becoming increasingly narrower, and
this assisted progress in identifying the materials, components, systems and
subsystems used for one or the other purpose.

As the aim of the above-mentioned meeting was to endeavour to establish
the missing link between security and development, many studies were
presented whose conclusions attempted to provide the beginnings of a solution
to the problem.

This presentation will refer to the main conclusions of the Río
Conference, since they have much in common with the topic to be discussed
and can therefore be taken as the basis of this report, which analyses the illicit
traffic in delivery system technologies and components.

B.  Legal Framework

On 16 April 1987, seven countries (Canada, France, Federal Republic of
Germany, Italy, Japan, Great Britain and the United States) met for the purpose
of establishing an agreement which would enable the export of sensitive
technologies relating essentially to missile development and manufacture to be
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controlled. From this meeting there emerged what was called the Missile
Technology Control Regime (MTCR), an agreement by virtue of which the
seven signatories undertook not to export this technology to third countries. The
document contained an annex listing the systems, subsystems and components
that were the subject of the regime and over which the signatories were required
to establish export controls.

At present the MTCR has twenty-eight members, and to join the Regime,
the applicant nations are required to undertake to comply with the norms
established in the Regime and its annex prior to becoming members.

This commitment that countries wishing to join the system must make is
fulfilled through laws or decrees by which they are required to impose their
own restrictions on the export of sensitive technologies by limiting them to
those specified in the Regime and its annex, or by abiding by any other
condition that the MTCR members might specially establish for a particular
country.
 The problem that each member faces once having joined the control
system is how to establish internal control over its exports, that is, how to
implement a system with sufficient capability to detect the export of these
technologies, or, put another way, which body or bodies should be the
implementing authorities.

C.  Legal Dilemma

One of the proposals made by the Río Conference was that international
standards originating within the framework of the United Nations should be
implemented which would legislate on traffic in sensitive material.

It should be borne in mind that, although General Assembly resolutions
are theoretically binding on member countries, in practice compliance with their
provisions is relative because national interest predominates over international
interests, and even resolutions adopted by the Security Council, which
command greater adherence, have been violated on numerous occasions; it must
be concluded, therefore, that legislation of this kind would not be sufficiently
effective to be taken as a standard of international legislation.

Given these prevailing features within the United Nations context, and
in order to control nuclear energy, the Tlatelolco Treaty emerged. Whilst
devised according to United Nations’ principles, the Treaty was signed
originally by only one group of nations, but to which practically all countries
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possessing this technology have been acceding gradually, thereby achieving,
all in all, effective control of nuclear energy.

Modelled on the experience gained through the Tlatelolco Treaty, the
MTCR has provided us with a form of draft international legislation, provided
that the principles on which it was originally based are respected.

Using the MTCR as a basis, member countries depend on their national
legislation in the matter, which always refers to the provisions laid down by the
Regime and its corresponding annex. It is here that the first difficulty arises,
because the legislation is not homogeneous: some countries have acceded to it
through laws, others through decrees, the texts are not open to the same
interpretation and, as will be seen later, as a means of exploiting this aspect,
three-way traffic in technology has emerged.

Moreover, it is precisely over these various national legislations that
controversies have occurred, arising from the different interpretations given to
them. This leads to one nation exporting a technology which, in the opinion of
another nation, is sensitive, on the basis of its own legislation. This lack of
uniformity between the national legislations, which are based on the MTCR
annex, is a problem which the Regime itself should overcome by providing,
together with the basic criteria, a recommended specimen document, and by
having a group of specialists who would resolve any discrepancies or
controversies arising between the various member countries.

D.  Practical Application

Having become a member of the MTCR and promulgated national
legislation, the country concerned must establish in this legislation which body
or bodies will be the implementing authorities. In this aspect lies the second
problem, because although all countries have set up groups of specialists to
establish and describe the component elements of sensitive technologies, the
ultimate responsibility for authorizing their export rests with the duty customs
official.

With regard to the first aspect, specialist personnel are required to be
trained to enable them to detect sensitive technologies with absolute certainty,
for which purpose courses and seminars, etc. are delivered, both at the national
and the international level.

In relation to the second aspect, customs officials have to be provided
with the latest technology as regards communications and computer science, so
that they have rapid access to data banks or can be in direct communication
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with specialists for the purpose of authorizing exports that might be of a
questionable nature because of certain features.

Within the framework of the MTCR, training courses were held at the
international level. Although some of them were delivered fairly frequently,
there was no regular pattern of courses, nor any master training programme,
and, because of their special nature, it proved to be very expensive for the
countries concerned to send a large number of participants. 

This situation has been partly overcome by delivering courses in
countries that are not members of the MTCR but which have an interest in the
issue. These courses are organized and delivered by specialists from member
States of the Regime, and are paid for by the host country.

These courses should be delivered regularly, should be part of a master
programme, should be delivered alternately in different countries or regions and
should be financed through endowment contributions and through international
organizations and private bodies that have an interest in the Regime.

It would also be advisable for the MTCR to have at its disposal a group
of inspectors who would periodically inspect personnel training operations, the
means by which the corresponding legislation is being implemented and the
performance of officials who have the ultimate responsibility for authorizing
technology exports.

E.  Evaluation Schemes

In the technological world of today, the transfer of technology from
developed countries to developing ones has become customary. Traffickers in
technology turn this transfer to their advantage by disguising sensitive or dual-
technology material, or material with a specific military application. This
practice leads to another dilemma, which is knowing exactly where technology
transfer ends and where trafficking in technologies begins. If the traffic is too
strictly controlled, we may make the mistake of hindering technology transfer
and vice versa. For these reasons, it is very difficult to achieve a balance in
control measures, but we must continue our attempts to define clearly this grey
area of technology transfer.

There are numerous examples of traffic in sensitive material used
exclusively for military purposes, carried out completely openly and in
compliance with local laws applying both to the exporter and to the importer.
This is basically due to the lack of uniformity between local legislations which
results in these operations being undertaken. Here we face another dilemma in
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promulgating national legislation. If this legislation lists specifically all the
components or systems banned from export, we run the risk, given that
legislation always lags behind technological development and assuming the
legal principle that whatever is not prohibited may be practised, of allowing the
latest technology to be legally exported. On the other hand, if the legislation is
of a very general nature, it is open to various interpretations by those who have
to implement it. For these reasons, the MTCR should recommend specimen
legislation in which a balance is sought between these two aspects.

Bearing in mind what I have explained above, the lack of uniformity
between the various national legislations and the different ways in which they
have been interpreted by the various countries have paved the way for the
emergence of three-way traffic in delivery systems, subsystems and
components, using third countries whose legislation in the matter is more
flexible, with the result that control has been considerably hampered.

This problem has been overcome in large part through information
exchange between the main international traffic and mass export centres (ports,
airports, etc.) with regard to exports considered to be in transit or with the
country described as the intermediate point of an export consignment, the final
destination of which is required to be clearly established.

F.  Dilemma: International Security vs. Development

If we hope to attain absolute certainty that sensitive material is not being
exported, national legislation should be so specific and detailed that, in any case
of doubt, it includes components that are distant relatives of the materials
specified in detail in the MTCR annex. This would mean, however, that the
export and transfer of technologies for other uses would be hindered.

The idea of partial certainty also entails problems, because any legislation
that facilitates technology export would run the risk of being open to
misinterpretation and, in technology transfers, of letting components slip
through which are specifically prohibited by the MTCR annex.

Here another dilemma arises, which is that of international security vs.
development. To what point can security be increased without affecting
development, or to what point can development be increased without affecting
security? The reply to this question is a balanced, flexible and at the same time
specific national legislation which, above all, is not open to misinterpretation.
The need must again be stressed for the MTCR to supply a recommended
specimen document to which national legislations should be adapted.
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G.  Compulsory Measures

In the international context, sanctions are applied, whether unilaterally
or multilaterally, to those involved in technology trafficking; there are a series
of compulsory measures that can be adopted, the most common ones being a
partial or total embargo on exports and retaliatory measures.

The embargo can relate specifically to sensitive technologies, cover all
technologies in the course of transfer, and can even apply to all exports from
one or several countries to the country or countries involved in the illegal
traffic. The application of this measure has been very effective provided that it
is not for an unlimited period. 

Retaliatory measures include any other type of sanction and, in another
arrangement, they can also be applied as a compulsory measure to traffickers
in sensitive technologies. This action, however, might give rise to problems in
other areas which were previously functioning adequately and might
significantly affect foreign trade between the countries involved.

These measures, especially embargoes, hinder development, to a greater
extent for the embargoed country and to a lesser extent for the country
declaring the embargo, because, for the former country, technology transfers are
restricted or cancelled and, for the latter country or countries, exports are
restricted and they therefore need either to look for new markets or reduce
production.

Furthermore, and above all, the embargo can be turned to advantage by
third countries that had not previously operated in the market because their
products lacked competitiveness, and which now see an opportunity to fill the
vacuum left by the country declaring the embargo.

H.  Conclusions

To summarize all the points raised, the following conclusions can be
established:

First: Dual technology applies to both civil and military projects alike,
but owing to technological advances in communications, computer
science and detection, this grey area is growing increasingly narrower,
since these dual-use technologies can generally now be identified.
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Second: The most suitable legislation for controlling the export of
sensitive material is national legislation, provided that it is based on the
norms laid down by the MTCR, and for their promulgation it has been
suggested that the MTCR should recommend specimen local legislation
that is not open to misinterpretation.

Third: The authorities responsible for implementing national legislation
should undergo training by attending regional and international courses.
The MTCR should also have at its disposal a group of inspectors
responsible for inspecting both the operational methods of implementing
control mechanisms and the operation of training courses, on the basis of
a proposed master plan.

Fourth: As to the dilemma of international security vs. development, the
former should be increased to a level that does not affect the latter. The
developed nations should also be prevented from restricting the
development of developing nations by citing international security
criteria.

Fifth: The best way to improve control over these technologies is by
publicizing at the political, economic and financial levels, both national
and international, the kinds of technologies that we are managing and the
disastrous effects that these technologies could have, with a view to
raising awareness of the consequences of trafficking in them.

By way of conclusion, let me present an evaluation of the situation. The
MTCR is exactly ten years old and its seven founder members have increased
to twenty-eight. Although it does not function perfectly, it has come a long way
and has met with considerable success, especially in its efforts to prevent
trafficking in sensitive technologies, which leads us to conclude: “It has been
satisfactorily implemented, that it requires some adjustments to be made, but
that essentially it constitutes a very satisfactory solution as a control system.”






